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Abstract

"Web Services" [2, 3] is the collective nane of a set of energing
technol ogi es targeted for ultimtely supporting Plug-and-Play (PnP)
integration of business- and information-systens, within and between
organi zations. This specification covers an X. 509 certificate
extensi on, designed to enable PnP-support for the Public Key
Infrastructure (PKlI) part of a Wb Service. In addition to
supporting Wb Services, the extension is also intended to be
useabl e for general - purpose PKl-enabl ed applications. A PowerPoi nt
presentation highlighting the core of this specification is also
avai l abl e [4]
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1.

| nt roducti on and rational e

To conbine PKI with "Wb Services" on a global scale presents a
challenge, as it requires Relying Parties (RPs) to process signed
nessages possibly emanating frommany different PKls, while
preferably using "shrink-wapped" PKI software and generic, easy-to-
manage PKI trust-adm nistration procedures.

In the web-browser environnent, global interoperability is only
achi eved due to the fact that web-server certificates supporting
HTTPS [6], are based on a static ("hard-coded") profile [7],
which is a prerequisite by browsers to correctly interpret such
certificates. To further sinplify usage, nost comercial CAs'
root-certificates are already pre-installed in | eadi ng browsers.

However, "Web Services" can unlike web-browsers, not depend on

static PKlI-schemes and pre-installed root-certificates, as this
woul d severely limt the kind of entity-types and certificate-

profiles that woul d be possible for RPs to accept.

This specification introduces a CA-certificate-based, non-critica
X. 509 v3 extension, fromnow on referred to as a "PnP-descriptor”,
that works |ike an additional "specification" for associated End
Entity (EE)-certificates. The follow ng introductory sections
descri be how this extension can support a nore dynam ¢ PKI-based
ecosystem by renoving some major hurdles to wi de-scale PKI usage.

After the introduction, a formal definition of the extension is
f eat ur ed.

1.1 dobally unique subject DNs

The af orenenti oned web-server certificates, contain globally unique
subj ect Distinguished Nanes (DNs) [8] due to the fact that they
certify Domain Nanme System (DNS) [9] host-nanes.

However, for non-DNS-based entities, few existing certificate-
profiles as well as RFC3280 [10] and RFC3039 [11] require subject
DNs to be globally unique. This could possibly |ead to nane-cl ashes
when nul ti pl e non-coordinated PKIs are to be handl ed by RPs. One
way to cope with this is to associate each CA-certificate with a

uni que "virtual" name-space. This conplicates CA-certificate
renewals with respect to RPs, as well as making it nore difficult to
efficiently explore conmon certificate-profiles and associ ated
nani ng- domai ns shared by nmultiple CAs (exenplified by many nati onal

| D-schenes), as both these scenarios require nanual and error-prone
RP configuration to work. Requiring CAs to deploy globally unique
subj ect DNs by for exanple addi ng Domai n Conponents (DCs) [8] is
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likely to be | ess popular, as well as breaking sone existing RP
sof t war e.

The PnP-descriptor therefore supports an explicit naning-domain in
the formof a Universal Resource ldentifier (URI) [12], which due to
the two-1evel naming structure, provides global uniqueness to any
existing or future non-enpty subject DN schene. Belowis a figure,
illustrating the two-level nam ng system

/ \
| PnP-CA | Nami ng Domain: http://sanple-registry.org/ nenbers
\
/ \
/ \
N\
/ \

|
| | EE | Subject: CN=John Doe, serial Nunber=43155, C=US
|
|

| EE | Subject: CN=Marion Anderson, serial Nunber=43566, C=US

That is, Marion's fully canonicalized name could be expressed |ike:

"http://sanpl e-registry. org/ menbers”
"CN=Mari on Anderson, serial Nunber=43566, C=US"

Not e: Canoni cal i zation syntax is outside of this specification as it
is nostly a disadvantage to nerge nanmi ng donmain and subject DN in a
real application

In addition to forming a nam ng domain, HTTP-based nam ng donmai n
URI's may al so support dereferencing, enabling CAs to publish

i nformati on concerning the nam ng donain, for easy access by RP
"trust adm nistrators" using standard web- browsers.

1.2 Autonmatic sharing of nam ng donai ns

Due to the explicit naming domain URI, and associ ated issuance,
sharing identical nam ng domai ns between CAs is transparent, needing
no configuration. As a consequence, an entity certified by one CA
can get a new certificate fromanother CA certifying the sanme nam ng
domai n, that for an RP may (depending on strictness of the issuance
and certificate-profile), be authenticated as being identical, here
assuming that both CAs are accepted by the RP. Also see section 1.7
"Permanent identifier option".
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1.3 Unified EE-certificate-type per CA-certificate & key

A key-notive behind this specification was to sinplify the adoption
of PKI for relying parties by reducing the nunber of options that
are not absolutely needed. One such option which was "sacrificed",
is the ability for a CAto use the sane CA-certificate and key for
generating entirely different kinds of EE-certificates.
Professionally run CAs sel domexploit this possibility, in order to
keep different PKI-systens properly separated. Anyway, this
restriction, which is to be enforced for conpliance with this
specification, inplies that a PnP-descriptor is intended to be
applicable for all EE-certificates generated by a specific
PnP-enabl ed CA-certificate and key.

The net result is a "nornalized data nodel" [13] applied to PKI
enabling EE-certificates to be Iinked to nost existing business- and
information-systens in a sinple, secure, robust, and partially

aut omat ed manner as shown in section E 1, "SQ database sanple
interface".

1.4 End-entity type-indicator

Since the proposed extension |linmts the nunber of EE-types per
CA-certificate and key to just one, the PnP-descriptor also includes
support for an EE type-indicator. The EE type-indicator gives RP
system and trust administrators, a basic information of about what
EE-certificates generated by a particular CA-certificate vouch for.
This includes "citizen", "individual", "enployee", "organization",
"device", "service" or "DNS-host".
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1.5 Relying-party trust-administration processes

The next section describes how an RP trust administration process
has to be designed to cope with conpletely unprofiled but stil

conformng X. 509 certificates. One could object to this description

and claimthat it is purely hypothetical, but this rather painfu
exerci se should be seen in the light of a desire to be able to
create shrink-w apped PKI software, that is neither depending on
"assunptions", nor on "best practices".

1.5.1 Current trust-admnistration process

Current PKI systens potentially require nultiple setups, as there
may be any nunber of different kinds of EE certificates-types
associated with a certain CA as illustrated by the figure bel ow

| | --> Web-server certificates

| CA |--> Low assurance e-nmil certificates

| |--> Class 3 identity certificates

To actually separate different kinds of EE-certificates (in order to

for exanple only accept a specific kind), is an arbitrarily conpl ex
process rangi ng fromreadi ng vari ous CA-docunents to studying the
contents of actual EE-certificates. To cope with possible DN name-
clashes and to facilitate mapping to busi ness systems by creating
"virtual " nam ng-domains, CA-certificates do not only have to be
stored in PKI trust-stores, but in parallel tables supporting
external mapping schenmes. Usually mnor software "fixes" nust be
added as well to cope with the characteristics of certain CAs.

Know edgeabl e readers do probably not recogni ze the scenari o above,
but this is due to the fact that few (if any) existing PKI-enabl ed
applications, actually support nore than a few agreed-upon sinilar
certificate-profiles.

1.5.2 Enhanced trust-adninistration process

Now repeating the RP trust administration process for a new CA
supporting the PnP-descriptor, the foll owing can be observed:

Due to guaranteed gl obally unique DNs, and single EE certificate-
type, this process is technically (not to be confused with trust-
wi se), reduced to perforning a single "OK" or "Cancel" operation
An "OK" typically leads to the addition of the CA-path to a PK
trust-store, but no other PKI-rel ated data-structures need
necessarily to be created or naintained.

Not e: Both procedures described, also need to perform CA path-
val i dation according to RFC3280 [ 10].
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1.6 Permanent identifier option

The PnP-descriptor allows the optional inclusion of a Permanent
Identifier (Pl) descriptor object. This option associates a narm ng
domain URI with a subject DN attribute |ike serial Nunber
(OD2.5.4.5) or to a PKIX Pl-object [14], residing in an X 509
"subj ect Al t Name" extension. There are currently several |arge-scale
national certificate-profiles that use permanent identifiers for

hol ding citizen registration-codes. Qher uses for Pls include
organi zational identifiers based on national registries or
commercial registries |ike EAN and D&. Such certificate-profiles
woul d |ikely match the needs of business-to-business e-commerce.
The advantage for RPs to use Pls as "handles" to entities rather
than subject DNs, is that Pls are likely to be nore stable as both
i ndi vi dual s and organi zations often are allowed to change nane,

wi thout getting new registration-codes. Applied to the previous
exanpl e a Pl -enabl ed schene could be |ike the follow ng.

/ \
| PnP-CA | Nanming Domain: http://sanple-registry.org/ nenbers
\' | Pl Attribute: serial Nunber
/ \
/ \
| S
| / \
| | EE | Subject: CN=John Doe, serial Nunber=43155, C=US
| \ /
|

| EE | Subject: CN=Marion Anderson, serial Nunber=43566, C=US

That is, Marion's ID could using Pl be expressed like:

"http://sanpl e-registry. org/ menbers" : "43566"
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1.7 Mgration to plug-and-play support

In addition to being conpatible with nbst existing EE-certificate
profiles, this specification is designed in such a way that it
allows CAs to deploy the described schene w thout necessarily

recal ling existing EE-certificates. Depending on CA policies and
software, CA-certificates can optionally be regenerated using old
private keys and validity data but with the PnP-descriptor added.
RPs supporting the PnP-descriptor can subsequently at their

di scretion mgrate by utilizing regenerated CA-certificates. As the
PnP-descriptor is a non-critical extension, it should not break
certificate-processing software regardless if it is "understood" or
not .

In case PKls use pernmanent identifiers (see section 1.6, "Pernmanent
identifier option"), PnP provides enhanced support for nany existing
DN- based schenes as well as those who use the PKI X Pl -object [14].

1.8 X. 500 directory conformance

As this specification does not in any way change, or recomend any
particul ar DN schene, this specification is essentially X 500
directory [15] agnostic. Long-term however, it could be a future
LDAP [16] feature to support the PnP-descriptor's naming domain URI
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2. Formal definition
2.1 Nam ng domai n and naming authority

"Naming Domain" is in this specification to be regarded as

equi val ent to the term name-space. Naming domai ns MJST be given as
globally unique URIs (e.g. "http://sanple-registry.org/ menbers").
Note that different CAs MAY share naning domains, |.e. a CA does not
have to be authoritative of the naning domain it certifies.

"Nami ng Authority" on the other hand, is the organization (or other
entity) registered as owner of the donain-part of the naning domain
URI (e.g. "sample-registry.org"). As a consequence, a single nam ng
authority MAY control any nunber of distinct nam ng donains.

2.2 ASN. 1 definition of the PnP-descriptor
Bel ow foll ows the ASN. 1 definition of the PnP-descriptor extension.

Note that the PnP-descriptor is defined under the PKIX private
ext ensi on arc.

i d- pe-pnpDescriptor OBJECT IDENTIFIER ::= { id-pe <<TDB>> }
pnpDescriptor ::= SEQUENCE {
nani ngDonmai nl D UTF8Stri ng, -- DN nani ng-domai n UR
entityVerboseDescription UTF8String, -- Verbose description
entityType EntityType, -- Basic EE-certificate type

-- If the followng elenent is defined, all EE-certificates
-- MJST contain a conform ng permanent identifier (Pl)

per manent | denti fi erDescri ptor Permanent|dentifierType OPTI ONAL }
EntityType ::= ENUMERATI ON {
Organi zation(0), Departnment(1), |ndividual(2), Custoner(3),

Account (4), Service(5), Device(6), Menber(7), Ctizen(8),
Li censee(9), Enployee(10), DNSHost Nane(11), CA(12), O her(13) }

Rundgr en Expires - July 2003 [ Page 9]



Pl ug-and- Pl ay PKI for Web Services January 2003

Per manent I denti fier Type ::= SEQUENCE {

If the followi ng el enment is undefined, the
"nam ngDomai nl D' governs the Pl as well

pi Nam ngDorai nl D UTF8String OPTI ONAL, -- Pl nam ng-domai n URI
Subj ect RDN attribute holding the Pl-data.
If not specified the value is to be found in a PKIX PI-object

attributel D [0] | MPLICIT OBJECT | DENTI FI ER,

In case there are multiple elenents of the sane type as
indicated by "attributel D', "instance" selects the right
one, indexing fromlowto high nenory

instance [1] I MPLICI T | NTEGER OPTI ONAL }

2.3 Detailed el enent description

nam ngDomai nl D UTF8Stri ng

"nam ngDomai nI D' is a URI hol ding the naming domai n of the subject
DN. For interoperability reasons it is RECOMWENDED to linmit the

l ength of this object to 250 characters. For international use it
is RECOMWENDED to only use US-ASCI|I [17] characters in nanm ng
domain URIs. The rationale behind this recomendation is that
US-ASCI| is close to universally known by system and trust

admi nistrators and is therefore easier to communicate, regardless
if using verbal or various electronic neans. To aid system and
trust admnistrators, it is RECOWENDED to supply the nam ng
domain in the formof a web-browser-accessible, HITP or HTTPS UR|
pointing to applicable information regardi ng the associ ated narmi ng
donmai n.

entityVerboseDescription UTF8String

"entityVerboseDescription" is a verbose description of the purpose
of associated EE-certificates. It is RECOMENDED to limit this
text to 250 characters. It is RECOWENDED to excl ude control -
characters fromthis text with the exception of |inefeed (0x0A).
Due to the fact that this text is primarily intended to be read by
system and trust administrators, it is RECOVWENDED f or
international use, to provide this text in English, only using the
| SO 8859-1 [18] character-set.
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entityType EntityType

"entityType" is an enunerated val ue giving systemand trust

admi ni strators a basic informati on of what associ ated
EE-certificates vouch for according to the followi ng table, where
the values in "()" represent the applicable enuneration constant:

Organi zation(0) The entity represented MJIST be an
organi zational -only entity. An organi zation MAY
be a legal entity. |In case a certificate also
defines the nane of a representative, the nane
etc. of the representative MJIST be put outside of
the subject DN string, preferably in a
Subj ect Al t Nane ext ensi on.

Depart nent (1) The entity represented MJST be a departnental -
only-entity. |In case a certificate also defines
the nanme of a representative, the nanme etc. of
the representative MJST be put outside of the
subject DN string, preferably in a SubjectAltNane
ext ensi on.

| ndi vi dual (2) The entity represented MJST be an individual

Cust orrer ( 3) The entity represented MJST be a custoner. This
MAY be an individual, organization, or other
entity.

Account ( 4) The entity represented MUST be an account owner.

Servi ce(5) The entity represented MJST be a specific

software service (e.g. an OCSP [19] provider).

Devi ce(6) The entity represented MJST be a specific
hardware device like a smart card, nobile phone,
car, or router.

Menber (7) The entity represented MJST be a nenber.
Ctizen(8) The entity represented MJST be a citizen

Li censee(9) The entity represented MJST be a |icensee.
Enpl oyee( 10) The entity represented MJST be an enpl oyee.
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DNSHost Nanme(11) The entity represented MJUST be the registered
owner of the associated DNS dormain. The owner
MAY be an organi zation or individual. Due to
current practice, DNS host-nanes SHOULD be stored
in subject Coomon Narme (CN) attributes. Note
t hat al t hough DNS-nanes belong to the "Internet”
nam ng donmai n, the regi stered owners represented
by the CA usually do not.

CA(12) The entity represented MJST be a CA
O her (13) To use when not hing of the above applies.

per manent | dentifi erDescriptor Permanent|dentifierType OPTI ONAL
"permanent I dentifierDescriptor” is an OPTIONAL el enent which if
defined, indicates that associated EE-certificates contain

Pl -val ues, matching the declarations of "attributel D' and
"instance".

pi Nam ngDonai nl D UTF8St ri ng OPTI ONAL

"pi Nam ngDomai nI D' is an OPTIONAL URI defining the nam ng domain
of associated Pl values. |[|f undefined, "nam ngDomai nl D' MJST be
assuned to valid for Pl-values as well. For RECOMVENDED

gui del i nes: see "nam ngDomai nl D".

attributelD [0] I MPLICI T OBJECT | DENTI FI ER OPTI ONAL

"attributel D', if defined, denotes the Object ldentifier (O D) of
the subject Relative Distinguished Name (RDN) attribute hol ding

the Pl-val ue of associated EE-certificates. |If on the other hand
"attributel D' is undefined, the associated Pl-value is supposed to
be residing in a PKIX Pl-object [14]. |In case PKIX Pl-objects are
used as PnP Pls, any defined PKIX Pl "ldentifierType" MJST natch
the PI naming domain as given by the PnP-descriptor. It is
RECOVMENDED in a PnP-configuration to not define any associ ated
PKI X Pl el enments except "identifierValue". Note: Regardless of

Pl - met hod used, a CA MAY depl oy any nunber of self-contained
"secondary" PKI X Pl -objects.

instance [1] I MPLICI T | NTEGER OPTI ONAL

"instance" is an OPTIONAL integer which MJST be defined if there
are multiple instances of "attributelD' in subject DNs, or if
"attributel D' is undefined, if there are nmultiple PKIX PI-objects.
The "instance" value tells which one, indexing fromlowto high
nmenory is actually holding the Pl-value of associated EE-
certificates.
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2.4 Summary of CA issuing requirenents

The following is required by a CA with respect to issued

EE-certificates for a specific PnP-enabled CA-certificate, in order

to be conpatible with this specification

1. Al EE-certificates MJST belong to the nam ng domai n specified
in "nam ngDomai nl D".

2. Al EE-certificates MJST vouch for the sane kind of entity as
specified by "entityType".

3. In case the PnP-specifier indicates that Pls are supported, al
EE-certificates MJST have a valid PlI-val ue object.

4. Subject DNs MIST be at | east unique in the specified nam ng
domai n.

5. Subject DNs MUST NOT be reused for another entity during the
entire lifetime of the issuance.

6. In case Pls are supported, Pl values MJST be unique in the
appl i cabl e nami ng domai n.
7. In case Pls are supported, Pl values MJST NOT be reused for

another entity during the entire lifetine of the issuance.

8. CAs MAY, depending on issuing policy, assign new subject DN or
Pl values to a given entity over tine.

9. CAs MAY, depending on issuing policy, allow entities to have
multiple identities (residing in different EE-certificates).

10. CAs SHOULD NOT use canonicalized DN or Pl strings, in excess of
250 characters (in order to achieve interoperability).

However, data that does not violate the requirenments above NAY
differ between EE-certificates. To this category bel ongs X 509
extensions, subject DN attributes used (with sonme | ogical
restrictions), key lengths, key algorithns, and validity intervals

| SSUES NOT' YET RESCLVED

I1 (A R) Should we support other non-DN-based Pls (except for PKI X-
Pl) as well? 1Is it actually possible to generalize the systemin
that the private schenmes currently used can be supported with
entirely generic (shrink-wapped) software? Veri Sign's DUNS-
extension is only optional so it does not fit anyway.

12 (AR) Wuldn't this be a good opportunity to add ot her things
that in many (nost?) cases are CA-wi de and support the "CA
accept ance phase"? To this category bel ongs Policy-extensions,

Warranty-Liability extensions, Logotype extensions. The idea is
that the existing definitions could be "reused" and added as el enent
opti ons.
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I3 (AR initiated by T.G) Do we need a matchingRule for Pls?

Security Considerations

T.B. D.

Exanpl es
E.1 SQ. database sanple interface

The following is short exanple given in SQL syntax show ng how
pl ug- and-play PKI could be applied to a general - purpose busi ness
application, typically receiving signed business nessages from
ext ernal custoners.

| * #HH AR R R AR R R R R R R R R R |
/* Extrenely minimalistic "business" database schene */
| * #HH AR R R AR R R R A R R R R |

-- Sanple custoner table
CREATE TABLE Custoners (

Customer | D i nt NOT NULL,
Cust Name nvar char (80) NOT NULL,
Addr ess nvar char (80) NOT NULL)

-- Links between PnP identities and custoners
CREATE TABLE PNPMappi ngs (

Nam ngAut hority nvar char (250) NOT NULL, -- UR
Subj ect Uni queDat a nvar char (250) NOT NULL, -- DN or Pl data
Customrer _I D i nt NOT NULL) -- Key in "Custoners”
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/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/
/* Create a "plain vanilla" database custonmer entry */
/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/

| NSERT | NTO Custoners VALUES (1, 'ACME Corp', 'L.A")

/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/
/* Simulate adding a certificate link to the customer entry */
/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/
-- Assunptions:

-- 1. The certificate path is trusted and has been validated etc.

-- 2. The CA-certificate has been identified as "PnP-conpliant"

-- 3. The naming authority URI has been read fromthe CA-certificate
-- 4. The subject DN string has been read fromthe EE-certificate

| NSERT | NTO PNPMappi ngs

VALUES (' http://ww. sanpl e-bi zreg.org', -- CA
' CN=ACME, C=US', -- EE

1)
/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/
/* Sinulate a certificate & custoner | ookup operation */
/ * ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::*/

-- Assunptions:
1. The certificate path is trusted and has been validated etc.
2. The CA-certificate has been identified as "PnP-conpliant™

-- 3. The naming authority URI has been read fromthe CA-certificate
4. The subject DN string has been read fromthe EE-certificate

SELECT Custoners. Custoner _I D, Custoners. Cust Nane
FROM PNPMappi ngs, Custoners WHERE
Nanmi ngAut hority = '"http://ww. sanpl e-bi zreg.org" AND -- CA
Subj ect Uni queData = ' CN=ACME, C=US' AND -- EE
PNPMappi ngs. Cust oner I D = Custoners. Cust oner _I D

-- >> Wich should generate "1" and "ACME Corp" << --

Not e: The PnP-extension elimnates any need for RPs to store EE-
certificates of external parties' for signhature and authentication
purposes, as EEs are identity-wise, fully qualified by the PnP-CA,
and the subject-DN of a received EE-certificate. |If the PnP-CA al so
supports permanent identifiers, the very sane dat abase schema can
optionally use these to enable nore robust "handl es" by extracting
Pl -data from subject DNs (or PKIX Pl-objects), before feeding it to
" Subj ect Uni queDat a" .
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E. 2 Sanpl e PnP-enabl ed CA-certificate

The following listing using DunpASNL [ 20], shows a possible
CA-certificate designed to support organizations, separated by a
sui t abl e subj ect DN schene.

SEQUENCE {
SEQUENCE {
[0] {
| NTEGER 2

}
| NTEGER 0
SEQUENCE {
OBJECT | DENTI FI ER

shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NUL L

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)
| A5String 'info@-obi.com
}

SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onNane (2 5 4 10)
Printabl eString ' www. x-obi.coni

}

SET {
SEQUENCE {
OBJECT | DENTI FI ER commonNane (2 5 4 3)
Printabl eString ' X-0Bl PnP CA-1'
}
}

}

SEQUENCE {
UTCTi me ' 0208062327462
UTCTi me ' 0801272327467

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)
| A5String 'info@-obi.com
}

}
SET {
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SEQUENCE ({
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
Printabl eString ' www. X-obi . con
}

}

SET {

SEQUENCE ({
OBJECT | DENTI FI ER cormonNane (2 5 4 3)
Printabl eString ' X-OBlI PnP CA-1'

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER rsaEncryption (1 2 840 113549 1 1 1)
NULL

}
BIT STRING O unused bits, encapsul ates {
SEQUENCE ({
| NTEGER
00 EA 07 F9 EF 03 63 6E 1F 50 76 BB 6F 4E D2 7E
2D 2A 2A C3 71 55 E6 1D BA F9 4E AE 8D AB 61 70
8A C2 DC 95 FC EB C6 21 78 OE BF 1F FA A6 32 15
CE E8 8D DC 26 46 FD 26 9D B4 0D 50 E9 AA 5C 46
35 54 AE 88 DD 72 26 DB 55 C8 49 09 29 80 C8 F9
58 70 87 09 8D DD FA 2C 96 2A A5 A4 FB 99 65 C6
E5 CD 19 E8 B7 E8 FD 53 EF C1 C6 3D 6A C7 B8 29
EA DF 64 E7 05 BA FO 62 4F 4C E6 AD FB B1 DD E9
[ Another 1 bytes skipped ]
| NTEGER 65537

}
}

}
[3]
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
BOOLEAN TRUE
}
}

}
SEQUENCE ({
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
OCTET STRING encapsul ates {
BIT STRING 1 unused bits
'1100011' B
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}

}
SEQUENCE {
OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
9D A7 9E 84 1B 82 6B 7C 27 DE DA 3F 2F 67 3C 2E
2C B5 69 7D

}

}
SEQUENCE ({
OBJECT | DENTI FI ER pnpDescriptor (1 3 6 1 55 7 1 <<TBD>>)
OCTET STRING encapsul ates {
SEQUENCE ({
UTF8Stri ng
"http://ww. sanpl e- bi zreg. org'
UTF8Stri ng
' B2B organi zational certificate'
ENUMERATED 0

}

}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NULL

}
BIT STRING O unused bits

37 93 96 D1 25 73 DA 16 EB 25 18 CO 14 1B B5 C6
77 OA 05 20 3D F7 06 29 9A 79 A0 F7 33 79 51 6B
85 FB D4 6E 06 57 22 77 24 54 6C B7 4C 3E 92 3B
09 83 EF 9C 33 E6 FF 1E 32 CC 8B C9 CC 62 D9 29
BE 26 D1 Bl B3 9C 37 AE F6 29 41 12 B6 51 37 02
4B C8 FE 6C 53 D8 4A ED 58 F3 87 09 B3 0OA OA Al
7B 87 DD C4 D2 90 4B 90 6C 32 CF 2D 3D 86 0D 92
AD CD A7 00 05 41 38 63 EE FE C7 BE C9 C6 24 6C
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E. 3 Sanpl e PnP-enabl ed CA-certificate with Pl support

The following listing using DunpASNL [ 20], shows a possible
CA-certificate designed to support nenbers, distinguished by a

subj ect DN-based pernanent identifier in a serial Nunber
(OD2.5.4.5) attribute. An exanple of a subject DN-string natching
the listed CA-certificate would be:

"CN=Mari on Anderson, serial Nunber=43566, C=US".

SEQUENCE {
SEQUENCE {
[0] {
| NTEGER 2

}
| NTEGER 0O
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NULL

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER emmi | Address (1 2 840 113549 1 9 1)
| ABString 'info@-obi.con
}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
Printabl eString 'ww. x-obi.com
}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER commonNane (2 5 4 3)
Printabl eString ' X-OBI PnP CA-2'

}
}

}

SEQUENCE {
UTCTi me ' 020806232746Z'
UTCTi me ' 0801272327462

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)
| A5String 'info@-obi.con
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}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onNane (2 5 4 10)
Printabl eString ' www. x-obi.coni

}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER commonNane (2 5 4 3)
Printabl eString ' X-0Bl PnP CA-2'

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER rsaEncryption (1 2 840 113549 1 1 1)
NULL

}
BIT STRING 0 unused bits, encapsul ates {
SEQUENCE {
| NTEGER
00 EA 07 F9 EF 03 63 6E 1F 50 76 BB 6F 4E D2 7E
2D 2A 2A C3 71 55 E6 1D BA F9 4E AE 8D AB 61 70
8A C2 DC 95 FC EB C6 21 78 OE BF 1F FA A6 32 15
CE E8 8D DC 26 46 FD 26 9D B4 0D 50 E9 AA 5C 46
35 54 AE 88 DD 72 26 DB 55 C8 49 09 29 80 C8 F9
58 70 87 09 8D DD FA 2C 96 2A A5 A4 FB 99 65 C6
E5 CD 19 E8 B7 E8 FD 53 EF C1 C6 3D 6A C7 B8 29
EA DF 64 E7 05 BA FO 62 4F 4C E6 AD FB B1 DD E9
[ Another 1 bytes skipped ]
| NTEGER 65537

}
}

}
[3] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE ({
BOOLEAN TRUE
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
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OCTET STRING encapsul ates {
BIT STRING 1 unused bits
'1100011' B
}

}
SEQUENCE {
OBJECT | DENTI FI ER subj ect Keyldentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
9D A7 9E 84 1B 82 6B 7C 27 DE DA 3F 2F 67 3C 2E
2C B5 69 7D

}

}
SEQUENCE {
OBJECT | DENTI FI ER pnpDescriptor (1 3 6 1 55 7 1 <<TBD>>)
OCTET STRING encapsul ates {
SEQUENCE {
UTF8Stri ng
"http://sanpl e-registry. org/ menbers'
UTF8Stri ng
"Menmber certificates using an internal'
'.uni que permanent identifier'
ENUVERATED 7
SEQUENCE ({
[0] OBJECT | DENTI FI ER serial Nunmber (2 5 4 5)

}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NUL L

}
BIT STRING O unused bits

37 93 96 D1 25 73 DA 16 EB 25 18 CO 14 1B B5 Cb6
77 OA 05 20 3D F7 06 29 9A 79 A0 F7 33 79 51 6B
85 FB D4 6E 06 57 22 77 24 54 6C B7 4C 3E 92 3B
09 83 EF 9C 33 E6 FF 1E 32 CC 8B C9 CC 62 D9 29
BE 26 D1 Bl B3 9C 37 AE F6 29 41 12 B6 51 37 02
4B C8 FE 6C 53 D8 4A ED 58 F3 87 09 B3 0OA OA Al
7B 87 DD C4 D2 90 4B 90 6C 32 CF 2D 3D 86 0D 92
4D CD A7 00 05 41 38 63 EE FE C7 BE C9 C6 24 6C
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