Time-stamping / Time-marking Use Cases

The following identifies cases where some form of time is required against a data item.  This may be a time-mark that makes use of other security services to bind the time to the data (e.g. other DSS service or trusted audit log) or as a time-stamp provided by an independent time-stamping authority which exclusively provides time-related services.

1) Indicating the Signing Time

Where the a digital signature is to be verified some time after the creation of the signature, it is necessary to know the signing time in order to check the validity of the certificate at the signing time.   Firstly, if the certificate used to support the certificate has been revoked subsequent to the signing, it is necessary to know the signing time to ensure that any subsequent revocation notification is not applicable to that signature.   In particular, this can be used to avoid the signatory “repudiating” a signature by claiming that its signing key had been compromised.  Secondly, if the signed data is to be used beyond the validity period of the certificate, it is necessary to know that the signature was created during the validity period of the certificate.

The signing time should be included in the data to be signed to ensure that it cannot be changed once the data has been signed.

The inclusion of signing time is generally necessary for any case where the signed data is to be stored for later use in a form that can be authenticated.

2) Validation near Creation Time

If signed data is validated close to the time that the signature was created then the time can be included as part of the validation function to give an independent indication of the time near which the signature was created.  This can be used as a confirmation of the signing time (assuming that the signing time and validation time are within a short time window) or, in the case of signing time not being present, as a means of indicating the approximate signing time.

As with signing time, this can be used to ensure that the certificate used to support the signature is valid at the time the signature was created.

3) Long Term Archival

If the validity of a digital signature is to be assured for a long period it is necessary to apply further integrity and time protection.  This can be achieved by periodically applying a digital signature and time-marking, or a time-stamp over all the data required used to validate the signature (certificates, revocation status information).

The time is required to prove when the archival signature is applied so that the validity of the certificate supporting the archival signature can be checked to be valid at the time of archive, in the same way that the signing time needs to be known in other forms of signatures (as described above).

For very long the application of archival signatures need to be repeated periodically, say immediately following change of the archival signing certificate, including the certificate and revocation status information applicable to the previous archive signature.

4) Correlation With External Events

The time of an event is generally helpful for placing that event in context with others events.  For example, in the case of betting on a horse race, it is important to know that a bet has been placed before the start of the race.  

Such events need not necessarily be themselves be signed in which case time-stamping services would be appropriate.

5) Time-limited Business transactions

For some business transactions, which may be signed, there is a limited placed between one part of the business transaction and the next.  For example, when buying shares on the Internet, there is a limited period between a share price being offered and the purchase of the shares at the offered price.  Similarly, when sending out an invitation to tender, the time for responses is commonly limited to a given time and date.

Such timing may be provided by a time-mark or time-stamp applied to data before it is protected by other DSS services.

6) Document Registration

For some documents it is important to prove the time that a document is created is registered.  For example, when patenting an invention it is important to record the time the patent was registered to counter claims of prior invention.

Such timing may be applied, for example, using a time-stamping service or as an part of the DSS service supporting the registration of documents.

6) Registered Mail

The requirement for timing documents may be applied through registered mail.  In this case the mail transfer agent / mail relay may apply a time-stamp or time-mark with DSS based signature as the mail as it passes between the sender and recipient.

