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INTRODUCTION

The 4th Working draft of “OASIS- DSS Use Case Requirements Analysis” (30 April 2003), in section 3.2 lists requirements for the contents of signatures produced by the DSS.

This document proposes additional information that may need to be contained within a DSS Signature, that are not already included in current DSS requirements document.  These requirements are based on the work of the ETSI in developing the XAdES protocol.  However, it is considered that they general applicability and may be required in use cases other than XAdES.

The authors therefore propose that these requirements are added to section 3.2 of the DSS Use Case requirements document.

In some situation the information in the signature is based on information provided in the signing request and should be included in section 3.3 of the DSS requirements document.  Similarly, certain information may be returned in the verification response and so should be listed in section 3.7.2.

PROPOSED ADDITIONS TO DSS REQUIREMENTS

SigningCertificates

This XAdES attribute contains certain information of the signing certificate and optionally the certificates in the certificate path. For each certificate, it contains their digest values and unique identifiers. It aims to counter the thread of certificate substitution, where a “bad CA” issues a certificate with the public key of someone (A) and the identity of someone else (B). This would make the message to appear as signed by (B). By protecting this attribute by the signature, this substitution would be explicitly detected.

In almost any use case described by the TC members the users are subject to suffer of such attacks.

It is thus requested the following requirement is added to 3.2:

3.2.n Signing Cerificate

By including the signing certificate in the signature the signature is protected against substitution of certified identity.

“Note: A format for this attribute is already defined in XAdES.”

SignaturePolicyIdentifier

In the Corporate Seal use case and other use cases it can be foreseen where the corporation wants to declare under which policy its corporative documents are signed. The same question could be made for SOAP signing UC. Even for the Identifier Requester UC it could happen that the requester could be presented a number of policies under which the service could act and select one.

As it was pointed out in a previous document, Delegated Signature Validation use case explicitly says that the client can optionally specify “the signature policy under which the signature must be validated”. If the signature incorporates an identifier of such a signature policy, the process is transparent to the user.

The issue of the signature policy identification goes far beyond of the aforementioned use cases and can apply to more vast number of cases.

It is thus requested that the following is added to 3.2

“3.2.n Signature Policy Identifier

This identifies the set of rules for the creation and validation of an electronic signature, under which the signature can be determined to be valid.

Note: A format for this attribute is already defined in XAdES.”

This requirement is already included in 3.4.4 and 3.7.2

In 3.8.2 change “policies” to “Signature Policies”

CounterSignature

It is a general practice in most of the corporations and also public agencies to accumulate more than one signature in a document, each one “authorizing” somehow the previous ones.

It is certainly a situation that can appear in the use cases defined by the TC (Corporate Seal and SOAP are good examples).

It is thus requested that the following is added to 3.2:

“3.2.n Counter Signature

This is a counter signature added to a signature provided in the DSS Request.

Note: A format for this attribute is already defined in XAdES.”

Add to 3.4

“3.4.n Signature

The requestor may provide a signature which it is requested that the DSS provide a counter signature.

SignerRole

It is also a general practice in corporations and public agencies that signed documents are endorsed not because they have been signed by a certain person, but because they have been signed by a person THAT PLAYS A CERTAIN ROLE in the corporation of the public agency.

As the former attributes, the usability of this one applies to some of the use cases identified by the TC (Corporative Seal and SOAP are good examples) but goes far beyond them and can be required in other environments.

It is thus requested that the following is added to 3.2.1:

The requestor may be identified by a role, in addition to or instead of other forms of identity. 

Note: A format for this attribute is already defined in XAdES.”

CommitmentIndicationType

In a number of different scenarios the signer may want to make clear the commitment that he endorses when signing some document. 

The Individual Signature and Identified Requester use cases are good examples where the requester of the signatures could make explicit the endorsed commitment.

This is also an attribute that can play a relevant role in a very large variety of situations.

It is thus requested that the following is added to 3.2:

3.2.n Commitment Indication

This indicates the type of commitment implied by the signature.

Note: A format for this attribute is already defined in XAdES.”

This information should be added to 3.4.5 and 3.7.2

Signature Production Place

In certain countries, it is required that certain paper signed documents include indication the place where they have been produced.

This is an “horizontal” requirement that could apply to different use cases depending on the national legislations and the kind of documents to be signed.

In order to satisfy these requirements, it is requested the inclusion of the following requirement:

It is thus requested that the following is added to 3.2:

3.2.n Signature Production Place

This identifies the location of the signer.

Note: A format for this attribute is already defined in XAdES.”

This information should also be added to 3.4.5 and 3.7.2

CompleteCertificateRefs and CompleteRevocationRefs / CertificateValues and RevocationValues

In the “Long Term Corporate Signatures” use case, it is explicitly said that a number of situations can appear where signed documents must be kept for many years. This brings to the issue of re-protecting the signatures on regular basis.

Again, this is a requirement that can appear in a large number of situations, depending on national legislations and the type of the signed documents.

One way of protecting the signatures, once verified for first time, is to collect all the cryptographic material used in that verification and store them with the signature as signature attributes. Once done that, the whole signature with these attributes, successive timestamps computed with stronger cryptographic algorithms or keys, protect them against the break of the original cryptographic algorithms or keys.

It is not unlikely that services for storing valuable signed documents for years will appear, and under these circumstances, it would be valuable to have Web Services able to verify signed documents and to include in the response the key material used in the verification, so that the whole package could be forwarded to a storage service (the Delegated Signature Verification use case is a good candidate to behave in this way).

It is thus requested that the following is added to 3.2:

3.2.n Additional Certificate Information

In cases where the signature is to be held over long periods it is necessary to ensure that the relevant certificates and revocation information to validate the signature are available.  

One way of achieving this is to carry all the necessary certificates and revocation information with the signature.  This information may be added the signature is first validated / verified.

Note: A format for the attributes  CompleteCertificateRefs and CompleteRevocationRefs / CertificateValues and RevocationValues is already defined in XAdES.”

Timestamps

In the Time Stamping / Time Marking use case a number of different time stamps are identified as useful in a variety of different situations as already identified in 3.2.2

It is requested that a note is added to 3.2.2

Note: XAdES has already defined a format for these uses of time-stamps.

Validation instead of Verification

ETSI have used “validation” for the service which checks the “validity” of a signature as this is considered to be the more appropriate term.  It is requested that DSS use the same term to align with ETSI.

