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Electronic PostMark(EPM) - User Case Scenarios

General Information

Please note that the following three user case scenarios do not describe all the functionality of the UPU’s standard interface for EPM services. The objective is to provide a contextual description of how the EPM can be applied and used in three business application scenarios.

Case 1 - Non-Disclosure Agreement (NDA)

A Non-Disclosure Agreement (NDA) that is created using office software (eg. Microsoft Word, Sun StarOffice, Adobe Acrobat, etc.) requires signatures from two parties. The parties, or individuals responsible for signing the agreement are located in different countries (eg. Canada and Switzerland). The office software used to create the NDA document calls an interface to the EPM service of the postal organisation located in the country of Party 1. 

Via this interface, Party 1 will digitally sign the document using their selected certificate. The EPM service will only recognise certificates that have been issued once the subscriber has been authenticated via an In Person Proofing process (eg. at a post office). 

Before digitally signing the document, the user is prompted to create a declaration of intent for signing the document (eg. signer agrees to the terms of the document).

The signing process is then completed and either: 1) The digital signature and the hash of the document, or 2) the digital signature containing the document are sent to the EPM Server. The EPM server firstly verifies the digital signature by checking the validity of the certificate on the Certificate Revocation List (CRL) of the issuing Certificate Authority (CA). The certificate verification process will only accept certificates issued by CAs that the EPM service trusts (ie. has established a formal relationship with).

Note: content can be encrypted by the user before signing if confidentiality of EPM stored information is a concern.

Upon verification of the certificate, an EPM is generated, The EPM is archived in an Evidence database. The archival record includes the hash of the document, optionally the signature containing the document, information on the CRL verification process, the timestamp and the EPM reference data. The EPM is then returned to the user and saved within the document.

The user then sends the NDA to party 2 as an email attachment.

Party 2 opens the attachment using the same office software.  Party 2 can elect to verify the EPM from within the document by calling the EPM interface to verify the EPM. The EPM server is called. It verifies the incoming PostMarked signature (Verify) or optionally retrieves the signed content stored in the EPM's evidence database and compares it to was has been presented for verification (CheckIntegrity). Upon validation, it returns the appropriate information to the relying party containing information about Party 1 ‘s certificate, the time stamp, the issuing authorities, etc.

Party 2 can then sign the document following the same process as Party 1. The document is then saved containing two signatures. Party 2 can send the document back to Party 1 and both parties can archive the electronic document as required.

Case 2 – International Trade Documents

Background Information

Every year goods in the value of more than $5,500 Bio USD are sold on international markets. In today’s open and global economies the exchange of these goods is managed through increasingly specialized supply chain processes, relying on sophisticated logistic and information and communication technologies. However, when analysing the information exchange that takes place between the supply chain operators one will find a rather surprising situation: the core information exchange that steers and controls the acquisition, transport and payment processes is still relying on traditional, paper based documents. The collision between the digitalized in-house information processing technology and a historic, analogous document system introduces enormous costs in the supply chain: paper based trade documentation usually is estimated to cost between 5% to 10% of the value of the traded goods. Improving standards and technologies for trade documentation is therefore of high importance for the integration and development of the global economy.

The United Nations Electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT) is today the most widely used international EDI standard. However, due to the high investments required for UN/EDIFACT implementations the technology did not provide a general solution for electronic trade documents.

Within the recent years the creation of affordable, global networks such as the Internet and related document description standards such as XML have created new opportunities to transmit and process electronic trade documents. It is assumed that the use of electronic trade documents will lead to a stronger integration of supply chain processes, significantly reduce transaction costs and risks and contribute to combat fraud.

The United Nations Economic Commission for Europe (UNECE) has therefore initiated the United Nations electronic Trade Documents project (UNeDocs). In the framework of this project the UNECE studies the feasibility of an international standard for aligned electronic trade documents. The project does not target to eliminate paper documents but rather to open a migration path from paper to electronic documents by defining electronic document layouts that are equivalent to their paper based peers

The EPM is complementary to UNeDocs electronic documents as it addresses authentication and security issues that are not handled in the UNeDocs document definition. Electronic documents with EPM based signatures can make an important contribution to the security of international trade. 

User Scenario

A Data Entry Form (eg. using Adobe Acrobat, Microsoft InfoPath, web form, etc.) is used to enter the relevant data for the International Trade Document 
(eg. FIATA Forwarding Instructions)

The user can place signatures at any location in an electronic document.  Appropriate signature placement is left to the discretion of the designer/signer(s) of the document. The standard solution is a signature at the bottom right. 

The user selects the Electronic Postmark tool from within the application. Upon selecting the Electronic Postmark tool, a Document Signer window appears. The user can select from various options related to signing and/or encrypting the document. The user must also make the required declaration of intent (eg. authorize the terms of the document). In this scenario, both Sign and Encrypt are selected. The user is prompted to select the certificate for signing.

The user can also view the Digital Signature Policy of the relevant authority (eg. Canada Post)

Note:  There is a potential issue when signing XML files because most eSignature laws adhere to the concept of “What You See Is What You Sign”. However, with XML data files this may cause concerns to some users. Therefore, the client application should be aware of this issue.

The user then selects the relevant certificate of the recipient to encrypt the document.

A new file is then created with the extension .epm

This file can then be sent to the required recipient via email

Upon receipt, the recipient can automatically open the .epm file (provided they have the appropriate EPM enabled software application)

The file will be decrypted. The EPM and signature will then be verified by the EPM server.

Upon verification, the recipient can then choose to process the FIATA Forwarding Instructions as required, such as by processing the relevant XML file or 
printing the form
Note: Please also refer to slides 11-17 on the EPM Project Overview presentation that I sent previously for an overview of the user process for an electronic trade document. This presentation is available from the DSS website.

Case 3 - Submitting a Tax Filing via a web form

The application controlling electronic tax form submissions presents the web form to the client’s (eg. Citizen’s) browser.

The citizen completes the form by entering the relevant data in the required fields.

Upon completion of the form as well as the necessary data integrity checks by the application, the tax form is presented for signing.

This triggers the client signing function, which is browser aware, and prompts the citizen to digitally sign with their nominated certificate.

The signature is sent to the EPM server along with additional data that will context the signature.

The EPM verifies the signature and responds to the client browser.

The tax form data and EPM data is redirected to the application.

The application then receives and processes the data.
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