EPM Use Cases – Questions and Answers

From Juan-Carlos Cruellas:

Q1. Use case 1 original text: "The archival record includes the hash

of the document, optionally the signature containing the

document, information on the CRL verification process, the

timestamp and the EPM refernce data"

It seems to me that the only optional item in the list above

is the "signature containing the document", is my assumption

correct, Steve?

A1. Not sure of the context here ... but yes the signature may contain a hash or

a full PKCS7 signature as its SignedInfo. This is typically controlled by

the signing client. The EPMSigner (client) supports both. Everything else is

logged by default by the EPM server's NR logging component in the DB. What

is returned to the caller can vary based on verb option booleans.

Q2. what exactly is "information on

the CRL verification process"? is it the final result (valid/unvalid)

of the verification? or is it the set of fields that appear in 

elements of type X509InfoType -X509ValidationData?

A2. StatusString contains a summary of the results by component. PKCS7Info

contains more details (e.g. signing time, PKCS7Content, etc ...) X509Info

contains yet more info on the signing certificate, and lastly

X509ValidationData contains RFC3126-specified information, and an OCSP

Response (available in both signed and readable text form).

Q3. I guess that in the use case not only CRL but also OCSP

can be used to verify the signature....

A3. Yes, the EPM can consult either. It's default setup is OCSP using LDAP.

Q4. If the answer to my second question is

that what is stored is X509ValidationData, and I have correctly

understood that field (an OCSP reponse -and perhaps a CRL?),

then we are facing a situation of a service that provides in fact

a signing feature and a archival feature. 

A4. The EPM can optionally sign (special case where the EPM is deployed within

the organization and can be used as the org sees fit). Normal use (in the

Web Service deployment scenario) is as a Verification and Non-Repudiation

Engine.

Q5. And the last one 

includes capability for store not only signatures but also

the cryptographic material that once was used to verify them.

And in the VerifyOptionsType, the requestor CAN REQUEST the

storage of non repudiation evidence.

A5. Yes, this is correct. Some customers use the EPM Service just as a crypto

engine with a friendly interface. It has also been used as a

server-to-server authentication facility (i.e. a transaction-level VPN)

within and across organizations. The Government of Canada also use it this

way.

Q6. Translating this situation to our services, I think that the

validation service should be designed in such a way that

the requestor COULD request from the service, not only

the validation result but also the cryptographic material

used for that verification

A6. Yes, this is already supported in the EPM protocol. The ReturnX509Info

boolean accomplishes this. This results in the population of the OCSP

response in the X509ValidationData response element.

Q7. Indeed section 3.7.5 explicitely

says that the sevice "may also return information used

in verification). 

Section 3.6.2 talks about "Explicit key and validation

info submitted by client (Certificates, CRLs, OCSP

responses). To me, this means that the text contemplates

the possibility of the client sending the validationdata. 

I would say that there will be lots of

times when client will not want to get involved in

looking for CRLs or answering to OCSP servers.

A7. Agreed

Q8. What is missing is to allow him to request this validation 

data as part of the answer.

A8. This is not missing. This is supported. See explanation above.

Q9. And as in the list of requeriments for Signing Request, we have 

 section 3.4.4 Explicit Signed/Unsigned Attributes, I think that we 

 could add something similar to section 3.6:

 INITIAL PROPOSAL:

 "3.6.3 Explicit Unsigned Attributes

 The client may ask the server to insert particular attributes in the 

 signature, as for instance, the validation data (CRLs or OCSP 

 responses) used in the validation, for storage purposes."

A9. Storage of this info is supported. However presently we do not insert this info into the verified signature as an attribute, signed or unsigned. It is simply stored along with all required legal evidence (i.e. ValidationData).

Q10. Please note that we only talk about Unsigned Attributes (ie, 

attributes NOT signed by who has produced the validated signature).

A10. I prefer a mechanism whereby a client interrogates the service for supported attributes and optionally requests them. This ideally should be configured into the signing client and clearly supported by the protocol.

From Trevor Perrin:

Case 1

----------

Q11. The sender signs a document with his private key, and sends the signature to his EPM service.  The service verifies the signature, adds a time-stamp to it, archives the time-stamped signature, and returns it.  The recipient of the signed document sends the signature to his own EPM service for verification.  Then the recipient repeats this process in the other direction, so the document ends up with both their signatures.

I may not understand certain legal and procedural issues around digital 

signatures.  But why can't the sender just use a normal Time-Stamp 

Authority to time-stamp the signature?  Why use a special service that also verifies and archives it?  The receiver won't be in contact with the sender's EPM service, so will have to verify the signature on his own anyways.

I'm sure there's a reason for having the service verify/archive the 

signature, and I assume that by "post-marking", i.e. time-stamping, the 

signature, the sender's EPM service intends to convey "I've verified and 

archived this".  Is a time-stamp the best way of communicating that 

though?  Seems like a counter-signature would be more appropriate, though I 

guess a time-stamp isn't much different than a counter-signature.  I'm 

curious what some of the people who've worked on RFC 3161, XAdES, and 

similar things think.

A11.  The main purpose of the EPM is to provide a non-repudiation service that attests Who, What, Why, When a document was signed, plus the archival service. As you have mentioned there are other ways in which you could implement individual functions using digital signature services. However, because the EPM is a service that will have liability associated with it, the service providers (eg. Posts) have to ensure the validation processes for signatures are very thorough. All these functions combined provide considerable more value to the customer than when they are separated. For example, the primary business reasons for applying an EPM are similar to filing paper documents. They might be required one day in the future for a legal challenge.

Q12. Why does the recipient call the EPM service's Verify operation instead of 

just verifying the signature himself?  Is it just to spare the recipient 

the inconvenience of revocation-checking, path validation, and the 

like?  If so, I assume calling Verify is optional?

You mention the CheckIntegrity operation, but it's not clear why/when the 

recipient would call CheckIntegrity instead of Verify.

A12. Because the official record of the signature verification is stored by the trusted party (eg. the Post) if it is required for evidence in a future legal challenge, as well as other reasons such as risk management protecting liability, etc.

Q13. Case 2

----------

In terms of interaction with the EPM service, this seems just like case 1 above, except that the document recipient doesn't sign it and return 

it.  Is that correct?

A13. Yes, that is correct

Q14. Case 3

----------

In terms of interaction with the EPM service, this seems just like case 

2?  I.e., client calls Verify with ApplyPostmark?

A14. Yes that is correct. The main purpose of these scenarios is to clarify that the EPM is quite Generic and feature rich and can be applied to many business applications/processes

Q15. It would be interesting to see use cases that demonstrate other uses of the 

EPM service.  For example,

  - the Sign operation

  - the CheckIntegrity operation

  - the Encrypt and Decrypt operations

  - how the Evidence database is used to resolve disputes

  - non-repudiation and notification of receipt

  - the lifecycle and ParticipatingParty concepts

A15. I will soon provide some PowerPoint slide demos that should be able to demonstrate most of these other uses. Scenario 2 on International Trade documents included the Encrypt and Decrypt

Q16. Additional requirements - Not to keep making work for you, but I'd love to see these demonstrated 

with use cases, so the rationale for these was clear.

A16. I propose that we discuss these more during the telephone conference

Q17. With EPM, the sender calls Verify/ApplyPostmark, and the recipient calls 

Verify.

If we were to translate this into DSS terms, I think it would make sense 

for the sender to use the DSS Signing Protocol, and pass in a signature and 

request a time-marked countersignature.  The DSS service would verify the 

passed-in signature, and archive it, as a prerequisite to adding its 

time-marked countersignature as a "postmark".  The recipient would use the 

DSS Verification protocol to verify the signature.

The interesting thing here is that EPM Verify/ApplyPostmark would translate 

into DSS Sign, where the Verify part is carried out by the DSS/EPM service 

as a prerequisite to signing, but isn't explicitly requested by the sending 

client.

A17. Yes, I generally agree with you. Certainly for us, it is important that there is one standard protocol for DSS, where that is feasible. So if these means that adjustments need to be made to the EPM protocol or vice-versa to DSS then so be it. However, your last point about Verify being a prerequisite to signing, I do not totally agree with. We have found that because the EPM is an interface to an “application”, the application may choose to control the client signing independent of the EPM. It may then send the signature to the EPM for verification, time-stamping, etc.  If the signature verification fails, no official EPM is applied.

