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What is the need for Digital Signatures?

Digital signatures play an important role in the security of electronic commerce and other web applications by assuring the authenticity of web data both when exchanged and retrieved from storage. 

What is the need for Web based Digital Signature Services

Web based digital signature services enable the sharing of digital signature creation, verification and other associated services, and so avoiding the need to implement the technical, as well as physical and procedural, complexities within user applications.

What services does DSS include?

The DSS specifications includes services for:

 - Signature creation,

 - Signature verification,

 - Time-stamping

 - A combination of the above

What specifications are being produced by DSS TC?

The DSS TC is producing a Digital Signature Service Core Protocol and Elements specification which defines the core protocol and XML data elements for a broad range of uses.   This core can be profiled for a particular use case.  A number of profiles are being specified by the DSS TC.

What profiles are being specified by the DSS TC

Profiles are currently being considered for:

· German Signature Law Signature

· European Advanced Electronic Signature (XAdES) 

· Electronic Post Mark 

· WS-Security

· S/MIME and Code-Signing 

· eNotary 

· Corporate Seals

Who should be involved in this development? 

Providers of digital signature services, as well as those concerned with applications where the use of digital signatures is an important factor, would benefit from the involvement in this activity. 

What benefits are to be gained from involvement? 

By involvement in the DSS TC users can ensure that there requirements can be met by the open market, and that solution providers can fit in the open market.

How does this work compare with related efforts at other standards

organizations?

The work of the DSS TC incorporates use of existing digital signature standards including:

· IETF / W3C XML Signature 

· IETF Cryptographic Message Syntax (RFC 2630)

· ETSI XML Advanced Electronic Signatures (XAdES - TS 101 733)

· IETF Time-stamp protocol (RFC 3161)

When will the DSS specifications be completed?

The DSS TC will produce a committee drafts for the Core by the end of 2003, and committee drafts for selected profiles Q1 2004, for publication end Q2 2004.

