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Scope of Profile

The Electronic PostMarking service is a UPU-endorsed (i.e. Universal Postal Union) standard aimed at providing generalized signature creation, signature validation, and timestamping services for use by and across Postal Administrations and there target customers. In addition to the basic “Validation Authority” services mentioned above, the scope of the EPM also covers complimentary PKI-based confidentiality services, including encryption and decryption, and non-repudiation of the following types:

· Non-repudiation of Origin

· Non-repudiation of Submission

· Non-repudiation of Delivery

· Non-repudiation of Receipt

Delegated confidentiality services are also offered in the same spirit and intent as DSS’ delegated signing protocol. 
Motivation

Although the total scope and functional coverage of the EPM’s service offering are outside the immediate scope of the DSS initiative, the UPU wishes to offer its client base a DSS-compliant subset of the EPM for clients who wish to maintain OASIS compliance in the core areas of signature and timestamp, creation and verification. The resulting inter-operability with non-Postal digital signature service offerings will only enhance the benefits to potential Postal customers and help differentiate it in the marketplace.
EPM Profile Overview

The EPM protocol shares several common architectural constructs with the DSS core service description. They include, but are not limited to:

· Web Service based request/response XML structures

· The notion of processing options or server directives have been available in the EPM since its first release

· Optional and selectable inputs and outputs

· Support for both PKCS7/CMS binary signature types as well as more progressive XMLDSIG signature types

· Layered response message details by component

· Facilitated public certificate/key access 

EPM Profile Support

a) Signature creation will be based on the current DSS SignRequest and SignResponse. The DSS core schema will be extended through officially-supported DSS extensibility points in both the <OptionalInputs> and <OptionalOutputs> constructs. Ancillary sign services such as signature timestamp (core), signature policy identifier, verbose response details, store non-repudiation evidence, and encrypted response will be added to the core. 
b) Signature verification will be based on the DSS VerifyRequest and VerifyResponse. The DSS core schema will be extended through officially-supported DSS extensibility points in both the <OptionalInputs> and <OptionalOutputs> constructs. Ancillary verify services such as: add signature timestamp, add 3126 ES-C timestamp, verbose response details, evidence retrieval, store non-repudiation evidence, and encrypted response will be added to the core.
c) The EPM profile will more than likely leverage existing DSS profiles in support of the above. Cross-profile referencing will likely include the Timestamp profile, and the policy-wise server profile. The XAdES profile and others are currently being contemplated.
