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1 Introduction

Editorial Note: To be completed.

The DSS signing and verifying protocols are defined in [DSSCore].  As defined in that document, the DSS protocols have a fair degree of flexibility and extensibility.  This document defines an abstract profile of these protocols for the use of the DSS protocols for ceating and verifyoing XML and binary Advanced Electronic Signatures as defined in [XadES] and [TS 101 733].  Given the flexible nature of XAdES, with a wide range of potential uses, profiling may be necessary to provide a basis for implementation and interoperability.

1.1 Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC 2119].  These keywords are capitalized when used to unambiguously specify requirements over protocol features and behavior that affect the interoperability and security of implementations.  When these words are not capitalized, they are meant in their natural-language sense. 

This specification uses the following typographical conventions in text: <ns:Element>, Attribute, Datatype, OtherCode.

1.2 Namespaces

Editorial Note: To be completed.

The structures described in this specification are contained in the schema file [XAdES-ABS-XSD].  All schema listings in the current document are excerpts from the schema file.  In the case of a disagreement between the schema file and this document, the schema file takes precedence.

This schema is associated with the following XML namespace:

http://www.docs.oasis-open.org/dss/2004/04/oasis-dss-1.0-profiles-XAdES-schema#

If a future version of this specification is needed, it will use a different namespace.

[The above text is only needed if you define new structures]

Conventional XML namespace prefixes are used in this document:

· The prefix dss: (or no prefix) stands for the DSS core namespace [Core-XSD].

· The prefix ds: stands for the W3C XML Signature namespace [XMLSig].

· The prefix xades: stands for ETSI XML Advanced Electronic Signatures (XAdES) document [XAdES].

Applications MAY use different namespace prefixes, and MAY use whatever namespace defaulting/scoping conventions they desire, as long as they are compliant with the Namespaces in XML specification [XML-ns].

2 Profile Features

2.1 Identifier

Editorial Note: To be completed.

urn:oasis:names:tc:dss:1.0:profiles:XAdES

2.2 Scope

This document profiles the DSS signing and verifying protocols defined in [DSSCore].

As such, it supports operations within each phase of the lifecycle of two types of advanced electronic signature:

· XML encoded signatures based on [XMLSig] such as specified in [XAdES].

· Binary encoded signatures based on [RFC 3161] such as specified in [TS 101733].


Henceforward, the document will use the term advanced signature when dealing with issues that affect to both types of signatures. The document will use XAdES or TS 101733 signatures when dealing with issues that affect to one or the other but not to both of them.

For the generation of advanced signatures, the following operations apply:

· SignRequest. This operation supports requests for:

· Generating predefined advanced signature forms.

· Generating XML signatures incorporating specific signed properties whose combination does not fit any predefined XAdES signature form.

· Generating CMS signatures incorporating specific signed attributes whose combination does not fit any predefined [TS 101733] signature forms.

ISSUE #1.1: 

Do we really want to accomplish the former two requirements? In its current version, this profile does not satisfy it. For doing that it would be required to give an URI for each property and give potential contents for some of them.
<NP>I would suggest that any form may be identified through reference to a specification, which may be XAdES or some proprietary spec.</NP>
· SignResponse. This operation supports delivery of:

· Predefined advanced signature forms.

· XML signatures with specific properties whose combination does not fit any predefined XAdES signature form.

· CMS signatures incorporating specific signed attributes whose combination does not fit any predefined [TS 101733] signature form.

ISSUE #1.2: 

Similar to 1.1.
<NP> As above </NP>
For advanced signatures verification [and updating] the following operations apply:

· VerifyRequest. This operation supports requests for:

· Verifying a predefined advanced signature form.

· Verifying XML signatures incorporating specific properties whose combination does not fit any predefined XAdES signature form.

· Verifying any of the signatures mentioned above PLUS updating them by addition of additional properties (time-stamps, validation data, etc).

· Verifying CMS signatures incorporating specific attributes whose combination does not fit any predefined [TS 101733] signature form.

· Verifying any of the signatures mentioned above PLUS updating them by addition of additional attributes (time-stamps, validation data, etc).

· Verifying a long-term advanced signature in a certain point of time.

· VerifyResponse. This operation supports delivery of:

· Advanced signature verification result of the advanced signatures mentioned above.

· Advanced signature verification result PLUS the updated advanced signatures as requested.

· Long term advanced signature verification result at one point of time.

The material for each operation will clearly indicate the lifecycle phase it pertains to.

ISSUE #1.3: 

Similar to 1.1 and 1.2.
<NP> As above </NP>
2.3 Relationship To Other Profiles

TBC

The profiles in this document are based on the [DSSCore].  
State whether these profiles are derived from others, or are derived by others, what the relationship is, etc..

2.4 Signature Object

Editorial Note: To be completed.

This profile supports the creation and verification of advanced signatures as defined in [XAdES] and [TS 101733].
This profile also supports update of advanced signatures by addition of unsigned properties (time-stamps and different types of validation data), as specified in [XAdES] and [TS 101733].
2.5 Transport Binding

Editorial Note: To be completed.

2.6 Security Binding

Editorial Note: To be completed.

3 Profile of Signing Protocol

3.1 Element <SignRequest>

According to this profile, the following predefined advanced signature forms defined in [XAdES] and [TS 101733] MAY be requested (those forms whose name begin by XAdES- are forms names for XAdES signatures; the other ones are denote forms for TS 101733 signatures):

· BES and XAdES-BES. In this form, the signing certificate is secured by the signature itself.

· EPES and XAdES-EPES. This form incorporates an explicit identifier of the signature policy that will govern the signature generation and verification.

· ES-T and XAdES-T. This form incorporates a trusted time, by means of a time-stamp token or a time-mark.

In addition, any of the aforementioned forms MAY incorporate the following properties: SigningTime, CommitmentTypeIndication, SignatureProductionPlace, SignerRole, IndividualDataObjectTimeStamp, AllDataObjectTimeStamp and DataObjectFormat.
<NP>I suggest that other forms based on CMS / XMSig are allowed by reference to the appropriate spec.</NP>
3.1.1 Element <OptionalInputs>

3.1.1.1 Requesting XAdES or TS 101733 signatures: element <SignatureType>

<NP>I suggest that the existing SignatureTypes defined in the Core are used for XML Signature or CMS Signature.  The TS 101 733 & XADES types are only derivations of above which can be identified through the form identifier.  Also, I suggest that the presence is optional allowing use of signature policies.</NP>






If present, <SignatureType> SHALL be either:

urn: ietf:rfc:3275
 for XML Signatures, or
urn: ietf:rfc:3369

for CMS Signatures, as defined in 7.1 of [DSS Core]

If not present the signature type SHALL be implied by the selected <SignaturePolicy> or the signature policy applied by the server.

ISSUE #2: 

-An alternative would have been to use the values urn:ietf:rfc:3275 already defined in the core for XML signatures, which with the addition of other optional inputs, would indicate XAdES signatures request. For requesting a TS101733, it would have been possible to use the URI for CMS plus other optional inputs.

-The selected approach is easier to process, although introduces new URIs.
I do not follow this.  It would be very simple to use the existing SignatureType element with the values for CMS & XMLSig defined in 7.1 of the Core.
3.1.1.2 Requesting a predefined advanced signature form: element <SignatureForm>

<NP>I would suggest that form is a URI which identifies the form.  This may be either via a URL to a particular spec or the URN of one of the standard forms defined below.
</NP>
The form of signature required MAY be indicated using the following optional input 
<xs:element name="SignatureForm" type=”xs:anyURI”/>

If not present the signature form SHALL be implied by the selected <SignaturePolicy> or the signature policy applied by the server.









<NP> I suggest that the forms are defined by reference to the latest version of XAdES / TS 101 733</NP>

The table below shows the URIs for standard forms of advanced electronic signature: 
	Advanced signature FORM
	URI

	XAdES-BES

BES
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:BES

	XAdES-EPES

EPES
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:EPES

	XAdES-T

ES-T
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:ES-T


<NP>I suggest that this table is joint with that used in verification as there is no need to limit which form is created on first signature and on update.</NP>

The standard forms are as defined in [XAdES] if <SignatureType> is urn: ietf:rfc:3275 or [TS 101733] if <SignatureType> is ietf:rfc:3369.


ISSUE #3: 

Should an indication of the version appear or should we leave the server decide?.

I would say that if the version issue is transparent to the requester things are much easier…in the meantime, I leave the version attribute there so that if you share my view, I can drop it.
I would suggest that the form shall be as identified in the latest versions of XAdES / TS 101 733.  That does not preclude use of syntax from later / previous vserions.
3.1.1.3 Optional inputs < ClaimedIdentity> / <KeySelector> 
<NP> I suggest that you break out the two choices for selecting the signing key and the implications of where the certified key is placed.  </NP>

Either the <dss: ClaimedIdentity> or <dss:KeySelector> optional input MUST be present.  This SHALL be used to identify the key used to create the advanced electronic signature.

If the optional input <ClaimedIdentity> is present then the signature shall contain <xades:SigningCertificate> for the signatory’s key, else

If the optional input <KeySelector> is present then the signature:
· 
· 
· MUST contain a ds:X509Data encapsulating the signing certificate.

· MAY also contain other certificates forming a chain.

3.1.1.4 Element <AddTimeStamp>

This element MAY be used by the client to request the inclusion of a time-stamp in the advanced signature.

This profile defines the following values for its Type attribute.

urn:oasis:names:tc:dss:1.0:profiles:XAdES:AllDataObjectTimeStamp

This URI is used to request the generation of a time-stamp on all the data that are to be signed.
<NP> What about individual object timestamp????  Ah, it is described later.  I suggest the following:</NP>
Note: IndividualDataObjectsTimeStamp is requested using the SignedProperty as defined in ??? forward ref.
<NP>It took me a very long time to work out what this is about.  I believe that the ES-T form implies a SignatureTimeStamp.  If time-marking is used this internal to the DSS server and not relevant to the protocol.  I would suggest that this be removed to avoid others wasting their time on this.</NP>

Additionally, when requesting a XAdES-T or TS101733 ES-T form, the client MAY specify whether the time-stamp on the signature must be included in the signature itself or not.

For requiring the inclusion of such a time-stamp, the following URI MUST be used:

urn:oasis:names:tc:dss:1.0:profiles:XAdES:SignatureTimeStamp
If a XAdES-T or a TS101733 ES-T is requested and the dss:AddTimeStamp element with the former URI is not present, then the server will decide whether to incorporate such time-stamp, as time-marking techniques may also be present.

3.1.1.5 Element <SignedProperties>

The requester MAY request the addition of optional properties by the server, namely: SigningTime, CommitmentTypeIndication, SignerRole, SignatureProductionPlace, DataObjectFormat, and time-stamps on signed data objects. <NP> Do you mean IndividualDataObjectsTimeStamp?  If yes then I suggest that you use the element name. </NP>
<NP> I don’t find this very clear.  I have made a gues at what you are saying. In suggested revision, by following on from the previous sentence.</NP>
using dss:Property within dss:SignedProperties as follows:


3.1.1.5.1 Requesting SigningTime

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:SigningTime
No content is required for Value element, as it will be generated by the server.

3.1.1.5.2 Requesting CommitmentTypeIndication

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:CommitmentTypeIndication

When the value of the commitment is fixed by the requester, this property will have a value that the server will incorporate to the advanced signature. 
<NP> Why not have the type structure as in XAdES???</NP>
<xs:element name="CommitmentTypeIndication" type="xades:CommitmentTypeIndicationType "/>

3.1.1.5.3 Requesting SignatureProductionPlace

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:SignatureProductionPlace
No content is required for Value element, as it will be generated by the server.

3.1.1.5.4 Requesting SignerRole

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:SignerRole
When the value of the role is fixed by the requester, this property will have a value that the server will incorporate to the advanced signature. 
<xs:element name="SignerRole" type="xades:SignerRoleType"/>

3.1.1.5.5 Requesting <xades:IndividualDataObjectTimeStamp>

This property is only incorporated in XAdES signatures, not in TS101733 signatures, because an XML signature is able to sign several documents.

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:IndividualDataObjectTimeStamp

In this case, the content of Value element will be the element DocsToBTimeSamped, defined as shown below.

<xs:element name="DocsToBeTimeStamped" type="DocReferencesType"/>

<xs:complexType name="DocReferencesType">

   <xs:sequence>

      <xs:element name="DocReference" maxOccurs="unbounded"

         type="DocReferenceType"/>

   </xs:sequence>

</xs:complexType>

<xs:complexType name="DocReferenceType">

   <xs:attribute name="WhichDocument" type="xs:IDREF"

      use="required"/>

   <xs:attribute name="IdRef" type="xs:string" use="optional"/>

</xs:complexType>

WhichDocument attribute contains the reference to the document whose time-stamp is requested (see attribute ID in [CoreDSS] section 2.4.1).

ISSUE #4: section 2.4.1 of core does not specify a RefId value: the value of the Id attribute that the ds:Reference element MAY have. It only specifies the ID attribute, but its value is valid only within the context of the request, not within the document where the ds:Reference will be used. 

IF such attribute is added in the request, then the RefId in DocsToBeTimeStamped will not be present.
<NP> Couln’t dss:DocumentBaseType as used in the DSS request be used here???  </NP>
RefId optional attribute contains the value for the Id attribute that the corresponding ds:Reference element generated will contain.

3.1.1.5.6 Requesting <xades:DataObjectFormat>

TS101733 specifies a signed property that contains information on the format of the signed document. XAdES also specifies a signed property containing this kind of information. Nevertheless, as XAdES is based on XMLDSIG, which may sign more than one document, may incorporate several properties of this type, each one qualifying one different signed object.

Value for Identifier element: 

urn:oasis:names:tc:dss:1.0:profiles:XAdES:DataObjectFormat

When requesting a TS101733, SignedProperty will not contain a Value element.

When requesting a XAdES signature the contents of the Value element will be the DocsFormat element of type DocReferencesType.

<xs:element name="DocsFormat" type="DocReferencesType"/>

3.2 Element <SignResponse>

This clause profiles the dss:SignResponse element for the requests profiled in clause 3.1
3.2.1 Element <Result>

This profile does not apply any restriction to the dss:Result element.

Concrete sub-profiles MAY apply such restrictions.

3.2.2 Element <OptionalOutputs>

This profile specifies restrictions for the following possible children of dss:OptionalInputs element:

· dss:DocumentWithSignature. This element MUST be present when the client requests generation of an enveloped XML signature.

<NP>I don’t understand why this profile needs to place specific requirements on this optional input.  Isn’t the use of this element a general core issue.   Anyway why is necessary to force the enveloping to be done in the server.</NP>
No additional restrictions are applied by this profile to the contents of any additional outputs. Concrete sub-profiles MAY apply such restrictions.

3.2.2.1 Element <DocumentWithSignature>

As said before, when the client requests the generation of an enveloped XAdES signature, then this element MUST be present. It will contain the signed document.

3.2.3 Element <SignatureObject>

The following restrictions apply to the contents of dss:SignatureObject:

· When the generation of a CMS based signature is requested, the signature base-64 encoded MUST be present in the dss:Base64Signature element.

· When the generation of a XMLSig based signature is requested, one of the following elements MUST appear:

· The ds:Signature containing a XAdES signature.

· The dss:SignaturePtr pointing to the XAdES signature embedded in one of the output documents. In such a case, the optional output element , containing the signature created, MUST be present within the dss:DocumentWithSignature element.

4 Profile of Verifying Protocol

4.1 Element <VerifyRequest>

This clause specifies the profile for the contents of the dss:VerifyRequest when used for:

· Requesting verification of predefined forms of advanced signatures.

· Requesting verification of predefined forms of advanced signatures AND update of signatures to other predefined forms.

· 
<NP>Generally XAdES signatures should have the signing time in.  Is there a need to support verification at any other time? </NP>
4.1.1 Attribute Profile

The value for the Profile attribute is defined by the concrete sub-profiles of this abstract profile.
<NP>I suggest that the conformance (MUST) type of requirement should apply to implementation rather than other profiles.</NP>
4.1.2 Element <OptionalInputs>

This profile specifies restrictions for the following possible children of dss:OptionalInputs element:

· dss:ReturnUpdatedSignature. This element MUST be present when the client requests verification of a signature and update to other predefined form of advanced signature.

· dss:VerificationTime. This element MUST be present when the client requests verification of a signature at a certain point of time.

<NP>Unless the signing time is not present this should equal the signing time.  See earlier comment.</NP>

ISSUE #5: The issue is that so far we do not have means to indicate the server that we do not want the signature to be verified (because perhaps we have proceed to such a verification before). Do you think that it would be reasonable to define a new optional input instructing the server to only update without validating? I think that this would make the clients more aware of the whole process, which is something that generally we do not want…but I think that at least all of us should say something.
<NP> I agree as an optional input.</NP>
No additional restrictions are applied by this profile to the contents of any additional inputs. Concrete sub-profiles MAY apply such restrictions.

ISSUE #6: I have not initially thought of applying restrictions (except the one mentioned) to the different optional inputs. I mean, a dss-XAdES server could be able to return ProcessingDetails, or to return AdditionalKeyInfo, or so…. Do you think that we should make some restriction?
<NP>I don’t see any need to place requirements at this level which applies to XAdES profiles.
4.1.2.1 Element <ReturnUpdatedSignature>

This element MUST be present when the client requests verification of a signature and update to a predefined form of advanced signature.

The attribute Type identifies the advanced signature form requested. In case this attribute is not present, the serve will decide the updated advanced signature form that it will deliver to the requester.

ISSUE #7: The core says that this attribute may not be present and that in that case the profiles must specify what value is that. I think of two options: the one that is written (leave the server to decide), or just force this attribute to be always present in our profile… what do you think?
<NP>I suggest that it should be always present when updating.</NP>

<NP>If it is not too late I would suggest that 4.5.7 of the Core is updated to use the term “Form” instead of “Type” for this attibute in line with this profile and to avoid confusion with signatureType which can be CMS or XMLDSig</NP>
The table below shows the URIs corresponding to each advanced signature form:

	Advanced signature FORM
	URI

	XAdES-C

ES
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:ES-C

	XAdES-X

ES-X
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:ES-X

	XAdES-X-L

ES-X-L
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:ES-X-L

	XAdES-A

ES-X-A
	urn:oasis:names:tc:dss:1.0:profiles:XAdES:forms:ES-A


<NP>What about ES-T?  Some of these forms may also be created when first signing.  So I suggest that the table is moved into a section containing identifiers defined in this profile (as with section 7 of the Core.</NP>
When the requested form allows for different contents, the server MUST decide the specific contents of the updated signature delivered, according to its configuration and settings.

ISSUE #8: Some predefined forms allow for different contents (for instance, XAdES-X allows two different time-stamps…Should we provide means for the requester to give details? My initial option is not, but I just want to see your opinion.
<NP>I agree.  This could be covered by defining new forms of signature</NP>
4.1.2.2 Element <ReturnUpdatedSignature>

This element MUST be present when the client requests verification of the signature for a certain point in time.

4.1.3 Element <SignatureObject>

The following restrictions apply to the contents of dss:SignatureObject:

· When the validation of a CMS based signature is requested, the signature itself base-64 encoded MUST be present in the dss:Base64Signature element.

· When the validation of a XML signature is requested, one of the following elements MUST appear:

· The ds:Signature containing a XAdES signature.

· The dss:SignaturePtr pointing to the XAdES signature embedded in one of the inputdocuments.

4.1.4 Element <InputDocuments>

ISSUE #9: I have not initially thought of applying restrictions to the way we want the documents signed by XAdES or TS101733 signatures will be presented to the server. Do you think that we should make some restriction?
<NP>No – I can’t think of any reason to do this.</NP>
No restrictions are applied by this profile to the contents of dss:InputDocuments.

4.2 Element <VerifyResponse>

4.2.1 Element <Result>

This profile does not apply any restriction to the dss:Result element.

Concrete sub-profiles MAY apply such restrictions.

4.2.2 Element <OptionalOutputs>

This profile specifies restrictions for the following optional outputs:

· dss:UpdatedSignature. This element MUST be present in a successful response of a request containing the dss:ReturnUpdatedSignature element.

No additional restrictions are applied by this profile to the contents of any additional inputs. Concrete sub-profiles MAY apply such restrictions.

4.2.2.1 Element <UpdatedSignature>

The content of the dss:UpdatedSignature will be a dss:SignatureObject element profiled according to the following rules:

· When the update of a TS101733 signature is requested, the signature itself base-64 encoded MUST be present in the dss:Base64Signature element.

· When the update of a XAdES signature is requested, one of the following elements MUST appear:

· The ds:Signature containing a XAdES signature.

· The dss:SignaturePtr pointing to the XAdES signature embedded in one of the inputdocuments.

5 Editorial Issues

The current contents of the document covers only request of predefined advanced signatures forms.

Things missing:

· Cover requests with arbitrary properties combination.
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