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Introduction

The OASIS ebXML Repository and Digital Signature Services technical committees have proposed that, through combining the capabilities of the ebXML registry and digital signature services, it is possible to provide an authenticated content management service wherein data authenticity can be independently verified.

This document outlines the features of such a service and potential advantages to applications such as e‑Government Services.  Feedback is sought on whether the objectives and features outlined below are of interest to e-Government Service advisors and other content management architects.






Features of Digital Signature Service

The OASIS Digital Signature Service (DSS) provides a web based service for the creation and validation of digital signatures.   This service takes the complexities of handing digital signatures, and the associated public keys, away from the user, and passes it on to a trusted server.  Signatures can be created on behalf of authorized users by the trusted service, and the trusted service can also be used to verify signatures received from other parties.  The difficulties of managing public keys  and PKI (certification, revocation, keeping keys in tamper proof devices, etc) are provided automatically by the trusted server , and various user authentication mechanism can be employed to check the user identity and authorisation, for example biometrics, security tokens, encrypted passwords, multiple attribute authentication, etc. .

DSS can be used to apply signatures from a trusted authority (e.g. an electronic notary) to provide independent confirmation of the authenticity of data.   The proper authorization of user to provide given types of data can be checked before applying the signature of the trusted authority through DSS.  Moreover, DSS can confirm the source of the data is authenticated.

DSS creates an XML signature format as defined by W3C, utilising the flexibility of XML Signatures to add extra properties, and for the data and signature to be encapsulated together, or for the signature to be held as a separate object detached from the data it protects.  Moreover, several data objects can be protected by a single signature.

Features of ebXML Registry

An ebXML Registry is a content management system that securely stores XML artifacts (e.g., XML schemas, data elements, etc.) and non-XML artifacts (e.g. other e-business objects), as well as details (metadata) about the artifacts. The storage facility (e.g., a file system or database) that holds registered objects is known as a repository, while the part of the information system that maintains the metadata for the registered objects is known as a registry. The benefits of using ebXML Registry include :

· Promoting service discovery and maintenance of registered content 

· Enabling secure and efficient version control for registered content 

· Facilitating an unified understanding of registered content in federated registries 

· Ensuring availability and reuse of authoritative artefacts 
ebXML Registry services enable information sharing with one interface. Using standard protocols it provides a secure approach for publishing business service information. Specifically, the registry services enable the storage, classification and retrieval of e-business structures defining :

· Electronic forms

· Web services 

· Enterprise processes

· Business requirements, objects, and data

· Domain specific semantics and relationships between services 

· SQL queries and APIs

Objectives of a combined Service

The combined service would build on the existing built-in security of ebXML Registry and enable data objects placed in the ebXML Registry to be signed by a trusted authority to “certify” to its authenticity.  The authority signature can be used to certify one or more objects, providing independent proof that the data came from authorised source.  Users of the ebXML registry can be authenticated by any mechanism that is fit for purposed, they would NOT have be to support public key infrastructure (PKI) technology and all the complications involved.

Features of a combined service incorporating DSS and ebXML services are:

a) Builds on existing security feature of ebXML Registry.

b) Signature applied to the registry objects when placed in the ebXML Registry

c) Signature certifies the authenticity of the data.

d) Can be used with E-Notary.
Note : 

Depending on the requirements joint service may be used to provide a trusted signature (e.g. from a notary) against the signature of the data source or just the authenticated identity of the originator without requiring any signature capability in the originator system.
Use Case 

Dr. Peter is employing a shared electronic Health Management knowledge base, < http://www.rsna.org/IHE/tf/IHE_ITI_Cross-enterprise_Doc_Sharing_PC_2004-06-15.pdf >  in collaboration with medical service providers all over the world. Primarily, the knowledge base contains health management factors sourced from multiple electronic patient records <http://www.srdc.metu.edu.tr/webpage/projects/artemis/ 
> . To facilitate collaboration and avoid duplication the team is using a federated <http://ebxmlrr.sourceforge.net/presentations/xmlEurope2004/04-02-02.pdf> ebXML Registry to store the knowledge base they are building. When adding a new item of content to the knowledge base Peter uses a Registry <http://ebxmlrr.sourceforge.net/3.0/registryBrowser> which allows Peter to accredit his contribution by using an authenticated < http://www.oasis-open.org/committees/security/docs/draft-sstc-dsig-02.pdf > and e-notarized < http://www.oasis-open.org/committees/download.php/4541/enotarization.pdf > electronic signature < http://www.w3.org/TR/xmldsig-core/ > which may be verified / validated  Digital Signature Service < http://docs.oasis-open.org/dss/cd/oasis-dss-1[1].0-core-spec-cd.pdf > (provides an indication of when the signature was performed, and whether this value is attested to by a third-party timestamp authority) .
