X9F4 Cryptographic Applications Working Group


X9F4 Conference Call Minutes

October 21, 2004

X9F4 held a conference call on Thursday, October 21, 2004.  The call was chaired and hosted by Jeff Stapleton (Innove).  Attendees included the following: 

	Attendee
	E-mail Address
	Company
	Phone Number 

	Jeff Stapleton
	jeff.stapleton@innove-us.com 
	Innove LLC
	636-448-5775

	Dimitri Andivahis
	dimitri@surety.com 
	Surety 
	703-707-9944

	Sandra Lambert 
	sanlambert@aol.com 
	Symmetricom 
	323-469-6978 

	Dick Sweeney
	RSweeney@visa.com 
	Visa 
	650-432-5016

	Robert Zuccherato
	robert.zuccherato@entrust.com
	Entrust
	613 270-2598

	Juan Carlos Cruellas
	cruellas@ac.upc.es
	Independent
	-

	Phil Griffin
	phil.griffin@ASN-1.com
	Griffin Consulting
	919 291-0019

	Steven Teppler
	steppler@timecertain.com
	TimeCertain
	941-929-7949
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X9F4 Administrative Items

Due to the lengthy discussion with the Oasis DSS TC representative, the action items and comment resolution table were not reviewed; however this conversation relates to the Entrust negative vote comments #2, #24, #33, and #34. 

The group scheduled the next X9F4 call for Friday, October 29 at 12:30 CT.  The hosting for the call has yet to be determined and further details will be forwarded.  Alternatively if no other host can be arranged, Innove will offer its standing conference services, the dial-in number is 712-825-8000 and the conferee code is 158476#.  

X9F4 Discussion with Oasis DSS TC

Juan Carlos Cruellas, co-chair of the Oasis Digital Signature Services (DSS) Technical Committee, attended the call.  The Oasis technical committee is developing an XML Timestamping Profile, which is part of their overarching DSS Core Protocols; the Entrust vote essentially identified that X9.95 does not recognize this work.  Juan provided an overview
 of the DSS submission to X9F4 (the document DSS-X9.95-liaison-final.doc has been posted to the X9F4 site, along with comments DSS-X9.95-liaison-final-PHG.doc from Phil Griffin), which elicited the following discussions: 

Signature Format

The XML signature format used by the OASIS DSS TC is the one defined in the W3C Recommendation XML-Signature Syntax and Processing and identified by the <ds:Signature> element.  Unfortunately, X9.95 is using the XML signature format defined in X9.96:2004 XML Cryptographic Message Syntax (XCMS).  These two signature formats do not appear to be compatible with one another.  Any application that wished to support a DSS-style timestamp and an X9.95 timestamp would have to support both signature formats.  Moreover, where time-stamps are applied against existing application signatures, it greatly simplifies the implementation if the same form of signature is employed.  For all the XML applications being considered in OASIS, the W3C XML Signature is being employed.

Attendees argued the credibility and market acceptability of the Cryptographic Message Syntax (CMS; RFC 3852, X9.73, X9.96) based digital signature schemas versus the World Wide Web Consortium (W3C) based digital signature schema.  CMS is an older and more stable scheme whereas W3C is newer and variations such as the Oasis Universal Description, Discovery and Integration (UDDI) work are being considered.  However, it was also pointed out that the XML Encoding Rules (XER) used for CMS-based digital signatures with Extensible Markup Language (XML) is also relatively new.  The group concluded that no distinct advantage or disadvantage was discernable between the CMS/XER and W3C/XML approaches.  

Jeff reminded the group that X9F4 had previously vetted the W3C XML digital signature scheme with the X9F1 working group; however since Entrust had shortly thereafter withdrawn their original submission, no further consideration was given towards such an approach.  

The X9F4 working group agreed to disagree over the schemes and determined that differences between the two digital signature schemes were mostly an issue of canonicalization (establishing a common format), which was currently outside the scope of either standard.  The ability to interoperate may need to be addressed by an implementation.  The group agreed to add a NOTE to X9.95 §8.1.3.2 TST Generation XML recognizing the Oasis DSS Timestamping Profile with its alternative digital signature schema and thereby providing awareness to the reader.  

Timestamp Token

Both the DSS TC and X9.95 define <TstInfo> (or <TSTInfo>) elements that contain the actual timestamp token.  Inspection of these elements shows that their contents are very similar.  

Juan presented several differences, such as the <MessageImprint> is in different locations, extensions are not currently supported in DSS, and XML tag names are dissimilar.  The group agreed to add a NOTE to X9.95 §7.5.3 Time Stamp Info XML recognizing the Oasis DSS Timestamping Profile has formatting differences; and that some of the X9.95 time stamp methods requiring the optional <Extensions> and may not be compatible.  

The group also discussed having the Oasis TC submit an informative X9.95 annex mapping the differences between the two XML structures, and suggested that the TC author their own DSS X9.95 Profile.  Jeff noted that X9F4 could add a footnote identifying that the Oasis TC planned to develop such a profile.  Inclusion of an informative X9.95 annex would be considered an editorial change; however given the tight timeframe of the X9 ballot reconsideration ballot, the Oasis TC may not have time to develop a submission.   

Timestamp and Verification Protocol

The DSS TC and X9.95 define different timestamp (and verification) request/response protocols.  These protocols appear to be non-interoperable.  The protocol defined by the DSS TC is meant to satisfy many more use cases than simply timestamping.  For example, it can support the request and response of a general digital signature.  The protocol defined in X9.95 supports only timestamp request and response.

Initially, the group discussed adding another set of NOTES to X9.95 recognizing the Oasis DSS Timestamping Profile has protocol differences; however both Phil and Robert were concerned that the differences might be more fundamental that what appears on the surface.  Steven asked whether a developer needed to implement the complete DSS protocol to support just the DSS Timestamp protocol; Juan replied that he was not sure, and would double check.  The X9F4 group determined that further research was needed; and requested that Jeff and Steven take on this action item.  

X9.95 Comment Resolution

Comment Resolution Updates

The working group revised the following X9.95 comments: 

	2.
	GE
	X9.95 etc. 
	Entrust (negative) 

The OASIS Digital Signature Services Technical Committee is currently completing work on a standard for an XML-based time stamping protocol suitable for use as a Web service.  See http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=dss for more information.

It is our experience that all industry sectors, including the financial, are increasingly demanding cross-industry solutions where these are suitable to their purpose.  This (obviously) allows them to benefit from economies of scale.  The needs in the financial industry for timestamp services and products do not sufficiently differ from those of other sectors to warrant a sector-specific solution.

With the drive to service-oriented architectures, defining a timestamp as a Web service has clear benefits for all sectors.  And this is the focus of the OASIS project.

Thus, we feel that it is inappropriate at this time for ASC X9 to standardize upon a protocol that is incompatible with the one being developed by OASIS. 
	X9F4 deliberated the Oasis Digital Signature Services (DSS) Technical Committee (TC) submission during the October 10, 2004 conference call, and decided to add a NOTE to X9.95 §8.1.3.2 TST Generation XML recognizing the Oasis DSS Timestamping Profile with its alternative digital signature schema and thereby providing awareness to the reader. 

Jeff will draft §8.1.3.2 text and submit it to X9F4 for review. 

	24.
	TE
	§7 etc. 

pages 16-30
	Entrust (negative) 

The XML-based protocol included in the draft X9.95 uses a schema expressed in ASN.1 and markup produced using the XML Encoding Rules (XER).  The OASIS work on the other hand expresses the schema using XML Schema.  These two approaches are incompatible.

We object to the use of ASN.1 and XER to specify the XML protocol.  The vast majority of XML developers use XML Schema or DTD in order to express a schema.  These are the generally accepted methods of doing so.  Using ASN.1 and XER will mean that the standard is not acceptable for use in most XML-based systems and will have very limited appeal. 
	Disagree.  X9F4 unequivocally chose to use ASN.1 and XER.  In general, the X9.95 standard implicitly allows other methods if they comply with the stated requirements.  

X9F4 deliberated the Oasis Digital Signature Services (DSS) Technical Committee (TC) submission during the October 10, 2004 conference call: 

· X9F4 agreed to add a NOTE to X9.95 §7.5.3 Time Stamp Info XML recognizing the Oasis DSS Timestamping Profile has formatting differences; and that some of the X9.95 time stamp methods requiring the optional <Extensions> and may not be compatible. 

· X9F4 decided to potentially add a NOTE to X9.95 §9.3 Time Stamp Acquisition Messages recognizing the Oasis DSS Timestamping Profile with its alternative protocol and thereby providing awareness to the reader; however further research is needed. 

Jeff will draft §7.5.3 text and submit it to X9F4 for review.

Jeff and Steven will take §9.3 research action and report back to X9F4. 




Action Items

Outstanding action items relating to the comment resolution table include the following: 

· Comment #2 – Jeff will draft §8.1.3.2 text and submit it to X9F4 for review. 

· Comment #14 – Jeff to revise X9.95 §5.1 and submit to Sandy. 

· Comment #15 – Jeff to revise X9.95 §5.2 and submit to Sandy. 

· Comment #17 – Jeff needs to send query to Dr. Levine (NIST). 

· Comment #21 – Ruven to review and submit recommendation to Sandy. 

· Comment #22 – Sandy to rewrite and review with Jeff. 

· Comment #23 – Sandy to rewrite and review with Jeff. 

· Comment #24(a) – Jeff will draft §7.5.3 text and submit it to X9F4 for review. 

· Comment #24(b) – Jeff / Steven will take §9.3 research action and report back to X9F4. 

· Comment #26 – Sandy to contact Symmetricom for clarification regarding whether the X9.95 calibration log impedes on their intellectual property (IP). 

· Comment #27 – Jeff to revise X9.95 §7.1 and submit to Sandy. 

· Comments #29 – Jeff to revise X9.95 §7.2 diagrams and submit to Sandy. 

· Comment #31(a)  – Phil to submit proposed changes to ISO/IEC 18014 via the US TAG to JTC1/SC27, namely INCITS/T4 

· Comment #31(b) – Jeff to contact Russ Housley to verify the IETF procedures to submit proposed changes to RFC 3161. 

· Comment #32 – Paul to update last paragraph in §7.4 and submit to Sandy. 

Jeff Stapleton will update the comment resolution table and post version 6 on the X9F4 site. 

X9F4 Calendar

2004 Calendar

October 29 – X9F4 Conference Call

The X9F4 working group will hold a conference call on Friday, October 29 at 12:30 Central Time.  Calling information will be forthcoming. 

October 26-29 – X9F working groups, Annapolis MD

The X9F4 working group will NOT meet with the X9F3 and X9F6 working groups.  However, X9F3 and X9F4 may hold a joint conference call to address the X9.49 review. 

November 8-11 – WG10, Raleigh NC

TC68/SC2/WG10 will meet on November 8-11 in Raleigh NC to address CD 19092 ballot comments, including the US comments prepared by X9F4. 

2005 Calendar

February 14-18 – RSA Conference, San Francisco 

The RSA 2005 Conference will be held in San Francisco at the Moscone Center. 

February 28 – March 4 – X9F4, San Antonio TX 

The X9F4 working group meeting will be held concurrently with the X9F1, X9F3 and X9F6 working groups.  Our hosts will be IR2 and Infogard. 

March 15-17 – X9, TBD

X9A subcommittee and X9 committee will hold concurrent meetings, the location to be determined. 

July 25-29 – X9F4, TBD

The X9F4 working group meeting will be held concurrently with the X9F3 and X9F6 working groups. 

October 18-21 – X9F4, Phoenix AZ

The X9F4 working group meeting will be held concurrently with the X9 committee, subcommittees and X9F working groups.  Our host will be American Express. 

� The numbered topics are excepts from the Oasis DSS submission to X9F4. 
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