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1 Purpose

The purpose of this paper is to highlight the effort that is currently in process at ebXML-IIC in the areas of interoperability, implementation, and conformance. The goal of these efforts is to ensure that implementations that deliver ebXML functionality are interoperable
 and compliant
 with respect to various ebXML specifications. In order to ensure that there are adequate implementation guidelines available for implementers and adoptee, ebXML-IIC has a separate effort in the area of implementation.

1.1 Why is this important?

To speed up adoption of ebXML standards that have been supported by various consortiums it is imperative that solutions are interoperable to reduce concerns of customers currently considering ebXML solutions. This will also reduce vendor lock-in and support costs required for interoperability, and thus speed adoption.

· Speed up adoption of ebXML standards
· Decrease cost for SME, small vendors 

· Ensure that implementations are interoperable

· Agree on common terminology, methodology

· Learn from others (RN, DGI, EDI, others)

· Leverage soap builders initiative

· Reduce conformance and compliance costs 

· Vendors and customers

· Sharing experience

· Better specification
2 Terminology

At the recent ebXML track at the OAG conference
, there was representation from various industry consortiums. One of the areas agreed to was a similar definition of the various efforts. It was agreed to follow IEEE recommendations for the terminology. [Action item: NIST to help with this]
2.1 Interoperability

Software interoperability is defined as two or more software implementations of a specification working together. This does not mean that the implementations are conformant to the specifications implemented. The software interoperability is typically tested under controlled environment and via an interoperability trial. Issues arising out of these trials may be addressed by

a) Usage guidelines

b) Best practices

c) Input for new conformance tests

d) Technical recommendations

e) Specification upgrade

2.2 Conformance

Software conformance is defined as the adherence of a software implementation to a specification. This is typically testable using conformance tools, test cases, and services. The quality of software conformance is directly related to the conformance tools and test cases. Issues of ambiguous specifications are addressed by feedback to the specification organizations resulting in 

f) Technical recommendations

g) Specification upgrade

h) Usage guidelines, and

i) Best practices

2.3 Certification

Software certification is the process by which a neutral party or a standards organization blesses the conformance of an implementation to a standards specification. This may also be viewed as a neutral party running conformance tests against a software implementation. Currently, there are no plans for this effort at the ebXML-IIC.

Interoperability and Conformance

Interoperability and conformance both require test cases that are used to validate the implementation, however, for different purposes. The idea behind them is very similar, but the expectations are different. Conformance tests are very static and reactive in nature. Thus, the conformance to a specification can only be as good as the tests designed to test them. The interoperability on the other hand require making software implementations work together. The implementations and the understanding used to implement the specifications may differ. Therefore, it brings out more active in nature and provides a great way to incorporate the test results into a conformance test suite for future conformance effort.

Even though both conformance and interoperability tests may be done in parallel, it is more efficient and less time consuming if certain level of conformance is achieved before undertaking conformance. This is the approach that is adopted at the ebXML-IIC.

2.4 Interoperability

In order to ensure that various software vendors are interoperable, interoperability requires that each implementer execute all the required tests against every other vendor. This may be pictorially represented as:

[image: image1.png]



Thus for an interoperability between six vendors, each test case must be run against five other vendors as a sender and then change role to a receiver. This introduces tremendous time and effort requirement. This may be simplified by pairing vendors with an assumption that as interoperability progresses, the basic implementations become interoperable over time as pairings change.

Pros:

· Successfully tests for interoperability of participating software solutions across the test scenarios specified in the test plan
· Catches unanticipated problems encountered during each scenario in the test plan. 
· Have a unique advantage of reliably identifying problems unanticipated by test designers

· These can be fed into compliance tests to make them more robust

· If a debug phase is included, it provides an opportunity for implementers to debug and fix their software in a supportive, collaborative environment
Cons:

· Does not attempt to test full conformance to the standard 
· Does not guarantee full implementation interoperability

· Only tests interoperability for the scenarios specified in the test plan 

· Requires the participation of a critical mass of implementers (usually more than six) for the trial to be valuable 

· Can’t scale to support hundreds of vendors

· Requires some level of ongoing trials activity

2.5 Conformance

In order to ensure that various software vendors are conformant, conformance requires defining tests that each implementer can execute. This may be pictorially represented as:
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The conformance tests approach true interoperability as the total permutations of test cases cover every possible aspects of a test specification.

Pros:

· Successfully tests for compliance with the specifications through objective, discretely testable metrics
· Usually requires less resources per vendor than mid-sized interoperability trials
· Can be scaled to situations where hundreds of vendors need to be tested 

Cons:

· Conformance does not guarantee interoperability.  Thus, two fully conformant software implementations may not be able to interoperate
· Conformant testing can come close to achieving interoperability if the testing is exhaustive across all of the options allowed in the specification
· If the standard has n parameters with m possible values, this implies mn possible test cases

· Test designer’s check for most likely compliance problems: Robust conformance tests clearly identify problems anticipated by the test designer but generally fail to identify unanticipated problems.

ebXML-IIC Interoperability Process

As ebXML Messaging Services specification is getting support and commitment from a growing number of companies, the need for testing and maintaining Interoperability is also growing.  The ebXML-IIC TC has created an Messaging Service Interoperability Testing Task Force (MS-ITTF) to address the issues related to its first interoperability effort

The customers of the ebXML-IIC effort are 

· ebXML implementers

· Proof of concepts

· End users who want to test before deploying

· Application vendors (eventually)

2.5.1.1 Scope and Assumptions

· Initial focus of ebXML-IIC is ebXML Messaging Services

· No content level (PIP, OAG BODs etc.) interoperability will be covered

· Interoperability participant will implement test adapters as defined by the ebXML-IIC team before participation

2.6 Interoperability Requirements

A specific challenge for the MS ITTF group is in designing interoperability tests that are easy to operate, if not fully automated. Indeed, interoperability cannot be secured once-for-all. 

B2B messaging systems are dynamic environments; they are upgraded like any other system, they rely on third-party software for advanced services, their configuration may change, and they need also to support changing modes of communication (CPAs). All these requirements call for a testing procedure that is easy to set-up and to repeat on a periodical basis.

2.7 ebXML-IIC Interoperability Approach

The MS ITTF has two sub teams working in tandem:

a) Test definition team

This team defines the interoperability test cases need be done, overall scenarios and configuration, logistics and operating options. The main objectives are to come up with a test set that would make sense for the user community. 

Deliverables:

· An interoperability test suite and scenarios, described in a user-readable way

· Operation guidelines

· Message and MSH configuration material, and

· Validation rules for test results

b) Test Operation team:

This team defines the format to describe the test cases (XML schema, input/output, and MSH configuration), and the design of the test driver technology able to process these descriptions, execute the tests, generate reports, and validate the results. 

Although implementing the test bed technology is not part of the deliverable, its design is paramount to properly define the test cases, and should also serve as guideline to implementers. The main objective of this team is to define test format and procedure that can be easily reused/repeated and automated.

Deliverables:

· Format to describe the test cases, their sequencing, input, output & report

· Recommendation on how to process these in an automated way

· Driver design

· Translation of these inputs for MSH, and 

· Validation of results.

2.8 Interoperability Testing Process

The ebXML-IIC will follow the processes that has been tried and tested before by EDIINT AS1, EDIINT AS2, RosettaNet
, and Drummond Group
. 

2.8.1 Testing Phases

The testing process is divided into three phases:

· Debug: This phase will allow interoperability participant to identify and fix interoperability issues. This phase also allows the administrator time to identify errors and ambiguities in this test plan or in the specification itself and to define necessary workarounds.

· Dry Run: This phase will allow interoperability participant to insure that they have a single version of code capable of interoperating with code from the other participants.

· Final Test:  This is the pass/fail interoperability test.

2.8.2 Testing Participation Requirement

The participation in ebXML-IIC interoperability trial requires that particpant be ready with an ebXML Messaging Service Handler (ebXML MSH). It is not required that the implementation be of General Availability (GA). In addition, the implementations must pass the conformance tests defined by ebXML-IIC. This ensures that the interoperability effort will focus on software interoperability and uncovering issues not covered by the conformance tests.

The participants are also required to commit dedicated resources
 to ensure smooth trials.

2.8.3 Testing Administration Requirement

Administering the tests during interoperability trial is crucial to the trial’s success. This is a full-time job and he responsibilities of a test administrator include:

· Neutrality to software implementation

· Project and people management, and technical competence

· Participation in creating and describing test plan

· Arbitration and dispute resolution during the test process

· Maintaining test-plan integrity

· Ensure timeliness of trial

· Provide feedback and work with specification organizations to clarify ambiguities, and 

· Document progress and facilitate participation   

2.8.4 Interoperability Test Plan

In order to ensure incremental success, ebXML-IIC will initially limit its scope and focus to ebXML MSH interoperability. Therefore, it will not address business process level interoperability (e.g. timeouts for receipts, content validation etc.). The focus of the efforts is areas that are likely to create interoperability issues for example connectivity, packaging, security, message hops, error reporting, and message sequences.

2.8.4.1 Test Plan Assumptions:

Transport: HTTP, HTTP/S, SMTP

Packaging: ebXML Message Headers v2.0

Certificate Authority: Any?

Certificate File Format: DER-encoded

Signature: XML DSIG

Signature Algorithm: RSA

Signature Hash Function: sha-1

Encryption: S/MIME v3

Encryption Algorithm: (DES, 3DES, RC2-40, RC2-64, RC2-128)

Encryption Key Length: 128 bits
2.8.4.2 Test 1: Profile Exchange

2.8.4.3 Test 2: ebXML Message Envelope Support

2.8.4.4 Test 3: ebXML Message Exchange – One Way – No Attachments

Test 3a: Small File – HTTP 

Test 3b: Large File – HTTP

Test 3c: Small File – HTTP/S

Test 3d: Large File – HTTP/S

Test 3e: Small File – SMTP

Test 3f: Large File – SMTP

2.8.4.5 Test 4: ebXML Message Exchange – One Way – One Attachment

Test 4a: Small File – HTTP 

Test 4b: Large File – HTTP

Test 4c: Small File – HTTP/S

Test 4d: Large File – HTTP/S

Test 4e: Small File – SMTP

Test 4f: Large File – SMTP

2.8.4.6 Test 5: ebXML Message Exchange – One Way – No Attachments, Signed

Test 5a: Small File – HTTP 

Test 5b: Large File – HTTP

Test 5c: Small File – HTTP/S

Test 5d: Large File – HTTP/S

Test 5e: Small File – SMTP

Test 5f: Large File – SMTP

2.8.4.7 Test 6: ebXML Message Exchange – One Way – One Attachments, Signed

Test 6a: Small File – HTTP 

Test 6b: Large File – HTTP

Test 6c: Small File – HTTP/S

Test 6d: Large File – HTTP/S

Test 6e: Small File – SMTP

Test 6f: Large File – SMTP

2.8.4.8 Test 7: ebXML Message Exchange – One Way – No Attachments, Signed, Encrypted

Test 7a: Small File – HTTP 

Test 7b: Large File – HTTP

Test 7c: Small File – HTTP/S

Test 7d: Large File – HTTP/S

Test 7e: Small File – SMTP

Test 7f: Large File – SMTP

2.8.4.9 Test 8: ebXML Message Exchange – One Way – One Attachments, Signed, Encrypted

Test 8a: Small File – HTTP 

Test 8b: Large File – HTTP

Test 8c: Small File – HTTP/S

Test 8d: Large File – HTTP/S

Test 8e: Small File – SMTP

Test 8f: Large File – SMTP

2.8.4.10 Test9: ebXML Message Exchange – Acknowledgement – No Attachments

Test 9a: Small File – HTTP 

Test 9b: Large File – HTTP

Test 9c: Small File – HTTP/S

Test 9d: Large File – HTTP/S

Test 9e: Small File – SMTP

Test 9f: Large File – SMTP

2.8.4.11 Test10: ebXML Message Exchange – Acknowledgement – One Attachments

Test 10a: Small File – HTTP 

Test 10b: Large File – HTTP

Test 10c: Small File – HTTP/S

Test 10d: Large File – HTTP/S

Test 10e: Small File – SMTP

Test 10f: Large File – SMTP

2.8.4.12 Test11: ebXML Message Exchange – Acknowledgement – No Attachments, Signed

Test 11a: Small File – HTTP 

Test 11b: Large File – HTTP

Test 11c: Small File – HTTP/S

Test 11d: Large File – HTTP/S

Test 11e: Small File – SMTP

Test 11f: Large File – SMTP

2.8.4.13 Test12: ebXML Message Exchange – Acknowledgement – One Attachments, Signed

Test 12a: Small File – HTTP 

Test 12b: Large File – HTTP

Test 12c: Small File – HTTP/S

Test 12d: Large File – HTTP/S

Test 12e: Small File – SMTP

Test 12f: Large File – SMTP

2.8.4.14 Test13: ebXML Message Exchange – Acknowledgement – No Attachments, Signed, Encrypted

Test 13a: Small File – HTTP 

Test 13b: Large File – HTTP

Test 13c: Small File – HTTP/S

Test 13d: Large File – HTTP/S

Test 13e: Small File – SMTP

Test 13f: Large File – SMTP

2.8.4.15 Test14: ebXML Message Exchange – Acknowledgement – One Attachments, Signed, Encrypted

Test 14a: Small File – HTTP 

Test 14b: Large File – HTTP

Test 14c: Small File – HTTP/S

Test 14d: Large File – HTTP/S

Test 14e: Small File – SMTP

Test 14f: Large File – SMTP

2.8.4.16 Test15: ebXML Message Exchange – Duplicate Handling – No Attachments

Test 15a: Small File – HTTP 

Test 15b: Large File – HTTP

Test 15c: Small File – HTTP/S

Test 15d: Large File – HTTP/S

Test 15e: Small File – SMTP

Test 15f: Large File – SMTP

2.8.4.17 Test16: ebXML Message Exchange – Out-Of-Sequence Detection – No Attachments

Test 16a: Small File – HTTP 

Test 16b: Large File – HTTP

Test 16c: Small File – HTTP/S

Test 16d: Large File – HTTP/S

Test 16e: Small File – SMTP

Test 16f: Large File – SMTP

2.8.4.18 Test17: ebXML Message Exchange – Multi-Hop – No Attachments

Test 17a: Receiver – HTTP 

Test 17b: Forwarder – HTTP 

Test 17c: Sender – HTTP 

2.8.4.19 Test18: ebXML Message Exchange – Multi-Hop – No Attachments, Duplicate Handling

Test 18a: Receiver – HTTP 

Test 18b: Forwarder – HTTP 

2.8.4.20 Test19: ebXML Message Exchange – Ping – No Attachments

Test 19a: Sender– HTTP 

Test 19b: Receiver – HTTP 

2.8.4.21 Test20: ebXML Message Exchange – Status Service – No Attachments

Test 20a: Sender– HTTP 

Test 20b: Receiver – HTTP 

2.8.4.22 Test21: ebXML Message Exchange – Reliable Messaging – No Attachments

Test 21a: Sender– HTTP 

Test 21b: Receiver – HTTP 

2.8.4.23 Test22: ebXML Message Exchange – Reliable Messaging, Multi-Hop – No Attachments

Test 22a: Sender– HTTP 

Test 22b: Receiver – HTTP 

2.8.4.24 Test23: ebXML Message Exchange – Error Handling – Negative Tests 

3 Appendix

CPPA

EbXML Headers

4 Glossary

5 Test bed FAQ
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