MS 1.09 Conformance Clause (Option 3: “Three levels”)

Conformance Level 1: Messaging Baseline 

Level 1 of conformance with MS specification 1.09 is the baseline for any MSH instance. It defines the minimal requirements for messaging, including correct parsing of the envelope and extensions, but does not support general business-level requirements and quality of service (security, guaranteed delivery, guaranteed ordering).

In order to meet level 1 of conformance, an MSH instance must satisfy the following conditions:

· Condition 1: Implement all the specification material in Section 2. (Which describes SOAP envelope extensions.)

· Condition 2: Implement all the specification material in Section 3. (Which describes core extension elements.)

· Condition 3: Implement or use a SOAP messaging over at least one of the two transport protocols:(1) HTTP, as described in Appendix B2, or (2) SMTP, as described in Appendix B3.

· Condition 4: Implement error handling that is relevant to features in sections 2, 3, as specified in Section 4.2 about the Error module.

· Condition 5: The implementation mentioned in Conditions 1 through 4 must be strongly conforming, in the sense given in the Definitions section.

· Condition 6: MAY implement any of the remaining specification material (i.e. not covered by Conditions 1 through 4). In case some remaining material is NOT implemented, and if this causes undesirable behavior or inability to satisfy a contract expected by the application or by a communicating party, the MSH implementation will generate a proper notification or error to the contracting party, and keep operating (though the challenging message will not be processed further).

An MSH instance that does not satisfy any of the above conditions cannot be said conformant to the ebXML MS specification 1.09 at Level 1.

Interoperability caveat: this conformance level does not guarantee interoperability, which would require the following additional conditions:

· (Critical): The transport protocols must be same or compatible in communicating MSHs (an alternative in Section 1.1.1, restricted in Condition 3 above to only two protocols). When claiming conformance at this level, an implementation must also mention the protocol used, e.g. “conforming at Level 1 over HTTP”.

[other issues:]

Conformance Level 2: Business-level Conformance 

Level 2 of conformance with this specification (V1.09) is strongly recommended as the minimum level to support business-standard usage of an MSH instance. Level 1 should only be considered as an intermediate step in deploying ebXML messaging. Level 2 supports security and QoS elements ensuring various forms of reliability (guaranteed delivery, duplicate elimination, message ordering). In order to meet level 2 of conformance, an MSH instance must satisfy the following conditions:

· Condition 1: Conform to this specification (1.09) at Level 1.

· Condition 2: Implement all the specification material in Section 4.1 (Which describes the security  module.) 

· Condition 3: Implement all the specification material in Section 7 (Which describes the reliable messaging module.)

· Condition 4: Implement all the specification material in Section 10 (Which describes the message ordering module.) 

· Condition 5: Implement error handling that is relevant to features in sections 4.1, 7, and 10, as specified in Section 4.2 about the Error module.

· Condition 6: The implementation mentioned in Conditions 1 through 5 must be strongly conforming, in the sense given in the Definitions section.

· Condition 7: MAY implement any of the remaining specification material (i.e. not covered by Conditions 1 through 5). In case some remaining material is NOT implemented, and if this causes undesirable behavior or inability to satisfy a contract expected by the application or by a communicating party, the MSH implementation will generate a proper notification or error to the contracting party, and keep operating (though the challenging message will not be processed further).

An MSH instance that does not satisfy any of the above conditions cannot be said conformant to the ebXML MS specification 1.09 at Level 2.

Interoperability caveat: this conformance level does not guarantee interoperability, which would require the following additional conditions:

· (Critical): The transport protocols must be same or compatible in communicating MSHs. (see Level 1)

· (Critical for secure interoperability): Using the recommended (support is mandatory for conformance) security signature method (ds:SignatureMethod) will guarantee secure exchanges between MSHs at this conformance level (an alternative in Section 4.1). Otherwise, the same signature method needs be supported.

· (Critical for reliable interoperability): reliability method must be identical in communicating MSHs (an alternative in Section 7.2)

[other issues:]

Conformance Level 3: Total Conformance

Level 3 of conformance with this specification (V1.09) represents the highest level of conformance. In order to meet level 3 of conformance, an MSH instance must satisfy the following conditions:

· Condition 1: Conform to this specification at Level 2.

· Condition 2: Implement all remaining specification material not referred to in condition 1.

· Condition 3: Implement error handling that is relevant to features referred to in Condition 2, as specified in Section 4.2 about the Error module.

· Condition 4: The implementation mentioned in Conditions 1 through 3 must be strongly conforming, in the sense given in the Definitions section.

Any MSH instance that does not satisfy any of the above conditions cannot be said conformant to the ebXML MS specification 1.09 at Level 3.

Interoperability caveat: this conformance level does not guarantee interoperability, which would require the following additional conditions: See Level 2.

[others?]

Rationale

About the bundling of (security, reliability, ordering) in Level 2:

We have gathered what were the most recurring requirements from users about business-level messaging. Several users have mentioned the importance of both security and guaranteed delivery. For some users, basic levels of security (authentication, non-repudiation) is always required, for some others, guaranteed delivery is, for others, both. We feel these features belong to the same business-standard  level of service that is expected from ebXML messaging. Non-repudiation of receipt, as pointed out by our MS TC liaison, can be achieved through signed acknowledgements (in reliability module), so it is not clear that the Delivery Receipts module is necessary (in the same level of conformance) to achieve this security requirement. 

The message ordering module, basically guarantees that messages will be passed to the receiving app in the same order they were generated by the sender app, within the same conversation. We found that this seemingly peripheral feature has in fact a surprisingly strong number of supporters (SonicSoftware., travel industry,  IBM, Intel, Savvion, Fujitsu).  They fall in two categories: (1) users of applications that handle time-sensitive sequences of messages that may change the status of a contract, because of no explicit handling/control of unique message ID by the app (so the semantics only depends on the receiving order within a conversation, e.g. booking & canceling in travel industry), and (2) BP vendors/users, the business processes of which need to assume a guaranteed order, for non-synchronized sequences of messages (e.g. in segment 3A of RosettaNet , 7 over 10 PIPs have message sequences that are vulnerable to transport disordering, requiring the bus process – either private or public - to expect this). 

For these reasons, we have bundled these three modules (Security, Reliability, Ordering), as defining a business-standard conformance level. Please note that conformance at this level does not mean you have to actually use all these features when deployed, as their usage is in fact optional (see spec body) and dictated mostly by message content. But if your MSH claims Level 2 conformance, it must be capable of supporting any of them, and this would be the expectation of other communicating MSHs at this level.

Unlike the other conformance clause options (1 & 2), this option defines a basic level of conformance only concerned with basic messaging.

· Pros: a more reachable first level of conformance that will help implementors by defining a base set of functions easy to quickly implement and test. The implementation is easier to test/validate at an early stage. Also speeds up applications deployment by making it possible to experiment in-house with a basic implementation, using available basic reference test suites. With Level 1 conformance, interoperability is easy to achieve, as the only alternative-mode feature is the transport. So we are likely to see many freely available Level 1 implementations or “evaluation copies”, ready to interoperate. This would promote in turn the use of ebXML MS. However, Level 1 should only be considered as an intermediate step in deploying ebXML messaging. 

· Cons: some users may settle for conformance level 1, which really does not bring more value than standard SOAP messaging, a commodity on many systems... This may affect the image (marketing) of ebXML, even so we make it clear that business-standard usage requires at least Level 2 conformance.

Note: some features that may appear as convenience features (status, MS services) may in fact be of critical help when testing and deploying. They have not been included in Level 1, but maybe they should. Their optional status might have to be override.

