EFC 1.1 Conformance levels for Interoperability testing

1) Communication and basic processing

2) Required elements for case initiation and case update 

3) Required elements for filing fees

4) Security Model 

Note: Electronic Filing Service Provider (EFSP) includes all applications that can generate Court Filing 1.1 envelopes.  This may be an application hosted by a service provider, but does not require the application be designed for hosting.  The focus is the ability to generate a Court Filing 1.1 envelope with proper content.

Level 1 Communication and basic processing 

Objective: Make sure each EFM and EFSP can send, receive, and open embedded documents with all communications.

· Define the method for sending a court filing from an EFSP to an EFM

· Define the responses from an EFM to an EFSP

· Insure Secure Sockets are used during the communication.

· Make sure that the XML document instances validate against the reference EFC 1.1 DTD.  

· Make sure the DTD references in the document instances are installation independent and can function properly from one application to another without modification.

· Make sure that the base64 encoded binary blobs embedded in the document instances can be extracted and viewed in their native application.

· Make sure that embedded XML documents can be extracted and parsed against the proper DTD. 

Requirements:

· An EFSP application from each organization will generate court filings that conform to the ECF 1.1 DTD, embed Binary Blobs, and transmit the filing to the EFM.

· The EFM will run a validation process against the envelope and extract the Binary Blobs from the filing.

· The Binary Blobs must be retrieved into their native applications to verify that they are not corrupt.

· The EFM must be able to respond to the EFSP based on the responses defined in the test.

· The EFSP must be able to accept all responses returned by the receiving party based on a given submission.

· Server Certificates must be installed to support SSL.  They can be self-signed certificates for the test.

Level 2 Required elements for case initiation and case update functions

Objective: 

· Define what elements are required for case initiation

· Define what elements are required for case update

· Define what elements are optional for a given CMS

· Define what elements are excluded for a given court

· Test to insure that the EFM can be identified the lead document and all attachments

· Test to insure that the information for processing all attachments automatically is included.

Requirements:

· An application from each organization will generate court filings that conform to the ECF 1.1 DTD, embed Binary Blobs, and send the filing using the HTTP methods of communication to an IP address of an EFM.  The receiving EFM must be able to process all required and optional elements defined in the test and automatically load the CMS.

Level 3 Required elements for filing fees 

Objective: make sure fees are coordinated amount vendors and collected properly 

· Define what elements are required for fee processing

· Define what elements are required to update to CMS

· Define how to exchange the fees between multiple systems

Requirements:

· An application from each organization must be able to process the fee collection as defined in the interoperability test.

Level 4 Security Model 

Objective: The EFM must determine that all filings are submitted by a valid EFSP authorized to sent envelopes.

· Determine that the envelope came from an authorized source

· Determine that the envelope has not been tampered with

Requirements:

· Because this is not included in the standard at this time it is completely dependent on the existing court implementation.

