The SHIELD Pilot

The Project:  a Regional Data Sharing Model for National Homeland Defense

New York City, Metropolitan Washington, DC, Pennsylvania.  These three localities share more than the infamy of attack and the heroics of individual citizens.  They’ll soon be sharing vital information to strengthen our national defense against terrorism. 

Secretary of the Department of Homeland Security (DHS) Tom Ridge, Attorney General John Ashcroft, Congresswoman Eleanor Holmes Norton, Michael Byrne, DHS’s Director of National Capital Region Coordination for Emergency Response, and Steven Cooper, DHS’s Chief Information Officer have all stressed the need for regional and national data sharing among public safety, law enforcement, and justice agencies.

Joining forces as the “SHIELD,” three major metropolitan areas – New York City, Metropolitan DC (the District of Columbia, Maryland, and Virginia), and Pennsylvania -- have designed a model project to demonstrate real-time sharing of public safety, law enforcement, and justice information across jurisdictions to help protect our nation against terrorist attacks and enhance law enforcement nationwide.  The project will link the partners’ existing local data sharing networks in a multi-jurisdictional network that will demonstrate:

· Real-time, multi-jurisdictional sharing of data through secure Internet connections

· A sound technical foundation for national information sharing  

· A medium for secure communication and collaboration

· A model that can be replicated by jurisdictions throughout the nation

· The end of historical barriers to sharing vital information for homeland security

The SHIELD partners will seek federal funds for the partners to complete the model network.

Creating the Model:  Connecting Locally Funded Systems in a Regional Network

The foundations of the model network already exist.  Using primarily local funds, the SHIELD partners have each developed existing information systems to share information among public safety, law enforcement, and justice agencies within their domains.  The District of Columbia has the Integrated Justice Information System, JUSTIS.  This system, barely two years old, shares 17 sets of data among 13 local and federal agencies, including: 

· Superior Court of the District of Columbia

· DC Office of Corporation Counsel

· DC Metropolitan Police Department

· DC Pretrial Services Agency

· DC Court Services and Offender Supervision Agency

· DC Department of Corrections

· DC Department of Human Services’ Youth Services Administration

· DC Department of Motor Vehicles 

· DC Child and Family Services Agency

· DC Juvenile Court

· Office of the United States Attorney for the District of Columbia

· Public Defender Service

· United States Parole Commission

· United States Probation Department

Because the JUSTIS system uses commercial workstations and Internet browsers, the system’s partner agencies and users can expand rapidly at virtually no additional cost.   Secure Internet technology prevents unauthorized access and allows JUSTIS to be accessed virtually anywhere in the world.  New York and Pennsylvania each have similar locally developed systems that share public safety and justice information among agencies in their domains.

The investments these three jurisdictions have made in secure data sharing systems can soon pay national dividends.  Coincident with the second anniversary of September 11, 2001, the SHIELD partners propose connecting systems in DC, MD, VA, PA and NYC, allowing access of authorized personnel from the five jurisdictions to each other’s public safety and justice data over secure Internet connections.  This landmark regional data sharing model project will be the first step in establishing a national network for public safety and justice data sharing.  In successor phases, other large metropolitan areas across the country will be invited to securely Internet-connect their local public safety and justice information sharing systems to the system.

Expanding the Model: a Lost-Cost, High-Performance National Network

SHIELD partners are using existing systems and resources for their real-time, secure data sharing.  Linking these existing systems into a network won’t require investment in costly specialized technology.  As new partners join the SHIELD network, they’ll use secure Internet connections to allow authorized agencies and individuals in other partner organizations to access their public safety and justice data.  To ensure unimpeded real-time communication and collaboration, each partner will also maintain a secure email system.  

SHIELD partners will share critical law enforcement and justice data and applications not readily available now beyond the local level.  Shared information will include arrest records, aliases and assumed identities, and alerts about releases and escapes from custody.  Shared applications can be as simple as a secure contact directory – ending time-consuming quandaries about who to contact, and how -- or as complex as the GIS applications, pattern identification, and analytic tools that the District of Columbia has already developed.  For the first time, network partners will be able to track terrorist suspects and offenders quickly and surely through every step in the criminal justice process and across jurisdictional boundaries.

The demonstration of the five-jurisdiction model in September 2003 will spark the development of successor functionalities and attract new partners to the network.

New functionalities will include innovations such as cross-jurisdictional watch lists, automated inter-jurisdictional notifications, and shared access to document and image data like mug shots, crime scenes, and fingerprints.  

The September 2003 model demonstration will quickly attract new partners.  Nothing travels faster in the justice community than news of success –especially when it comes at little or no cost through the use of local justice data sharing systems as the network’s foundation.  Other East coast states and cities would likely be the first new partners.  The expansion of the network to other regions of the country would establish the national public safety and justice information exchange system.

Network Funding Needs

Beyond the local funds already invested in JUSTIS, full support of the JUSTIS system and the SHIELD will require grant funding over two years.  This would fund the operation and maintenance of JUSTIS, and SHIELD development. Development projects would be identified and prioritized by the 9-11 community.  These projects could include, but would not be limited to:

· Cross-jurisdictional Watch Lists

· Proactive, Automated Offender/Events Notifications

· Shared Access to Text and Image Data

· Collaborative Investigative and/or Case Management Capabilities

· Shared GIS, Pattern Identification and Analytical Tools

· Inter-jurisdictional Policy Exchange

· Secure Contact Directory and Connection Facilitation

Network Governance

We suggest a governance approach that has proved successful in the development of both JUSTIS and JNET:  an evolutionary governing body that grows as the SHIELD expands.  One possible structure would be a SHIELD Policy Board composed of members designated by each partner – in the first two years, the District of Columbia, Maryland, Pennsylvania, New York City, and Virginia.  Michael Byrne would chair the Policy Board.  The Policy Board would have a permanent standing committee, the SHIELD Technical Committee, composed of two representatives from each partner.  One Connection Technical Committee member would be the Manager of the system, while the other member would be an official from the partner’s IT Department.  Steven Cooper would chair this committee.  Other governance terms, such as length of service and routine procedures, would be developed by the initial participants and DHS.  The first task of the Technical Committee would be to draft an Interagency Agreement (IA) for approval by the Policy Board.  To join the SHIELD, at a minimum, a prospective partner would have to agree to sign the IA and appoint representatives to the governing body.
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