Discussion Document 
Outline of OASIS DSS profile for 
Justice / Judicial Signing

Scope of Profile

This DSS profile is to support creation and validation of an electronic signature of a judge, clerk of the Court, or other legally recognized judicial official in conformity with legal requirements and practices developed with regard to paper documents.

This service:

a) Protects the integrity of the document,

b) includes  the time at which the  signature was applied proving that the data existed at the given time, a hash of the data, proving the signed data, and the title indicating the legal capacity of the signer (e.g., Judge, Administrative Law Judge, Clerk of the Court, etc.)

c) signs  with  a key located at or belonging to the DSS server (i.e. server’s key or key held by server for used by authorised signatory).

d) must include a digitally signed authentication assertion from a judicial authority (e.g., a clerk’s office) which should include an assertion of the legal capacity of the Requester to sign (e.g., a statement that the Judge is in fact a judge of the Court)

Outline of Profile

The judicial signature is requested using DSS <SignRequest> with information authorising the creation of the signature using a key located at or belonging to the DSS server.

The signature is returned using DSS <SignedResponse> containing:

· The digital signature of the DSS server or the individual signer whose private key is applied by the DSS server.

· The <SigningTime>,

· The <RequesterIdentity>.

· A mandatory authentication assertion digitally signed with a private key of the Clerk’s office or other legally authorized entity attesting to the identity of the Requester which should include an assertion that the official is in fact a specified judicial officer of the identified court.

Discussion

This profile is intended to map to the DSS standard the existing and traditional American practice, using paper documents, of having the clerk of a court authenticate a document signed by a judge of the court. In conventional paper-based practice, the clerk does this by attesting that the judge is in fact a judge of the court. The clerk signs the attestation and affixes a seal of the court.

This practice originated in the 19th century when many judges were circuit judges who travelled from community to community, often on horseback, to hear cases. The clerks resided in their communities but the judges often did not. Therefore, to be sure an order or judgment was authenticate, the clerk countersigned the orders and judgments attesting to the identity of the judge as a judge of the court.

In more recent times, the practice has proven essential to the enforcement in different states of decrees rendered by courts of sister-states. This is in high use in interstate custody battles, where often a custodial spouse after divorce goes to a different state and a custody battle ensures. Because states are constitutionally bound within certain limits to respect and enforce the decrees of sister states, authenticating a judicial signature is a core feature of this type of legal practice.

The profile is an attempt to express existing requirements for paper documents to parameters recognizable by a DSS.
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