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Toward a Definition of Court Filing Blue

Vision
OASIS LegalXML Court Filing Blue is a set of specifications that provides the ability to electronically exchange information between and among the courts, their partners, and customers. 

Principles

1 Leverage existing XML standards

1.a. XML Schemas

1.b. XML Namespace

1.c. XML Signature

2 Support emerging Justice System data structures

2.a. GJXDM

3 Support court-specific  data

3.a. Specific XML schemas 

3.b. FlatFile 

4 Define Basic Court Filing Envelope and methods of embedding information

4.a. GJXDM

4.b. Binary Objects

4.c. Implementation Specific extensions

4.d. XML Signatures

5 Support all Binary types

5.a. PDF

5.b. TIFF

5.c. XML Documents (Court Document)

5.d. Others

6 Define Methods of publishing Court Specific requirements

6.a. Court Policy

7 Define methods of conforming to and or recognizing levels of interoperability

7.a. Level 1: Court Filing envelope (conformance required)

7.b. Level 2: + messaging (e.g., ebXML envelope) + server authentication (recognized)

7.c. Level 3: + user authentication + access controls (recognized)

8 Identify standards for messaging and communication that are recognized

8.a. HTTP synchronous and asynchronous responses

8.b. Web services (SOAP, WSDL, UDDI)

8.c. ebXML  / ebMS 

9 Identify recognized methods to implement security usage 

9.a. XMLSig (signatures, document integrity)

9.b. XML Encryption (sealed documents)

9.c. SAML

9.d. Certificates

9.e. Privacy (payment information)

9.f. Define in Court Policy whether it is proprietary or public 

10 Comply with governmental standards

10.a. FIPS

10.b. NCIC

10.c. HIPAA? (are the courts covered entities?)

11 Support court functional standards

11.a. COSCA/NACM

11.b. ABA Standard 1.65 (Court Use of Electronic Filing Processes) – as recommended in “Standards Relating to Court Organization”

12 Support all court types and court filing types

13 Define methods of certifying compatibility of layers of interoperability

13.a. Support version control of the envelope, 

13.b. court specific schemas

13.c. court policies

13.d. publish methods of utilizing recognized messaging and communication standards through architectural profiles (specifying limited set of architectural profiles that the standard is expected to support)

14 Support exchanges between courts and other entities (e.g., criminal justice, law firms, and other supporting industries)

Comments and Questions:

Clarification needed on 21.A: We need someone to be more specific about what this means so that readers of Blue knows exactly what we are working on and does not assume more than we are actually working on.

Question: I do not know how to implement the following into the list above.  Dan O’Day stated that an extension should not be allowed to duplicate the specification’s structure.  If an implementation specific extension is, just that, implementation specific, there is no way for us to govern what they duplicate.  Duplication of data may have value in processing speed.  We do not want to change the LegalXML envelope because a payload of a GJXDD instance may duplicate the data.  The same may be true for implementation specific issues.

Discussion issue: For section 7, does the envelope need to be the same for all communications methods?  This issue forces the committee to discuss and define what parts are in the LegalXML envelope.  Referring to the ebMScourtFilingBlue document generated and distributed by LA Sheriff’s department begins to discuss what should be in the envelope and what should be out.

Is it reasonable to standardize on one communication method, for example ebXML/ebMS? There are some features in ebXML that are not in others.  If we support multiple methods of messaging and communication then we must make sure that all features of the envelope exist for all methods of communication.

Concepts of the envelope:

Here is a diagram of the concepts that I would like to see.  These concepts create a tug-of-war when we begin to discuss the envelope and what communication standards we are going to use.
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The digital lock is a digital signature, but not from an individual but the server that packaged and sent the envelope.  The software (in many cases the EFSP) would use a certificate on the server to sign the envelope and include the certificate.  This lock creates document integrity which extends beyond the transmission period.  If the LegalXML envelope is stored, with the digital lock, then at any time in the future the documents that were extracted from the envelope can be tested for integrity.  This does not mean there is non-repudiation for the submitter.

Each LegalXML envelope contains one submission but the message layer can contain many LegalXML envelopes if needed.  The reason for this is because if I want to store evidence, and maintain an audit trail, then I need each submission stored in such a way that I can check the integrity of the documents for a specific case.  If there are many cases that are included in the digital lock, then I must create a new database that coordinates my audit trail and evidence with all the cases.  This is bad, especially when one has to transfer data from one court to another such as an appeals process.  I don’t want to have to send to the appeals court information about many cases just because the digital lock was covering multiple filings in one LegalXML envelope.

The digital lock allows us to conform to FIPS 180 standards.

The concept of encryption in the Blue recommendation is not on the LegalXML envelop level but on the Binary Document, GJXDM document, and other attachements within the envelope where data may need to be sealed.  Whether the Court specific data must be seal is up to each court.  We would anticipate that the information within the LegalXML level should not be encrypted so that basic processing and routing can take place.  If we choose to do this, it means that if there are elements within the LegalXML level that must be sealed then we must be able to encrypt different elements of the LegalXML envelope which is something that can be done, but it gets uglier and the standard must define how that works.   The encryption methods will be used to support HIPPA.

Additional comments, I do not remember who they came from 

3.3 Different Authentication levels by service

Each service may have a different Authentication level for the type of Credential used, and in a Government Centric Service Delivery model the services exposed by the individual agencies which are sub-components of a larger Government service may have different security requirements. Therefore the type of authentication credential for each of the subjects needs to be recorded within the transaction.

3.4 Unknown end point of communication

As we move towards Government Centric Service Delivery the actual Government Agency or even the country of final service delivery may not be known to the user of the service. Therefore all authentication and authorization validation information must be forwarded with the payloads to allow for further authorization of the service The contents of a message may be split and forwarded to multiple different government agencies for processing.

3.7 Allowing Message Splitting
Certain information, mainly identification credentials may be considered confidential or ‘ privileged’ and be only provided to certain departments. Therefore there needs to be a mechanism for altering the content of the message envelope whilst still maintaining the integrity of the message payloads that have been digitally signed by the originator / creator of the payload request by service delivery components that handle the service request during its life span.

3.8Ensuring on relevant identification credentials are distributed
A number of Government identifiers (mainly the principle subject identifiers) are unique within a individual department, and should be considered as ‘privileged’ information to be used by only the issuing department. When we move to Government Centric Service Provision a single transaction into Government may be split across multiple departments. We must ensure that each department only receives the identifiers of the principle subject that it requires, whilst removing any identifiers that are issued by other organizations (for data protection purposes, i.e. the UK Inland Revenue is not allowed to know your National Health Number). The removal or addition of identifiers to the ebXML message must not interfere with any digital signatures.

3.9 Ensuring that integrity of each payload
Each ebXML message may have more than one payload, and the integrity of each payload must be ensured for the complete end-to-end transaction. Each payload within an ebXML message envelope may have a different final destination. It is therefore important that the digital signature for each payload can be extracted individually from the ebXML message. 

The payload identifier must be unique within Government, as the payload may be transported via a number of different envelopes as different times in its live. The Payload identifier is included within the Digital Signature of the payload, which means that the Payload identifier cannot be modified without invalidating the Digital Signature. As the payload may be included in a second ebXML Messaging envelope later in a transaction that may also contain other payloads with Digital Signatures that have originated else wherein Government. If both of these Payloads and associated Digital Signatures were to have identical Payload identifiers then this would invalide the payload identifiers within the ebXML Message.
