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1 Introduction
This document defines a Service Interaction Profile, as called for in section 5 of [ECF 4.0].  The purpose of the IBM WebSphere MQ (MQ) Service Interaction Profile is to provide a messaging service based on MQ for use with the [ECF 4.0] specification.  This specification requires an active  MQ infrastructure between the sending and receiving MDEs.
1.1 Relationship to ECF 4.0 Specifications
The ECF 4.0 specification describes the technical architecture and the functional features of an electronic court filing system, that is, features needed to accomplish electronic filing in a court, pointing out both normative (required) and non-normative (optional) business processes it supports. The non-functional requirements associated with electronic filing transactions, and actions and services needed to accomplish the transactions, such as network structures and security infrastructures, are defined in related specifications, namely:

· Service interaction profile specifications defining communications infrastructures within which electronic filing transactions can take place.

· Document signature profile specifications that define mechanisms for stating or proving that a person signed a particular document.

This specification represents an ECF 4.0 service interaction profile based on  MQ.  It is intended for implementation in conjunction with the ECF 4.0 specification and at least one ECF 4.0 document signature profile specification.  Specifically, in this service interaction profile, the implementation defines the details for each of the Major Design Elements (MDEs), operations, and messages defined in the ECF 4.0 specification.
1.2 Relationship to other XML Specifications

Consistent with the ECF 4.0 principle of leveraging other existing, non-proprietary XML specifications wherever possible, this service interaction profile specification leverages previous specifications for web services messaging and security including the following:
· W3C XML Schema 1.0.
· W3C Namespaces in XML.
· 
· 
· 
· 
· 
· 
· 
The use of each of these specifications is described below.
1.2.1 W3C XML Schema 1.0

The W3C XML Schema 1.0 specification defines an application protocol for imposing constraints on the storage layout and logical structure of data objects using text tags or “markup.”  Compliance with the requirements of the XML Schema 1.0 specification is REQUIRED for compliance with this service interaction profile.
1.2.2 W3C Namespaces in XML

The W3C Namespaces in XML specification defines conventions for defining and referring to separate XML tags. Compliance with the requirements of the Namespaces in XML specification is REQUIRED for compliance with this service interaction profile.
1.2.3 

1.2.4 




1.2.5 

1.2.6 

1.2.7 

1.2.8 

· 
· 
1.2.9 
   
1.3 Terms and Definitions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

The key terms used in this specification include:

Attachment

Information transmitted between MDEs that is of an arbitrary format, and is related to the message(s) in the transmission in a manner defined in the ECF 4.0 specification.  An attachment may be in XML format, non-XML text format, encoded binary format, or un-encoded binary format.

Callback message

A message transmission returned by some operations some time after the operation was invoked (asynchronously).

Document

Represents an electronic version of the paper that would have been sent as paper.
Docketing

The process invoked when a court receives a pleading, order, or notice, when no errors in transmission or in presence of required content have occurred, and when the pleading, order, or notice is recorded as a part of the official record.

Filer

Attorneys or pro se litigants are individuals who assemble and submit Filings (data and documents).
Filing

Electronic document collection that has been assembled for filing on a designated court case.

Major Design Element (MDE)
A logical grouping of operations representing a significant business process supported by ECF 4.0.  Each MDE operation receives one or more messages, returns a synchronous response message, and optionally sends an asynchronous response message back to the original sender.

Message
Information transmitted between MDEs that consists of a well-formed XML document that is valid against one of the defined message structure schemas in the ECF 4.0 specification.  A message may be related to one or more attachments in a manner defined in the ECF 4.0 specification.

Message Transmission
The sending of one or more messages and associated attachments to an MDE.  Each transmission must invoke or respond to an operation on the receiving MDE, as defined in the ECF 4.0 specification.

Operation (or MDE Operation)

A function provided by an MDE upon receipt of one or more messages.  The function provided by the operation represents a significant step in the court filing business process.  A sender invokes an operation on an MDE by transmitting a set of messages to that MDE, addressed to that operation.

Operation signature
A definition of the input message(s) and synchronous response message associated with an operation.  Each message is given a name and a type by the operation.  The type is defined by a single one of the message structures defined in the ECF 4.0 specification.
Receiving MDE

In an Electronic Court Filing operation, the MDE that receives the request with the operation invocation performs the operation and sends the response.
Sending MDE

In an Electronic Court Filing operation, the MDE that sends the request including the operation invocation and receives the response with the results of the operation.
Synchronous response

A message transmission returned immediately (synchronously) as the result of an operation.  Every operation has a synchronous response.
1.4 Symbols and Abbreviations

The key symbols and abbreviations used in this specification include:

ECF 4.0
OASIS LegalXML Electronic Court Filing 4.0
MDE

Major Design Element

OASIS

Organization for the Advancement of Structured Information Systems

SOAP

Simple Object Access Protocol
XML

eXtensible Markup Language

W3C

World Wide Web Consortium





1.5 Normative References

[ECF 4.0]
A. Angione (editor), LegalXML Electronic Court Filing v4.0, http://www.oasis-open.org/apps/org/workgroup/legalxml-courtfiling/

, OASIS Working Draft, August 2008.

[MQ IC]
IBM Websphere MQ 7.0 Information Center, http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp, IBM, 2010.
[Namespaces]
T. Bray, Namespaces in XML, http://www.w3.org/TR/REC-xml-names/REC-xml-names-19990114, W3C Recommendation, January 14, 1999.



[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119, IETF RFC 2119, March 1997.



[RFC4122]
Leach, et al., A Universally Unique IDentifier (UUID) URN Namespace, http://www.ietf.org/rfc/rfc4122.txt, IETF RFC 4112, July 2005.

[Schema Part 1]
H. S. Thompson, D. Beech. M. Maloney, N. Mendelsohn, XML Schema Part 1: Structures Second Edition, http://www.w3.org/TR/2004/REC-xmlschema-1-20041028/, W3C Recommendation, October 28, 2004.
[Schema Part 2]
P. Biron, A. Malhotra, XML Schema Part 2: Datatypes Second Edition, http://www.w3.org/TR/2004/REC-xmlschema-2-20041028/, W3C Recommendation, October 28, 2004.
 





[XML 1.0]
T. Bray, Extensible Markup Language (XML) 1.0 (Third Edition), http://www.w3.org/TR/REC-xml/, W3C REC-XML-20040204, W3C Recommendation, February 4, 2004.
[XMLENC]
D. Eastlake, J. Reagle, XML Encryption Syntax and Processing, http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/, W3C Recommendation, December 2002.
[XMLSIG]
D. Eastlake., J. Reagle, D. Solo, XML-Signature Syntax and Processing, http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/, W3C Recommendation, February 2002.

1.6 Non-Normative References


2 Profile Design
This section describes the design of the MQ Service Interaction Profile and identifies how it satisfies the requirements of a document signature profile listed in Section 5 of the [ECF 4.0] specification.  
2.1 Service Interaction Profile Identifier

Each ECF 4.0 service interaction profile MUST be identified with a unique URI which is used in the ECF 4.0 court policy to identify the service interaction profile(s) that a given MDE supports.  The ECF 4.0 MQ Service Interaction Profile 1.0 will be identified by the following URI:

urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:IBMWebSphereProfile-1.0
All ECF 4.0 messages sent via this service interaction profile MUST include this URI in the <SendingMDEProfileCode> element.  In addition, any court supporting this service interaction profile MUST include this URI in the <SupportedMessageProfile> element in the CourtFilingResponseMessage.
2.2 Transport Protocol

Websphere MQ supports message groups, consisting of one or more logical messages.  Each ECF 4.0 message transmission sent using this service interaction profile MUST be encapsulated in a MQ message group as defined in the “Application Programming Guide” section of the [MQ IC] and the entire message group MAY be encrypted as defined in the “Security” section of the [MQ IC].   Each logical message in the message group MUST have the same MQ group ID. The first logical message in the message group MUST contain the ECF 4.0 message.  Any attachments (e.g., documents) MAY be contained in additional logical messages in the message group.  Figure 1 illustrates the containment of ECF 4.0 messages and attachments within a MQ message and logical messages.  For compliance with this specification, a MQ message group MUST contain one or more messages and MAY contain one or more attachments.
Figure 1. MQ message group with ECF 4.0 Messages and Attachments
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2.3 MQ supports multiple transport protocols between queue managers.  While the specific transport protocols that connect queue managers are outside the scope of this specification, implementations of ECF 4.0 SHOULD use TCP/IP.
2.4 MDE Addressing
In Websphere MQ, applications connect to queue managers and send and receive messages to other applications using queue managers and queues.  Applications can only get messages from local queues (on the same queue manager) but can send messages to either local or remote queues (on other queue managers).
Each ECF message transmission sent using this service interaction profile MUST identify the sending and receiving MDEs with universally unique address identifiers.  Queues for multiple MDEs MAY be hosted on the same queue manager.  The identifier for each MDE MUST be of the format MDE@QueueManager as follows:
· The MQ queue manager is the name of the system hosting the MDE’s queue as defined by the MQ Administrator
· One of the following names corresponding to the MDE:
· FilingAssembly

· FilingReview

· CourtRecord

· LegalService

For instance, a conformant MDE ID of a “FilingReview” MDE on queue manager “AZSupremeCourt” would be FilingReview@courts.az.gov.





2.5 Operation Addressing

Most ECF 4.0 operations involve both request and response messages but MQ queues are single directional.  In addition, IBM recommends that implementers create separate MQ queue name for each message.  Therefore, each MDE must provide a separate message queue for each message it supports.  The MQ queues for ECF 4.0 operations MUST be named in the format MDE.Message@QueueManager.  The name of each message MUST conform to the message names defined in Section 4.4 of the [ECF 4.0].  For instance, the FilingReview MDE mentioned above would have the following message queues associated with the required ECF 4.0 operations:
· FilingReview.ReviewFiling@AZSupremeCourt
· FilingReview.NotifyDocketingComplete@AZSupremeCourt
· FilingReview,MessageReceiptMessage@AZSupremeCourt
· 

Each operation MUST be either a required operation as defined in the ECF 4.0 specification or an optional operation identified as supported by the court through the current machine-readable court policy.  The response to a request for an operation not supported by the court MUST be reported as an MQ exception message to the reply queue of the requesting MDE.
2.6 Request and Operation Invocation

2.7 Each message transmission identifies the operation or operations being invoked by the queue to which it is addressed.




2.8 Synchronous Mode Response
The receiving MDE MUST deliver the synchronous response to a request sent using the MQ service interaction profile by sending the synchronous response to the reply queue of the requesting MDE.  The Correlation ID of the response message MUST match the Message ID of the request message.  Synchronous responses to requests MUST conform to the rules for message transmissions established in section 2.5 of this specification above.
2.9 Asynchronous Mode Response
The receiving MDE MUST deliver the asynchronous response to a request sent using the MQ service interaction profile by sending the asynchronous response to the reply queue of the requesting MDE.  The Correlation ID of the response message MUST match the Message ID of the request message.  The response message transmission MUST conform to the rules for message transmissions established in section 2.5 of this specification above.
2.10 Message/Attachment Delimiters
The ECF 4.0 message MUST be encapsulated in the first MQ message in the message group.  All attachments MAY be included in separate MQ messages as shown in Figure 1.  
2.11 Message Identifiers

Each MQ message MUST have a unique Message ID in the MQ Message Descriptor (MQMD) that uniquely identifies the content within that part.

2.12 Message Non-repudiation

The message stream will be encrypted and the identities of the end-points will be authenticated with MQSSL and certificates as defined in the “Security” section of the [MQ IC].

In addition, the MQ message MAY include a digital signature applied to the message group.  The digital signature MUST be conformant with the [XMLSIG] specification.  The algorithms defined by [XMLSIG] support non-repudiation of the signer and signing date through a digital signature created using the signer’s private key.  Because the sender is the only one with access to the private key and the date is included in the signature, receivers can be reasonably assured of the signer and signing date.
2.13 Message Integrity

Websphere MQ provides multiple access control mechanisms as defined in the “Security” section of the [MQ IC].  
In addition, the algorithms defined by [XMLSIG] support message integrity through inclusion of a public-key-based digital signature.  Because the signing date and message hash are included in the signature and the entire signature is computed using the sender’s private key, the receiver can compare the hashes to verify that the message has not been altered since it left the control of the sender on the specified date.

2.14 Message Confidentiality

The confidentiality of the message stream MAY be protected with SSL as defined in the “Security” section of the [MQ IC].
If the Filing Review MDE supports the filing of confidential filings and publishes the court’s public key in court policy, messages and attachments MAY be encrypted for filing into the court according the [XMLENC] specification.  Because the Filing Review MDE is the only one with access to the court’s private key, filers can be reasonably assured that only the Filing Review MDE will be able to read the message or attachment.  
This mechanism MAY be used to protect sensitive or confidential information in a filing such as the PaymentMessage  However, this specification does NOT support the transmission of messages and attachments encrypted with the court’s public key to other parties in the case.  Any messages and attachments transmitted to other parties MUST be either encrypted with the party’s public key or not encrypted.  This specification and the ECF 4.0 specification do NOT define the exchange or publication of public keys by persons or organizations other than the court.

2.15 Message Authentication

Each MDE MAY require SSL certificates for authentication to access the operations supported by that MDE.  If authentication is required, the sending MDE MUST provide the certificate credentials when submitting the request.
For instance, the Filing Review MDE MAY require authentication for ReviewFiling operations but not query operations. In that case, each Filing Assembly MDE would include the certificate assigned to them in each filing message stream.


2.16 Message Reliability

Websphere MQ is designed to guarantee delivery of all messages sent but does not guarantee the time of delivery.  If a court expresses support for message reliability in human-readable court policy, a sending MDE MAY include a Confirmation on Delivery (COD) indicator in the MQMD of the message.  The queue manager hosting the queues of an MDE that receives a message with a COD indicator MUST send the sending MDE a COD message when the original message is delivered to the receiving MDE.  

request with a SOAP envelope that includes reliability extensions MUST include reliability extensions as defined by [WS-RM 1.0] in the response.
2.17 Message Splitting and Assembly
By default, Websphere MQ limits to size of all logical messages to 100MB. Logical messages larger than the limit MAY be segmented into multiple pieces by the queue manager of the sending MDE and reassembled into the original logical messages by the receiving queue manager of the receiving MDE.

2.18 Transmission Auditing

The complete message content and context of each message MAY be accessed by the MDE through the MQI (Message Queue Interface)  and persisted for auditing purposes.
3 Service Definitions

Implementation of this service interaction profile MUST be described in a ?? file.
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Appendix C. (Informative) Example Implementation

An example implementation of this service interaction profile is included in TurboCourt-MessageExchageDefinitions.xsd file included with this specification.  Note that the following is for illustrative purposes only.
































Appendix D. (Informative) Example Transmissions

This non-normative section provides an example transmission that demonstrates an operation invocation, a synchronous response, and an asynchronous response using this service interaction profile.  Note that these examples are for illustrative purposes only.
D.1 Operation Invocation

This is an example of a request including a ReviewFiling operation invocation.

MIME-Version: 1.0

Content-Type: Multipart/Related; boundary=boundary; 
type=”application/xop+xml”;

   start="Envelope"

start-info=”text/xml”

--boundary

Content-Type:application/xop+xml;

 text/xml; charset="UTF-8"

Content-Transfer-Encoding: 8bit

Content-ID: Envelope
<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">

    <env:Body xmlns:types="http://example.com/some-namespace">

        <types:ReviewFiling>

        
<CoreFilingMessage>




…

 
</CoreFilingMessage>


<PaymentMessage>



…


</PaymentMessage>

        </types:ReviewFiling>

    </env:Body>

</env:Envelope>

--boundary

Content-Type: application/pdf
Content-Transfer-Encoding: binary

Content-ID: Attachment1
...Lead Document...

--boundary—
Content-Type: application/pdf

Content-Transfer-Encoding: binary

Content-ID: Attachment2

...Connected Document...

--boundary--



D.2 Synchronous Response

This is an example of a MessageReceiptMessage synchronous response.
MIME-Version: 1.0

Content-Type: Multipart/Related; boundary=boundary; 

type=”application/xop+xml”;

   start="Envelope"

start-info=”text/xml”

--boundary

Content-Type:application/xop+xml;

 text/xml; charset="UTF-8"

Content-Transfer-Encoding: 8bit

Content-ID: Envelope

<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">

    <env:Body xmlns:types="http://example.com/some-namespace">

        <types:ReviewFiling-Response>



<MessageReceiptMessage>




…



</MessageReceiptMessage>

        </types:ReviewFiling-Response>

    </env:Body>

</env:Envelope>


D.3 Asynchronous Response

This is an example of a NotifyFilingReviewComplete asynchronous response.

MIME-Version: 1.0

Content-Type: Multipart/Related; boundary=boundary; 

type=”application/xop+xml”;

   start="Envelope"

start-info=”text/xml”

--boundary

Content-Type:application/xop+xml;

 text/xml; charset="UTF-8"

Content-Transfer-Encoding: 8bit

Content-ID: Envelope

<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">

    <env:Body xmlns:types="http://example.com/some-namespace">

        <types:NotifyFilingReviewComplete>

        
<ReviewFilingCallbackMessage>




…

 
</ReviewFilingCallbackMessage>


<PaymentReceiptMessage>



…


</PaymentReceiptMessage>

        </types:NotifyFilingReviewComplete>

    </env:Body>

</env:Envelope>

--boundary

Content-Type: application/pdf

Content-Transfer-Encoding: binary

Content-ID: Attachment1

...Lead Document...

--boundary—
Content-Type: application/pdf

Content-Transfer-Encoding: binary

Content-ID: Attachment2

...Connected Document...

--boundary--
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