Proposed ABA eTrust Subcommittee Mission Statement

Terms and Definitions

Notarization - Notarization is understood to mean a notarial act performed by a commissioned Notary Public or other official qualified to administer oaths. A notarization requires the physical presence of the signer(s) before the Notary Public or other official.

Authentication – Understood in the context of notarization and the legal framework governing the issuance of Notary Public commissions and the official acts a Notary Public or other official may perform, authentication is a term with five distinct meanings:

1. Notary authentication – A Notary authentication is the authentication of the seal, signature and capacity of a notary or other official to have performed a notarial act as requested by the document holder in compliance with other United States’ or foreign jurisdictions’ requirements. Typically, a commissioning official may issue a certificate of authority or an Apostille as evidence of the authenticity of the Notary’s seal and signature. Unlike notarization, notary authentication does not require the physical presence of the notary before the official who authenticates. Authentication may be performed on the basis of either or both of the Notary’s commission seal and stored signature.
2. Document authentication – The execution of an “authentic act” by an appointed civil-law Notary. A document authentication includes “the particulars and capacities to act of any transacting parties, a confirmation of the full text of any necessary instrument, the signatures or their legal equivalent of any transacting parties, the signature and seal of a civil-law notary, and such other information prescribed by the Secretary of State” (see e.g., Chapter 118, Florida Statutes)

3. Identity authentication - The process of identifying an individual who appears before a Notary Public or other official qualified to administer oaths and requests a notarial act in connection with the individual’s participation in a transaction. Identity authentication is typically prescribed by state or federal law and can typically, as set forth in applicable laws, regulations or statutes, occur as a result of the personal knowledge of the individual by the Notary, the presentation of acceptable identification documents to the Notary by the individual, or the personal appearance of a credible identifying witness who takes an oath or affirmation from the Notary to vouch for the individual’s identity.

4. Non-repudiation authentication – The process of questioning a signer by a Notary or other official qualified to administer oaths to determine that the signature is affixed voluntarily, and for the purposes stated in the document. A notary journal entry with signer’s signature may be prima facie evidence of the signer’s intent. 
5. Tamper-evident authentication – A process with regard to electronically assisted notarizations whereby a notarized electronic document can be examined to determine whether tampering with the contents occurred after a notarial act was executed, which is typically accomplished by means of cryptography such as hashes, digital signatures, and digital certificates.

Mission

The principal mission of the eTrust subcommittee is to 

A. Identify best practices for electronic transactions where notarization is required or desirable;

B. Identify best practices for electronic transactions that require a certain level of authentication, but not necessarily notarization, and may be accomplished by automated machine processes rather than human beings;

C. Recommend areas for technical standards to be used for e-notarizations, as appropriate, beginning with XML standards.

�PAGE \# "'Page: '#'�'"  �� There is no law regarding authentication of electronic notarizations and no indication that “secure, automated machine processes” would be acceptable. Indeed, in much of the world, countries are loathe to accept any automation associated with authentications, and wish for foil or wax seals, stickers, signatures in colored ink, ribbons, grommets, et cetera.


�PAGE \# "'Page: '#'�'"  �� Even though many jurisdictions do not require it, a journal entry goes a long way in establishing non-repudiation. I’ve added my rough language to get at this concept. This idea may have additional validity in the electronic world, where a journal may be off-line verification of an on-line transaction.


RJH 4-2-04: I agree completely with Tom's comment.





