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1 Understanding of Requirement

The OASIS LegalXML eNotarization TC is developing an agreed set of technical specifications and schema to govern self-proving electronic legal information, specifically for eNotarizations.

As part of this activity specifications are required for the application of electronic signature standards to electronic documents and XML data structures within a set of XML based specifications for eNotarization.  Technical assistance from a consultant in XML and electronic signature technologies is required to assist in the drafting of such specifications 
An initial starting point for this specification is the LegalXML ECF signature profiles but additional alternatives are to be considered including the IETF / W3C XMLDSig and OASIS DSS.
It is desired that the electronic signature specifications support a range of signature mechanisms including:

· Signature based on symmetric algorithms
· Signatures based on asymmetric algorithms
· Signatures applied by proxy services
· Use of “Application” specific signatures embedded in the document being signed.
The signature mechanisms should support a range of document formats including those based on XML & PDF.

2 Approach

It is planned to support the development of specifications through the provision of the services of a consultant on electronic signatures, XML and standardization, in the following tasks: 

A) Participation eNotarization TC Meetings
The consultant will participate in eNotarization TC meetings from the period of the study (see below) only as needed and possible.  Otherwise, input will be provided to meetings by written comments commenting concerning any signature related issues identified in the agenda or minutes, and / or response produced to issues identified for consideration by the consultant..  If necessary, no more than one of these meetings will be face to face at a location to be agreed within USA.  All other meetings will be by telephone conferencing.  A cap of 10 meetings total to be attended in the period of this study is proposed.
B) Requirements Architecture

The consultant will generate an outline of requirements and architecture for the specifications and schema to be produced.  This will contain:
· A list of electronic signatures types in support of eNotarization and their requirements
· Existing specification(s) that can be used, or adapted for use, in the electronic signature specifications and schema
· Guidance on relating signature to signed document & other schema elements to be protected by signatures. This will be based upon existing methods such as Enveloped Signatures, Enveloping Signatures or detached Signatures related though outer schema structures or links, i.
· Requirements for management of the parameters of the signature to be applied.

· Recommendations on ensuring a common encoding of data in heterogeneous networked environment using existing tools e.g. XML Canonicalisation, XML normalisation, Based64 encoding

· Support for “application specific” signatures (i.e. Outside scope of eNotary standard) embedded within documents.

· Requirements for signature profiles supporting up to 4 alternatives signature mechanisms for which recognised algorithms exist. This includes support for asymmetric and HMAC-type detached symmetric key signatures
C) Signature Profiles

The consultant will produce, in consultation with the Notarization TC, profiles based on existing signature standards (e.g. ECF signature profiles / W3C XMLDSig) based on the requirements architecture agreed with the eNotarization TC.  This will be for up to 4 signature mechanisms as identified in the architecture and use of existing management protocols for selection of signature parameters.
D) Incorporation of signature elements within other eNotarization specifications
During the period of the study the consultant will provide review other eNotarization specifications and provide comments and input on aspects relating to the incorporation of electronic signatures. .

3 Time-Scale
a) Start date + 2 months: consultant to produce 1st draft requirements architecture document.
b) Start date + 3.5 months: eNotarization TC to provide comments on signature architecture

c) Start date + 4.5 months: consultant to produce revised signature architecture addressing all comments
d)  Start date + 6 months signature architecture agreed with eNotarization TC

e) Start date + 7 months consultant to produce 1st draft signature profiles

f) Start date + 8.5 eNotarization TC to provide comments on signature profiles

g) Start date + 9 months: consultant to produce 2nd draft signature profiles

h) Start date + 10 months: 2nd draft signature profiles agreed with eNotarization TC

Suitable contract provisions will be concluded to protect the TC against non-performance by the consultant and the consultant against an inability to perform because of deadlock within the TC.
4 Deliverables
A) Requirements architecture

B) Signature profiles including any specifications and schemas required to adapt the existing signature specifications to use within eNotarisation using symmetric and asymmetric algorithms.
C) Input to signature related aspects other eNotarization specifications and schema that make use of electronic signatures. 

As described in 2 above.

© Thales e-Security Ltd. 2006

Page 1 of 3
© Thales e-Security Ltd. 2006

Page 3 of 3

