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1. Introduction

This document defines the “Standard Interoperable Multi-Purpose Lightweight Extensible Schema Template” (SIMPLEST) profile for SPML2 [SPML2].  A profile describes the manner in which a requester and a provider agree to use the SPML2 protocol.  For example, a profile may specify a particular schema language, identifier format and query language.

This document describes the use of SAML attribute value assertions and assumes a specific schema as a data model for SPML-based identity management. (See the section entitled “Overview” below.) This profile is optional.

1.1.  Purpose

The SPMLv2 protocol is flexible and rich in function.  It is also complex. SPMLv2 operations support arbitrary XML payloads for managed objects.  A provider may expose multiple targets, each of which specifies a schema.  SPML2 also defines an extensible set of optional capabilities, of which each capability may imply additional operations or semantics.

Bang for the buck.  The primary purpose of this SIMPLEST profile is to provide the majority of function at a minimum of cost (in terms of implementation and overhead of operations).  The SIMPLEST profile requires only the core operations of SPML2.  The SIMPLEST profile also prescribes significant simplifications to how a requester and provider use these operations.

The secondary purpose of this SIMPLEST profile is to promote interoperability.  The SIMPLEST profile assumes a very simple schema model.  This SIMPLEST profile uses SAML 2.0 Attribute syntax because this syntax is both simple and general.  This SIMPLEST profile defines a specific schema in order to promote interoperability.  

The schema defines a set of object classes that represent entitities that are most common within the identity management domain. For each object class, the schema defines attributes that represent features and functions common to the identity management domain.

1.2. Organization

This document generally follows the organization of the SPML Specification document.  Individual sections describe the interaction of requester and provider in the context of this SIMPLEST profile.

1.3. Terminology

Within this document:
- The term “requester” always refers to a Requesting Authority (RA). 
- The term “provider” always refers to a Provisioning Service Provider (PSP).
- The term “target” always refers to a Provisioning Service Target (PST).
- The term “object” (unless otherwise qualified) refers to a Provisioning Service Object (PSO). 
- The term “client” (unless otherwise qualified) refers to a Requesting Authority (RA). 
- The term “server” (unless otherwise qualified) refers to a Provisioning Service Provider (PSP). 

1.4. Notation

This specification contains schema conforming to W3C XML Schema and normative text to describe the syntax and semantics of XML-encoded policy statements.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC2119]

"they MUST only be used where it is actually required for interoperation or to limit behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application features and behavior that affect the interoperability and security of implementations. When these words are not capitalized, they are meant in their natural-language sense.

This specification uses the following typographical conventions in text:

Format
Description
Indicates

attributeName
monospace font
with first letter lower-cased
The name of an XML attribute.

SPMLElementName
monospace font 
with first letter capitalized
The name of an XML element 
that is defined as part of SPMLv2.

ns:ForeignElementName
monospace font
with namespace prefix
The name of an XML element 
that is defined by another specification.

<SPMLElement>
monospace font
surrounded by <>
An instance of an XML element 
that is defined as part of SPMLv2.

<ns:ForeignElement>
monospace font 
with namespace prefix
surrounded by <>
An instance of an XML element 
that is defined by another specification.

Terms in italic bold-face are intended to have the meaning defined in the Glossary.

Listings of SPML schemas appear like this.

Example code listings appear like this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their respective namespaces as follows, whether or not a namespace declaration is present in the example:
- The prefix saml: stands for the SAML assertion namespace [SAML].
- The prefix ds: stands for the W3C XML Signature namespace [DS].
- The prefix xsd: stands for the W3C XML Schema namespace [XS].

2. Overview



The SIMPLEST profile uses a schema syntax [ATTR] that is both simple and general.

The SIMPLEST profile assumes a specific schema in order to increase interoperability.

The SIMPLEST profile uses schema attributes to support common functions 
(such as password maintenance and access disablement) in order to 
minimize the number of operations that a requester and a provider must support.

The SIMPLEST profile specifies that a requester need not be aware of targets
(except to preserve any targetID within a PSO Identifier).

The SIMPLEST profile specifies that execution must (appear to) be synchronous.
See the section entitled “Execution Mode (normative)” below.

2.1. Schema

This section defines a Standard Interoperable Multi-Purpose Lightweight Extensible Schema Template (SIMPLEST).  SIMPLEST assumes that each object is represented as a collection of SAML Attributes [ATTR].   SIMPLEST specifies a standard set of attributes to use in representing several classes of object essential to the domain of identity management: Person, Account, Group and Role.  These attributes describe common features of such objects.  Identity Management commonly involves these features.  

We call this a "Schema Template" because the standard set of attributes is not exhaustive.  requester and provider may use additional attributes, but those attributes must not conflict with (and must not bypass) the standard attributes defined here.  See Conformance. 

2.1.1. Person

An instance of the "Person" class normally represents a human being independent of any particular association with a computer system or application.  (In some cases, an instance of "Person" may represent a pseudo-user or an entity other than an actual human being.)

The following attributes are defined for the Person object class.  (The case of attribute names is not significant.)  The first set of attributes (related to naming) is common to all object classes.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

name
R
string
SV
The "friendly" identifier for this object.

DN
O
string
SV
Any DistinguishedName associated with this object.  Normally unique within a particular service instance.

CN
O
string
MV
Any Common Name associated with the object.  (Normally matches "name", although CN may have multiple values.)

GUID
O
string
SV
A globally unique and immutable identifier for the object.

The next set of attributes are common to both Person and Account.  (The identity management industry does not always clearly distinguish the two.)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

logonID
O
string
SV
A short name (usually eight characters or fewer) that is used to access a computer system or application.

email
O
string
MV
Electronic mail address for this Person or Account.

password
O
string
SV
A token that is used (along with a logonID) to access a computer system or application.

passwordExpired
O
boolean
SV
If read as "true", indicates that the password value is no longer valid.

Set "true" in order to mark the current password value as no longer valid.
(Set "false" in order to mark the current password value as valid.)

passwordExpireDate
O
dateTime
SV
Date and time the current password value is scheduled to expire.

Set a new value (in UTC format with no timezone) in order to change the date and time the current password value should expire. 

Set to an empty value in order to remove the scheduled expiration.

passwordValid
O
string
SV
Not available when the object is read.

Set to a new value in order to determine whether the new value would be valid as a password for the object.  Expect an error if the password would not be valid.

passwordReset
O
boolean
SV
If read as "true", indicates that the current password value was generated (and communicated to the Person out-of-band).

Set to "true" in order to replace the current password value with a generated value.  (Expect the new password value to be communicated to the Person by other means.)  The value will remain "true" until the Person sets a new password, at which time the value will be read as "false".

disabled
O
boolean
SV
If read as "true", indicates that all access by this Person or Account has been disabled.

Set "true" in order to disable all access by this Person or Account.

Set "false" in order to re-enable all access by this Person or Account.

disableDate
O
dateTime
SV
Date and time at which all access by this Person or Account is scheduled to be disabled.

Set a new value (in UTC format with no timezone) in order to change the date and time at which all access by this Person or Account is scheduled to be disabled. 

Set to an empty value in order to remove the scheduled disablement.

enableDate
O
dateTime
SV
Date and time at which all access by this Person or Account is scheduled to be enabled.

Set a new value (in UTC format with no timezone) in order to change the date and time at which all access by this Person or Account is scheduled to be disabled.

Set to an empty value in order to remove the scheduled enablement.

groups
O
string
MV
Each value of the attribute identifies a Group to which this Person or Account belongs.

roles
O
string
MV
Each value of the attribute identifies a Role to which this Person or Account belongs.

resources
O
string
MV
Each value of this attribute identifies a resource to which this Person or Account has been granted access explicitly. 

(This Person or Account may have been granted implicit access to other resources by default or by virtue of Group or Role membership.  Such implicit resources should not be included in the values of this attribute.  See for comparison the "effectiveResources" attribute.)

privileges
O
string
MV
Each value of this attribute identifies a privilege that this Person or Account has been granted explicitly. 

(This Person or Account may have been granted other implicit privileges by default or by virtue of membership in a Group or Role.  Such implicit privileges should not be included in the values of this attribute.  See for comparison the "effectivePrivileges" attribute.)

effectiveGroups
O
string
MV
Each value of this attribute identifies a Group to which this Person or Account belongs, whether directly or indirectly. 

(This attribute represents a complete list of Groups to which this Person or Account belongs. See for comparison the "groups" attribute.)

effectiveRoles
O
string
MV
Each value of this attribute identifies another Role to which this Person or Account belongs, whether directly or indirectly. 

(This attribute represents a complete list of Roles to which this Person or Account belongs. See for comparison the "roles" attribute.)

effectiveResources
O
string
MV
Each value of this attribute identifies a resource to which this Person or Account has been granted access, whether explicitly or implicitly. 

(This attribute represents a complete list of resources to which this Person or Account has access. See for comparison the "resources" attribute.)

effectivePrivileges
O
string
MV
Each value of this attribute identifies a privilege that this Person or Account has been granted, whether explicitly or implicitly. 

(This attribute represents a complete list of privileges this Person or Account has. See for comparison the "privileges" attribute.)

The final set of attributes is unique to Person.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

ownsAccounts
O
string
MV
Each value of this attribute identifies an Account that this Person owns (i.e., an Account that this Persons uses and for which this Person is responsible).

2.1.2. Account

An instance of the "Account" class normally represents an identity of a particular Person within the scope of a computer system or application.  

The following attributes are defined for the Account object class.  (The case of attribute names is not significant.)  The first set of attributes (related to naming) is common to all object classes.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

name
R
string
SV
The "friendly" identifier for this object.

DN
O
string
SV
Any DistinguishedName associated with this object.  Normally unique within a particular service instance.

CN
O
string
MV
Any Common Name associated with the object.  (Normally matches "name", although CN may have multiple values.)

GUID
O
string
SV
A globally unique and immutable identifier for the object.

The next set of attributes are common to both Person and Account.  (The identity management industry does not always clearly distinguish the two.)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

logonID
O
string
SV
A short name (usually eight characters or fewer) that is used to access a computer system or application.

Email
O
string
MV
Electronic mail address for this Person or Account.

Password
O
string
SV
A token that is used (along with a logonID) to access a computer system or application.

passwordExpired
O
boolean
SV
If read as "true", indicates that the password value is no longer valid.

Set "true" in order to mark the current password value as no longer valid.
(Set "false" in order to mark the current password value as valid.)

passwordExpireDate
O
dateTime
SV
Date and time the current password value is scheduled to expire.

Set a new value (in UTC format with no timezone) in order to change the date and time the current password value should expire. 

Set to an empty value in order to remove the scheduled expiration.

passwordValid
O
string
SV
Not available when the object is read.

Set to a new value in order to determine whether the new value would be valid as a password for the object.  Expect an error if the password would not be valid.

passwordReset
O
string
SV
If read as "true", indicates that the current password value was generated (and communicated to the Person out-of-band).

Set to "true" in order to replace the current password value with a generated value.  (Expect the new password value to be communicated to the Person by other means.)  The value will remain "true" until the Person sets a new password, at which time the value will be read as "false".

Disabled
O
boolean
SV
If read as "true", indicates that all access by this Person or Account has been disabled.

Set "true" in order to disable all access by this Person or Account.

Set "false" in order to re-enable all access by this Person or Account.

disableDate
O
dateTime
SV
Date and time at which all access by this Person or Account is scheduled to be disabled.

Set a new value (in UTC format with no timezone) in order to change the date and time at which all access by this Person or Account is scheduled to be disabled. 

Set to an empty value in order to remove the scheduled disablement.

enableDate
O
dateTime
SV
Date and time at which all access by this Person or Account is scheduled to be enabled.

Set a new value (in UTC format with no timezone) in order to change the date and time at which all access by this Person or Account is scheduled to be disabled.

Set to an empty value in order to remove the scheduled enablement.

Groups
O
string
MV
Each value of the attribute identifies a Group to which this Person or Account belongs explicitly.

(This Person or Account may belong to other Groups implicitly--e.g., by virtue of Group nesting.  Such implicit Groups should not be included in the values of this attribute.  See for comparison the "effectiveGroups" attribute.)

Roles
O
string
MV
Each value of the attribute identifies a Role to which this Person or Account belongs explicitly.

(This Person or Account may belong to other Roles implicitly--e.g., by virtue of Role nesting.  Such implicit Roles should not be included in the values of this attribute.  See for comparison the "effectiveRoles" attribute.)

Resources
O
string
MV
Each value of this attribute identifies a resource to which this Person or Account has been granted access explicitly. 

(This Person or Account may have been granted implicit access to other resources by default or by virtue of Group or Role membership.  Such implicit resources should not be included in the values of this attribute.  See for comparison the "effectiveResources" attribute.)

Privileges
O
string
MV
Each value of this attribute identifies a privilege that this Person or Account has been granted explicitly. 

(This Person or Account may have been granted other implicit privileges by default or by virtue of membership in a Group or Role.  Such implicit privileges should not be included in the values of this attribute.  See for comparison the "effectivePrivileges" attribute.)

effectiveGroups
O
string
MV
Each value of this attribute identifies a Group to which this Person or Account belongs, whether directly or indirectly. 

(This attribute represents a complete list of Groups to which this Person or Account belongs. See for comparison the "groups" attribute.)

effectiveRoles
O
string
MV
Each value of this attribute identifies another Role to which this Person or Account belongs, whether directly or indirectly. 

(This attribute represents a complete list of Roles to which this Person or Account belongs. See for comparison the "roles" attribute.)

effectiveResources
O
string
MV
Each value of this attribute identifies a resource to which this Person or Account has been granted access, whether explicitly or implicitly. 

(This attribute represents a complete list of resources to which this Person or Account has access. See for comparison the "resources" attribute.)

effectivePrivileges
O
string
MV
Each value of this attribute identifies a privilege that this Person or Account has been granted, whether explicitly or implicitly. 

(This attribute represents a complete list of privileges this Person or Account has. See for comparison the "privileges" attribute.)

The final set of attributes is unique to Account.  (Account trades the "ownsAccount" attribute of Person with the inverse attribute "ownedByPerson".  Account also adds the attributes "host" and "lockedOut".)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

ownedByPerson
O
string
SV
Identifies the Person who owns this Account (i.e., the Person who uses this Account and who is responsible for this Account).

Host
O
string
SV
Identifies the computer system or application that defines this Account.

lockedOut
O
boolean
SV
If read as "true", indicates that the host (computer system or application) has temporarily disabled access by this Account.

Set "true" in order to temporarily disable access to the host by this Account.

Set "false" in order to re-enable access to the host by this Account (if access was temporarily disabled due to lockout).

2.1.3. Group

An instance of the "Group" class normally represents a collection of Persons or Accounts within the scope of a computer system or application.  (In some cases, a Group may contain objects of other classes.)

The following attributes are defined for the Group object class.  (The case of attribute names is not significant.)  The first set of attributes (related to naming) is common to all object classes.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

name
R
string
SV
The "friendly" identifier for this object.

DN
O
string
SV
Any DistinguishedName associated with this object.  Normally unique within a particular service instance.

CN
O
string
MV
Any Common Name associated with the object.  (Normally matches "name", although CN may have multiple values.)

GUID
O
string
SV
A globally unique and immutable identifier for the object.

The next set of attributes are common to both Group and Role.  (The identity management industry does not always consistently distinguish the two.)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

description
O
string
SV
Text that describes this object.

resources
O
string
MV
Each value of this attribute identifies a resource to which membership in this Group or Role conveys access explicitly.

(Membership in this Group or Role may convey access to other resources implicitly --e.g., by default or by virtue of another Group or Role that this Group or Role contains. Such implicit resources should not be included in the values of this attribute.  See for comparison the "effectiveResources" attribute.)

privileges
O
string
MV
Each value of this attribute identifies a privilege that membership in this Group or Role conveys explicitly. 

(Membership in this Group or Role may convey other privileges implicitly --e.g., by default or by virtue of membership in a Group or Role.  Such implicit privileges should not be included in the values of this attribute.  See for comparison the "effectivePrivileges" attribute.)

effectiveResources
O
string
MV
Each value of this attribute identifies a resource to which membership in this Group or Role conveys access, whether explicitly or implicitly. 

(This attribute represents a complete list of resources to which membership in this Group or Role conveys access. See for comparison the "resources" attribute.)

effectivePrivileges
O
string
MV
Each value of this attribute identifies a privilege that membership in this Group or Role conveys, whether explicitly or implicitly. 

(This attribute represents a complete list of privileges that membership in this Group or Role conveys. See for comparison the "privileges" attribute.)

The final set of attributes is unique to Group. 

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

containsGroups
O
string
MV
Each value of this attribute identifies another Group that this Group contains directly.  (A Group that this Group contains only indirectly should not appear as a value of this attribute.  See for comparison the "effectiveGroups" attribute.)

(What it means to contain another Group varies widely across systems and applications.)

effectiveGroups
O
string
MV
Each value of this attribute identifies another Group that this Group contains, whether directly or indirectly. 

(This attribute represents a complete list of Groups that this Group contains. See for comparison the "containsGroups" attribute.)

2.1.4. Role

An instance of the "Role" class normally represents an abstract description of a Person or Account that conveys a set of privileges or other attributes within the scope of a computer system or application. A Role may also function as collection of Persons or Accounts.  (In some cases, a Role may contain objects of other classes.)

The following attributes are defined for the Role object class.  (The case of attribute names is not significant.)  The first set of attributes (related to naming) is common to all object classes.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

name
R
string
SV
The "friendly" identifier for this object.

DN
O
string
SV
Any Distinguished Name associated with this object.  Normally unique within a particular service instance.

CN
O
string
MV
Any Common Name associated with the object.  (Normally matches "name", although CN may have multiple values.)

GUID
O
string
SV
A globally unique and immutable identifier for the object.

The next set of attributes are common to both Group and Role.  (The identity management industry does not always consistently distinguish the two.)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

description
O
string
SV
Text that describes this object.

resources
O
string
MV
Each value of this attribute identifies a resource to which membership in this Group or Role conveys access explicitly.

(Membership in this Group or Role may convey access to other resources implicitly --e.g., by default or by virtue of another Group or Role that this Group or Role contains. Such implicit resources should not be included in the values of this attribute.  See for comparison the "effectiveResources" attribute.)

privileges
O
string
MV
Each value of this attribute identifies a privilege that membership in this Group or Role conveys explicitly. 

(Membership in this Group or Role may convey other privileges implicitly --e.g., by default or by virtue of membership in a Group or Role.  Such implicit privileges should not be included in the values of this attribute.  See for comparison the "effectivePrivileges" attribute.)

effectiveResources
O
string
MV
Each value of this attribute identifies a resource to which membership in this Group or Role conveys access, whether explicitly or implicitly. 

(This attribute represents a complete list of resources to which membership in this Group or Role conveys access. See for comparison the "resources" attribute.)

effectivePrivileges
O
string
MV
Each value of this attribute identifies a privilege that membership in this Group or Role conveys, whether explicitly or implicitly. 

(This attribute represents a complete list of privileges that membership in this Group or Role conveys. See for comparison the "privileges" attribute.)

The final set of attributes is unique to Role.  (Role trades the "containsGroup" attribute of Group with the analogous attribute "containsRole".)

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

containsRole
O
string
MV
Each value of this attribute identifies another Role that this Role contains.  

(What it means to contain another Role varies widely across systems and applications.)

effectiveRoles
O
string
MV
Each value of this attribute identifies another Role that this Role contains, whether directly or indirectly. 

(This attribute represents a complete list of Roles that this Role contains. See for comparison the "containsRoles" attribute.)

2.1.5. Organization

An instance of the "Organization" class normally represents a container node in a hierarchy. Organization objects can be used to represent companies, departments, geographies, or other organizational constructs.

The following attributes are defined for the Organization object class.  (The case of attribute names is not significant.)  The first set of attributes (related to naming) is common to all object classes.

AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

name
R
string
SV
The "friendly" identifier for this object.

DN
O
string
SV
Any DistinguishedName associated with this object.  Normally unique within a particular service instance.

CN
O
string
MV
Any Common Name associated with the object.  (Normally matches "name", although CN may have multiple values.)

GUID
O
string
SV
A globally unique and immutable identifier for the object.

 
AttributeName
Required/
Optional
Syntax
Multi-Valued?
Description

description
O
string
SV
Text that describes this object.

parentOrg
O
string
MV
Each value of this attribute identifies an organization that contains this organization.

(Normally single-valued. Multi-valued for matrix organizations.)

childOrg
O
string
MV
Each value of this attribute identifies an organization that this organization directly contains. 

contactPerson
O
string
MV
Each value of this attribute identifies a  contact person for this organization.

street
O
string
MV


pobox
O
string
MV


city
O
string
MV


state
O
string
MV


postalCode
O
string
MV


country
O
string
MV


phone
O
string
MV


fax
O
string
MV


email
O
string
MV


2.2. Profile

3. Protocol

In this profile, the schema-defined data for each PSO is a collection of SAML Attribute instances. The attributes in this collection should be consistent with the standard attributes defined in the Standard Interoperable Multi-Purpose Lightweight Extensible Schema Template (SIMPLEST).  See the section entitled "Schema" above.

Since SPML2 treats the schema-defined XML representation of each object as an arbitrary payload, these attributes flow through the protocol requests as easily as any other schema-defined XML data.  However, the choice of SAML Attributes as the XML representation for each object (together with simplifications that this profile specifies for the standard SPML2 operations) affects the manner in which a requester modifies and selects objects.

3.1. Execution Mode (normative)

In the SIMPLEST profile, execution must be (or must appear to be) synchronous.

· A requester MUST NOT request asynchronous execution.
That is, an SPML request MUST NOT specify “executionMode=’asynchronous’”.  
An SPML request MAY specify “executionMode=’synchronous’” 
or (an SPML request MAY) omit “executionMode”.

· A provider MUST respond as if the requested operation had been executed synchronously.
That is, a provider’s response MUST NOT specify “status=’pending’” 
and (a provider’s response) MUST have the same content as it would have had
if the requested operation had been executed synchronously.

3.2. Identifiers XML PSOs

3.2.1. PSO Identifier (normative)

Any value that uniquely identifies a PSO MAY serve as the PSO Identifier. A requester SHOULD treat the value of a PSO Identifier as opaque.  (That is, a requester should not seek to decompose a PSO Identifier into significant parts, nor should a requester interpret the any part of the PSO Identifier.)  A requester MUST specify as a PSO Identifier the complete <spml:psoID> element as it was received from the provider.

The provider MUST ultimately determine the PSO Identifier for an object.  Where a requester suggests a PSO Identifier for an object (as in an addRequest), that requester MUST be prepared to accept instead any PSO Identifier that the provider returns (e.g., in the addResponse).  A modify operation MAY also change the PSO Identifier for an object.  A requester MUST be prepared to accept any PSO Identifier that the provider returns (in this case, in the modifyResponse).

1. The value of the "GUID" attribute (if it is available) makes the best identifier for a PSO, since a GUID value is globally unique and immutable.  

2. The next best choice is the value of the "DN" attribute (if it is available), since the DN value is typically unique within a service instance.

3. The value of the "logonID" attribute or the "email" attribute may also make an acceptable identifier for a PSO, since these values are likely to be relatively unique.  

4. The value of the "name" attribute may also make an acceptable identifier for a PSO, as long as the name value is sufficiently unique.  

Compound identifiers.  Since the PSO Identifier may be any opaque identifier for the PSO, a provider may compose an "ID" value by combining several attribute values.  For that matter, since the {spml:PSOIdentifierType} extends {spml:ExtensibleType}, a provider may inject additional attributes into the <spml:psoID> element.

However, these "compound" approaches tend to limit interoperability.  Some XML parsers do not handle the {xsd:anyAttribute} syntax well. Furthermore, a requester may have trouble composing a PSO ID that follows the formula that suits the provider.

TargetID.  The "targetID" attribute of an <spml:psoID> is optional.  A provider that exposes only one target may omit the "targetID" attribute. 

requesters that use the SIMPLEST profile are (for the most part) blind to targets.  However, a requester must treat the PSO ID as an opaque token.  (That is, any <spml:psoID> element that is supplied as part of a request must contain every attribute value and sub-element that the <spml:psoID> contained when it was received from the provider.)

Must be unique.  Whatever value is (or whatever values are) used to construct a PSO ID, each PSO ID must resolve to a single PSO.

For instance if an opaque GUID is used for the PSO ID:

<spml:pso>


<spml:psoID ID="2244" targetID="target2"/>


…

</spml:pso>

3.2.2. PSO Data

The PSO Data element contains samlattr:Attribute elements.

<spml:pso>


…


<spml:data>



<Attribute AttributeName="objectclass">




<AttributeValue>Person</AttributeValue>



</Attribute>



<Attribute AttributeName="objectclass" AttributeNamespace="urn:SIMPLEST>




<AttributeValue>Person</AttributeValue>



</Attribute>




<name>John Doe</cn>




<cn>John Doe</cn>




<loginID>jdoe<uid>




<email>jdoe@acme.com</email>




<phone>





<home>555-2323</home>





<work>555-6767x321</work>




</phone>



</user>


</spml:data>

</spml:pso>

3.3. Selection

3.4. Operations

3.4.1. Core Operations

3.4.1.1. listTargets

3.4.1.1.1. listTargetsRequest (normative)

A requester using the SIMPLEST profile does not strictly need the listTargets operation.  

· The requester does not care about targets and will not specify a targetID as part of any request (except to preserve any targetID that occurs within an <spml:psoID> -- see the section entitled "PSO Identifier" above.)  

· The SIMPLEST profile fixes the schema model and the standard attributes.

· Standard attributes of the SIMPLEST profile support functions that are equivalent to the (functions of the optional operations defined by the) Password Capability and Suspend Capability.

· Standard attributes of the SIMPLEST profile represent common relationships that might otherwise be represented as references using the Reference Capability.

· a requester that wishes to use optional operations (such as those defined as part of the Search Capability, Batch Capability or Bulk Capability) must be prepared to detect and handle errors when a provider does not support such optional operations.

SPML2 requires that each provider implement the listTargets operation.  However, since the SIMPLEST requester needs very little information from it, a provider that wishes to support only the SIMPLEST profile may return a minimal response.

<spml:listTargetsResponse status="success">


<spml:target targetID=”target1”>



<spml:schema ref=urn:oasis:names:tc:SPML:2.0:SIMPLEST/>


</spml:target>

</listTargetsResponse>

This response declares that the provider supports only a single target, and that the provider's only target supports the SIMPLEST schema.

3.4.1.1.2. listTargetsResponse (normative)

3.4.1.1.3. listTargets Examples

3.4.1.2. add

3.4.1.2.1. addRequest (normative)

The Add Request creates PSOs. The Add Request must contain a <data> element that contains one or more SAML Attributes that define the new PSO. The Add Request may also pass a PSO Identifier (<psoId> element). If a PSO identifier is not defined in the Add Request, the new PSO Identifier must be returned in the Add Response. 

<spml:addRequest>


<spml:data>



<Attribute AttributeName="name"




<AttributeValue>John Doe</AttributeValue>



</Attribute>



<Attribute AttributeName="logonID"




<AttributeValue>jdoe</AttributeValue>



</Attribute>



<Attribute AttributeName="email"




<AttributeValue>jdoe@acme.com</AttributeValue>



</Attribute>



<Attribute AttributeName="objectclass"




<saml:AttributeValue>Person</AttributeValue>



</Attribute>


</spml:data>

</spml:addRequest >

3.4.1.2.2. addResponse (normative)

The Add Response would contain the status. If the request is successful, the response could include the new PSO ID and data. For instance:

<spml:addResponse status="spml:success">


<spml:psoID ID="e83912:10540392175:-8000"/>


<spml:data>



<Attribute AttributeName="name"




<AttributeValue>John Doe</AttributeValue>



</Attribute>



<Attribute AttributeName="CN"




<AttributeValue>John Doe</AttributeValue>



</Attribute>



<Attribute AttributeName="GUID"




<AttributeValue>e83912:10540392175:-8000</AttributeValue>



</Attribute>



<Attribute AttributeName="logonID"




<AttributeValue>jdoe</AttributeValue>



</Attribute>



<Attribute AttributeName="email"




<AttributeValue>jdoe@acme.com</AttributeValue>



</Attribute>



<Attribute AttributeName="objectclass"




<saml:AttributeValue>Person</AttributeValue>



</Attribute>


</spml:data>

</spml:addResponse>

3.4.1.2.3. add Examples

3.4.1.3. lookup

3.4.1.3.1. lookupRequest (normative)

The Lookup Request returns the data for an identified PSO. The Lookup Request always contains the PSO Identifier.

<spml:lookupRequest returnData = "spml:everything">


<spml:psoID ID="2244" targetID="target2"/>

</spml:lookupRequest>

3.4.1.3.2. lookupResponse (normative)

The Lookup Response (if successful) will return the data for the identified PSO.

<spml:lookupResponse>


<spml:psoID ID="2244" targetID="target2"/>


<spml:data>



<user>




<cn>John Doe</cn>




<uid>jdoe<uid>




<email>jdoe@acme.com</email>




<phone>





<mobile>555-1212</mobile>





<home>555-2323</home>





<work>555-6767x321</work>




</phone>



</user>


</spml:data>

</spml:lookupResponse>

3.4.1.3.3. lookup Examples

3.4.1.4. modify

3.4.1.4.1. modifyRequest (normative)

The Modify Request modifies PSOs. The Modify Request always contains the PSO Identifier and at least one <spml:modification>.  ModificationMode can be one of 'add', 'replace' or 'delete'.

Add. Adding a new attribute is simple.  Adding a new attribute that matches an existing attribute (i.e., an attribute that has the same attributeName and AttributeNamespace as an existing Attribute of the object) simply adds to the existing Attribute any AttributeValue from the new Attribute that the existing Attribute does not already contain.

Delete. Deleting an attribute is also simple.  Any attribute that is optional may be deleted.  The requester uses the <component> (sub-element of <modification>) to specify the attribute to delete.

· "path" specifies the AttributeName of the attribute to delete.  

· "namespaceURI" specifies the AttributeNamespace of the attribute to delete.

Deleting a specific attribute value, however, is not simple.  There is no syntax to specify which value should be deleted.  (Unless we want to say that path may specify both attributeName and attributeValue, as for example in "path='name/John Doe'".)  Instead, a requester must replace the attribute.  See the "Replace" topic below within this section.)

Replace. Each attribute that is specified as within the modification's <data> element replaces any corresponding attribute of the object entirely (i.e., including all values of the attribute).  In fact, the way to delete a specific attribute value is to replace the attribute with (a new copy of the attribute that contains) all of the current values except the value to be deleted.

A strict provider may treat as an error a request to replace an attribute that does not currently exist in the object, but a lax provider should simply add the attribute.

<spml:modifyRequest >


<spml:psoID ID="e83912:10540392175:-8000"/>


<spml:modification modificationMode="spml:replace">



<spml:data>




<Attribute AttributeName="name"





<AttributeValue>Jane Doe</AttributeValue>




</Attribute>



</spml:data>


</spml:modification>

</spml:modifyRequest>

To replace a sub-element:

<spml:modifyRequest >


<spml:psoID ID="2244" targetID="target2"/>


<spml:modification modificationMode="spml:replace" >



<spml:component path="./phone" namespaceURI="http://www.w3.org/TR/xpath20"/>



<spml:data>




<phone>





<mobile>555-1212</mobile>





<home>555-2323</home>





<work>555-6767x321</work>




</phone>



</spml:data>


</spml:modification>

</spml:modifyRequest>

To delete a sub-element:

<spml:modifyRequest >


<spml:psoID ID="2244" targetID="target2"/>


<spml:modification modificationMode = "spml:delete" >



<spml:component path="./phone" namespaceURI="http://www.w3.org/TR/xpath20"/>


</spml:modification>

</spml:modifyRequest>

3.4.1.4.2. modifyResponse (normative)

3.4.1.4.3. modify Examples

3.4.1.5. delete

3.4.1.5.1. deleteRequest (normative)

The Delete Request deletes PSOs. The Delete Request always contains the PSO Identifier.

<spml:deleteRequest>


<spml:psoID ID="2244" targetID="target2"/>

</spml:deleteRequest >

3.4.1.5.2. deleteResponse (normative)

3.4.1.5.3. delete Examples

3.4.2. Search Capability

The SIMPLEST profile requires only the core operations that SPML2 requires.  However, the search operation is very desirable to most requesters, and this profile recommends that a provider support the search operation (if the provider finds it practical to do so).  

The Search Capability of SPML2 defines three operations: search, iterate, and closeIterator.  This profile recognizes that a provider may not wish to support all the operations of the Search Capability.

SPML2 specifies that a provider that declares support for a capability must support all of the operations that the capability defines.  In order to comply with the SPML2 specification, a provider that wishes not to support the iterate operation or (not to support) the closeIterator operation MUST NOT declare in its listTargetsResponse that it supports the Search Capability (for any target that specifies SIMPLEST as its schema).  

A requester that uses the SIMPLEST profile SHOULD NOT rely on a provider’s declaration of support for the Search Capability to indicate whether the provider supports the search operation.  Instead, a SIMPLEST requester that wishes to use the search operation should try to do so and SHOULD be prepared to handle a response that specifies “error=’unsupportedOperation’”.  

A provider that wishes not to support the iterate operation or (not to support) the closeIterator operation SHOULD implement the operations so as to return a minimal response that specifies “error=’unsupportedOperation’”.  A provider that wishes not to support the ‘search’ operation SHOULD implement the ‘search’ operations so as to return a minimal response that specifies “error=’unsupportedOperation’”.  

3.4.2.1. search

3.4.2.1.1. searchRequest (normative)

The search request can specify a search base and an XPath selection statement.

<spmlsearch:searchRequest>


<spmlsearch:query scope = "spmlsearch:oneLevel" targetID="target2">


    <spml:select>/user</spml:select>


</spmlsearch:query>

</spmlsearch:searchRequest>

The select clause for the search request treats each target as a document root that (directly or indirectly) contains all other objects as nodes. So, for example, 

· "/Person" would select every Person object that the target directly contains.

· "//Person" would select every Person object on a target, 
no matter which container was the Person object's parent. 

· "/Group" would select every Group object that the target directly contains.

· "//Group" would select every Group object on a target, 
no matter which container was the Group object's parent. 

3.4.2.1.2. searchResponse (normative)

3.4.2.1.3. search Examples

The search response, if successful, would contain all of the PSOs that satisfied the search criteria. For instance:

<spml:searchResponse status = "spml:success">


<spml:pso>



<spml:psoID ID="2244" targetID="target2"/>



<spml:data>




<user>





<cn>John Doe</cn>





<uid>jdoe<uid>





<email>jdoe@acme.com</email>




</user>



</spml:data>


</spml:pso>


<spml:pso>



<spml:psoID ID="2245" targetID="target2"/>



<spml:data>




<user>





<cn>Jane Smith</cn>





<uid>jsmith<uid>





<email>jsmith@acme.com</email>




</user>



</spml:data>


</spml:pso>

</spml:searchResponse>

4. Conformance (normative)

Schema Conformance. A requester and provider MAY use object classes in addition to those defined in the SIMPLEST schema.  A requester or provider MUST NOT use an object class that conflicts with an object class that the SIMPLEST schema defines.  A requester or provider MUST NOT use an object class that bypasses (i.e., duplicates the intended function of) an object class that the SIMPLEST schema defines. 

A requester or provider MAY use attributes in addition to those required by the object class that the SIMPLEST schema defines.  Those attributes must not conflict with (and must not bypass) the standard attributes defined here. In addition, a compliant requester or provider must not use additional attributes that duplicate the function of these standard attributes without also supporting the functionally equivalent standard attributes.  A compliant requester or provider SHOULD convert those additional attributes to the functionally equivalent standard attributes (rather than duplicating the function with additional attributes), but simple duplication does not 

5. Specification (Normative)

5.1. Namespaces

5.2. Core Capability

5.2.1. Element <spml:data> 

The <spml:data> element MAY contain any number of XML elements. The elements MUST conform to the XSD specified in the spml:schema for that target.

5.2.2. Element <spml:modification>

The <spml:modification> element MAY contain any number of XML elements. The <spml:modification> element MUST define the “modificationMode” attribute to be one of “add”, “replace”, or “delete”.  

An <spml:modification> element MAY contain at most one <component> element.  If the modification is on a sub-element of the PSO data, the component element MUST be set to the XPath state that uniquely identifies the sub-element withen the PSO data root element. If the modification is on the PSO data root element, the component element MAY be omitted.

An <spml:modification> element MAY contain at most one <data> element.  If the <spml:modification> contains a <component> element, then the <spml:modification> MUST contain a <data> element.

Modification component. An <spml:component> element MUST have a “namespaceURI” attribute and MUST have a “path” attribute. 

The value of the “namespaceURI” attribute MUST specify the XML namespace of a query language. The value of the “path” attribute MUST be an expression that is valid in the query language that “namespaceURI” specifies. (For example, if a requester uses XPath 2.0 as the query language for the “path” attribute, the value of the “namespaceURI” attribute MUST be "http://www.w3.org/TR/xpath20".)

The value of the “path” attribute MUST specify an attribute or a sub-element (or an attribute of a sub-element) of the object that the provider is to modify.  The specified attribute or element MUST be valid (according to the schema of the target) for the schema entity of which the object to be modified is an instance.

An <spml:component> element MAY include <spml:namespacePrefixMap> elements that defines the namespace prefixes that are used in the XPath path. Each “prefix” attribute on the <spml:namespacePrefixMap> element MUST exactly match one the namespace prefixes used in the Xpath.

Modification data.  A requester must specify as the content of the <data> sub-element of a <modification> any value that is to be added to, replaced within, or deleted from the element or attribute that the <component> element specifies.

· In the XML Schema profile, a requester that specifies a <component> element within a <modification> element with “modificationMode=’add’” or (within a <modification> element with) “modificationMode=’modify’” MUST specify a value that is to replace the element or attribute that the <component> element specifies. 

· If the <component> element (XPath expression) specifies an XML element, then the value (that is the content of the <data> element) MUST be one or more XML elements that are valid (according to the schema of the target) for the element that the <component> element specifies. 

· If the <component> element (XPath expression) specifies an XML attribute, then the value MUST be valid (according to the schema of the target) for the attribute that the <component> element specifies.

· In the XML Schema profile, a requester that specifies a <component> element within a <modification> element with “modificationMode=’delete’” MUST NOT specify a value. The (XPath expression that is the value of the) <component> element MUST specify the set of elements or (MUST specify) the attribute that the provider should delete. 

· If the <component> element (XPath expression) specifies a set of XML elements, then each XML element that the <component> element specifies must be optional (i.e., “minOccurs=’0’”) according to the schema of the target for the object to be modified. 

· If the <component> element (XPath expression) specifies an XML attribute, then the specified attribute MUST be optional (according to the schema of the target) for the object to be modified.

5.2.3. Element <spml:schema>

If the schema is included as content of an <spml:schema> element, the <spml:schema> element MUST contain at least one <xsd:schema> element. If the schema is not included as content of an <spml:schema> element, the “ref” attribute on the <spml:schema> element MUST be set to the URN of the referenced schema. If the schema is included as content of an <spml:schema> element, a requester should ignore any “ref” attribute on the <spml:schema> element. 

If a provider supports only a subset of the top-level elements that are defined in the schema for a target, then the <spml:schema> element MUST contain at least one <spml:supportedSchemaEntity> element. Each <spml:supportedSchemaEntity> element specifies a top-level schema element that the provider supports for that target.

If the <spml:schema> element contains no <spml:supportedSchemaEntity> element, then the requester may assume that the provider supports for that target all of the top-level elements that the schema of the target defines.

5.2.4. Element <supportedSchemaEntity>

The “entityName” attribute on the <spml:supportedSchemaEntity> element MUST refer to a top-level element that is defined in the schema for a target. The provider MUST support every sub-element and attribute of the referenced schema element.

5.3. Search Capability

5.3.1. Element <spmlsearch:query>

The <spmlsearch:query> element MUST contain (as open content) at least one <saml:Attribute> instance.  The set of <saml:Attribute> instances that an <spmlsearch:query> element contains are to be interpreted as a filter as follows:

· Each <saml:Attribute> is interpreted as an attribute condition.  
In order to match an attribute condition, an object must contain an attribute 
with the same AttributeName and with the same AttributeNamespace 
that the attribute condition specifies.

· Multiple AttributeValues within an attribute condition are logically ORed.
(That is, if an attribute condition specifies more than one AttributeValue, 
then the corresponding attribute of a matching object must contain an AttributeValue 
that matches at least one AttributeValue that the attribute condition specifies.)

· A single, empty AttributeValue matches any AttributeValue.  
(That is, any object that has an AttributeValue for the corresponding attribute 
matches an attribute condition that specifies only one AttributeValue element 
that has no content.)

· Attribute conditions are logically ANDed. 
An object must satisfy every attribute condition in order satisfy the set of attribute conditions.
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