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Ad Hoc Open Meeting on Cyber Identity

16th October 2003

CEN/CENELEC Meeting Centre 

36 Rue de Stassart, B-1050 Brussels

 10.00-17.00

The technologies for cyber identity management are rapidly evolving. Already there are multiple techniques and emerging services for identifying and managing different kinds of entities – including organisations, people and objects – automatically, electronically and in real-time. With technologies such as Radio Frequency Identification (RFID) and industry specifications such as Electronic Product Code (EPC), everything can potentially be tagged, and every object can potentially be intelligent. In the vision of the Identity Web of the not-too-distant future, every entity is findable, trace-able, verifiable and potentially knowable.  

How to manage the identities of organisations, people and objects and the extent to which the different entities need to be / should be interlinked and mutually reference-able are becoming major issues. And how these issues are to be solved have far reaching ramifications from the technical requirements for online registries both existing and emerging to societal considerations about access and access rights to “basic” online resources by the individual. Some foundation work already exists in developing a technical framework for online identity management (e.g. eXtensible Name Service XNS maintained by the XNS Public Trust Organization). But an overview of the issues seems to be lacking, including a full assessment from the perspective of interoperable eBusiness transaction requirements and specific European requirements including regulatory requirements. Relevant European developments include the regulation and implementation of .eu Top Level Domain (TLD) and .eu Registry, legislation regarding the establishment of a European Company (Societas Europeae  - SE), as well as Directives regarding electronic signatures and privacy protection and their supporting technical specifications developed by the European Standards Organisations.

Cyber identity services have been identified by the CEN/ISSS e-Business Standards Focus Group as being one set of basic services for enabling a trusted framework of eBusiness
.  In the online world, as in the physical world, an entity can be associated with multiple identities linked to various identifiers. For online business, a persistent problem has been the ability to identify an entity accurately and precisely in a particular context. Proliferation of identification schemes in use for electronic data exchange continues despite many efforts and initiatives over the years in the direction of harmonization. These schemes may relate to particular sectors, to particular communication/data exchange protocols, to particular geographically-defined zones, to any forms of community of interest that an entity belongs, etc.

The concept of identity is closely linked to the concepts of credentials, entitlement and relationships. Information about these or derived from these in respect of the identities of two eBusiness entities will determine interactions between them, such as the level and degree of access, authentication, authorization and verification requirements. Information security functions and information security policies are in general derived from some form of identity functions and identity management (explicit or otherwise). In addition, cyber identity, and specifically the Identity Web, could become a cornerstone for interoperable Web Services, and indeed future generation of Web-enabled services, that will need to rely on the open availability of and access to a core infrastructure of commonly shared resources based on the identification and registration of entities. Looking even further ahead, the usefulness of the Semantic Web for enabling eBusiness transactions using information in a machine processable form on the Web at large will need to be complemented by the Identity Web - for determining how information is to be processed in accordance with the identity of the user.

The CEN/ISSS Electronic Commerce Workshop (WS/EC) has developed a draft CEN Workshop Agreement (CWA) which specifies a Top Level Service (TLS) for verifying identifiers, based on initial submissions from the EDIRA Association. TLS is a meta-registration scheme which aims to enable easy implementation and integration of existing proven identification systems for world-wide unique identification of businesses and entities thereof. There are a number of application areas where a TLS can be used.

The objectives of the present ad hoc open meeting are:

· To discuss potential standardization requirements and related issues for the specification and management of cyber identity, taking into account particularly relevant European issues

· To discuss and validate the draft CEN Workshop Agreement Cyber Identity: Specification of a Top Level Service (TLS) for verifying identifiers

· To arrive at a set of conclusions in relation to the above.
The proposed agenda is attached.  Names of speakers will be confirmed with the final agenda.
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Draft Agenda

	
	Item
	Title
	Doc. No.

	10:00
	1
	 Opening of meeting and Roll Call of delegates


	

	10:10
	2
	Approval of the agenda


	This

	10:15
	3
	Introduction on Cyber Identity for Trusted eBusiness:

The Identity Web – from DNS to RFID/ONS to E2E  

Ms Man-Sze Li, Chair, CEN/ISSS Electronic Commerce Workshop and meeting Chair


	

	11:00
	4
	Identification and Authentication 

Representative of CEN/ISSS eAuthentication Workshop


	

	11.45
	5
	Additional Perspectives

Speaker to be announced


	

	12.15
	6
	Summary of the morning and First Discussion
	

	12.45
	
	Lunch break
	

	13:45
	7
	Overview of draft CWA "Cyber Identity: Specification of a Top Level Service (TLS) for verifying identifiers"

Mr Otto Müller, EDIRA Association and Zurich Chamber of Commerce


	ISSS/WS-EC/03/037

	14:15
	8
	Applications and Implementation of a TLS

Mr Adrian Müller, EDIRA Association and Zurich Chamber of Commerce


	

	15:00
	9
	Questions and Answers on the TLS
	

	15:30
	
	Coffee break


	

	15:45
	10
	Second Discussion


	

	16:30
	11
	Conclusions and Next Steps


	

	17:00
	
	Meeting Closure 


	


� CEN/ISSS Roadmap for addressing key eBusiness standards issues 2003-2005, August 2003, and CEN/ISSS report and recommendations on key eBusiness standards issues 2003-2005, June 2003, both available from �HYPERLINK "http://www.cenorm.be/isss/News/eBIZ_OpenMeeting/eBIZ.htm"��http://www.cenorm.be/isss/News/eBIZ_OpenMeeting/eBIZ.htm�.
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