Sept 25, 2006

Request for Review and Comment by OASIS Registry / Repository TC

Subject: UN/CEFACT Electronic Agreement Template and Negotiation Process legal storage requirements and specifications 
Problem Statement:

· October 2006, UN/CEFACT approved “Clickable Electronic Contract Agreement Project”.  
· The business case is that enterprises must have a comprehensive standards based non-refutable process for producing electronically negotiated and signed contractual documents.
· Project was divided into Electronic Documents Template standardization within UN/CEFACT TBG2 committee and Legal Negotiation Process Recommendations in UBAC committee.
· Attached Business Requirements Specification outlines the typical contracts agreement negotiation and sign off process in three separate use cases.
· Work has progressed to the point that EXOSTAR Aerospace Marketplace has developed the prototype hosted-negotiation environment where an AIA Global Trading Partner Agreement can be negotiated and digitally signed according to the UN/CEFACT Standards.
· Copies of the signed agreement must now be stored by each party at their site.
OASIS Request:

· We now have a question regarding the legal storage requirements for digitally signed contractual agreements once they are removed from a hosted environment and stored in the participating party environment.
· Specifically, are their additional inclusions to ISO 15000-3 and -4 that might better assure the “Non-refutability” of such a digitally signed and locked contractual documents if applied at the participating enterprise level.
· Optional scenarios:

· Hosted negotiation service may offer service to also manage the signed contracts for the parties.  What are the implications?

· A less technical solution may involve the negotiating parties using e-mail to exchange iterative changes to the e-contract template until each digitally signs off  the agreed version.  The final version must be stored by both parties  so as not to allow any chance of later repudiation.
Attachment:  Excerpted UN/CEFACT Use Cases for the subject clickable Electronic Agreement Process up until storage final requirement.
PREAMBLE TC "Preamble" \f C \l "1" 
The document authority is TBG2, Digital Papers Domain.  
The document structure is based on the UN/CEFACT Business Requirements Specification Documentation template Version 1, Release 5.  
The document was created by the TBG2 electronic model agreement working group and will be approved by the full TBG2 working group in collaboration with TMG and Legal Group.  
1. References

UN/CEFACT Modeling Methodology (CEFACT/TMWF/N090R10, November 2001)
UN/CEFACT ebXML Core Components Technical Specification Version 2.01

UN/CEFACT Business Requirement Specification Documentation electronic model agreement, Version 1, Release5
UN/CEFACT TBG Library 2005_10_07

UML Version 2.0

AIA of America – Global Trading Partner Agreement (GTPA)
UN/ECE WP-4 Recommendation 26 – Rev 1 1995 -  Trading Partner Agreement
UNCITRAL - A/CN.9/577  Draft convention for use of electronic communications in international contracts

2. objective 
The objective is to create a non-refutable, legally executed, electronic model agreement and predictable standard process for a supply chain business application.  Partners will be enabled to enter electronic business agreements to exchange their specific enterprise versions of the agreement and then negotiate a consensus of that agreement to specify the terms and conditions of their business arrangement.  This process must include the designation of a standard mechanism for authenticating digital signatories and identity verification and validation.
3. scope
This electronic model agreement provides global trading partners with mitigation guidelines addressing risks stemming from electronic trading such as information security, legal and privacy policies. The model electronic model agreement has been written to align with the regulatory frameworks and legal structures for companies engaging in Electronic Business practices.  It establishes a common set of rules by which trading partners agree to construct and negotiate electronic agreements in a hosted, web based environment, thus insuring auditable and non-refutable agreements.  
The international standard electronic model agreement focuses on a consistent, predictable format for electronic agreements accommodating a standard process to electronically negotiate a mutually agreed to contact. The main purposes of this electronic model agreement are listed here:  

Provides an electronic model for generic partner information, agreement text and clauses.
Captures acknowledgement completion indicator of the reviewing partner.
Includes digital signatures and acceptance at an individual clause level.  
Includes recommendations for configuration management and audit trail of the iterative version of the electronic agreement.  

Allows the addition of proposed revisions and comments during the negotiation and in the final electronic agreement.
The data categories included in this agreement electronic model agreement are summarized below and further defined in Section 5.3, Business Information Model Definition. 

3.1. Business Requirements

The overall business requirements for this electronic model agreement data exchange are illustrated in the business operation map below and further discussed in Section 5.1, Business Process Elaboration.  
There is a relationship between the electronic model agreement creation for the trading partner enterprise model (scenario 1) and the negotiation of a legal electronic agreement by two partners entering into a specific contractual business arrangement (scenario 2). 
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Partner enterprise identification data which includes enterprise or legal entity name, address, responsible negotiation business entity and contact information. A  3rd party partner may represent a contracting partner.

Core contract agreement terms conditions and clauses which apply to any contract across all industries and countries.

Industry or country-specific contract agreement terms conditions and clauses.

Signature box and final acceptance which includes electronic acceptance signatures at the individual clause level and at the final electronic agreement sign off level. 

Agreement negotiation actions drop-down menu options – which includes: 

Acknowledge and accept clause without comment

Acknowledge and accept clause with comment

Reject clause with comment

Comment text box 

Document Management Details:

Document status and date

Agreement version / revision number

Accepted

Accepted with proposed changes

Rejected

Rejected with proposed changes

3.2.  Business Process Elaboration
4.2.1 The Actors
The roles “actors” of the various partners involved in the development of an electronic model agreement and the negotiation and execution of a multi-partner consensus version are the initiators or participants in the use cases that follow. 
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Enterprise contract administration is responsible for customizing the standard electronic model agreement to reflect the enterprise’s model electronic agreement for public display on their enterprise site.  It is understood they have the authority to establish the electronic model agreement for their enterprise and retain ultimate ownership and maintenance rights to that enterprise model agreement.
· Additional resources such as (noted below) may be used by the contract administrator to develop and / or modify the model agreement:   
· Procurement Manager 

· Engineering Manager
· Information Technology 

· Legal

· Contracts Manager

· Program Manager   
Trading partner contract administration is responsible for reviewing and providing counter offers to the proposed standard electronic model agreement presented by the enterprise.  It is understood the trading partner contract administration representative has the authority to negotiate and accept the electronic model agreement for their enterprise and retain ultimate ownership and maintenance rights to that enterprise model agreement.

· Additional resources such as (noted below) may be used by the contract administrator to review and provide comment on the proposed model agreement:   
· Procurement Manager 

· Engineering Manager

· Information Technology 

· Legal

· Contracts Manager

· Program Manager  
3.3. Enterprise Electronic Agreement Customization – Business Use Case
This use case applies to the negotiation process conducted between the enterprise and the trading partner expecting to result in a customized electronic model agreement from a UN/CEFACT or industry electronic model agreement.  
4.3.1 Customize Enterprise electronic model agreement
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	Business Process Use Case

	Name
	Create and Customize Enterprise Electronic Model Agreement

	Use Case ID Number
	Electronic Agreement (EA) 1

	Description
	The enterprise contract administrator accesses industry or enterprise library to obtain model electronic agreement based upon UN/CEFACT Electronic model agreement and process.

The enterprise contract administrator customizes the enterprise version of the electronic model agreement and ensures the agreement is accessible the enterprise site for public access by potential trading partners.

	Initiating Actor
	Contract Administrator 

	Event Flow
	Main Scenario 

Contract Administrator obtains industry model of electronic model agreement.
Contract Administrator customizes the agreement with enterprise unique requirements.

Contract Administrator determines which of the clauses will include the feature to accept / reject options, and will be allowed and activated in the electronic model agreement.
Contract administrator will place the enterprise electronic model agreement on the public enterprise portal for access (or delivery by other means) by the trading partner contracts administrator.  

Example 1:  An aerospace contractor accesses the Aerospace & Defense Industry library and downloads an industry developed electronic model agreement which may be customized into a enterprise electronic model agreement.  This electronic model agreement may be posted on the enterprise’s public enterprise site.  

	Expected Outcome
	The enterprise instance of the electronic agreement will utilize UN/CEFACT based electronic model agreement format and rules which will provide the 1st step in producing a non-refutable electronic agreement and auditable process. 

	Exception
	To be defined. 

	Business Process Data Categories
	Contract agreement header data

Agreement clause data
Business unique clause data
Electronic model agreement review and negotiation options menu:
Clause review acknowledgement electronic signature

Clause accept / reject / modify flag

Clause counter-offer text box  
Final digital signature


4.3.2 Electronic Agreement Negotiation - Business Use Case
These use cases apply once the enterprise has customized its electronic agreement model and makes it available for the purpose of electronic negotiation with its potential trading partners.
4.3.3   Negotiated electronic model agreement
This is the most typical negotiation scenario that occurs between potential trading partners when jointly developing a contractual agreement defining the basis of their electronic business relationship with one another.
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	Business Process Use Case

	Name
	Negotiated electronic model agreement 

	Use Case ID Number
	EA 2

	Description
	The Trading Partner obtains the intended enterprise electronic model agreement.  
The Trading Partner reviews and may accept or produce counter proposal using the electronic model agreement negotiation process.

The trading partner uses the standard negotiation process to develop a joint electronic agreement for final execution as evidenced by digital signature. 

	Initiating Actor
	Trading partner contracts administrator 

	Participating Actor
	Enterprise contracts administrator

	Event Flow
	Main Scenario 

Trading partner contract administrator obtains intended enterprise’s electronic model agreement, e.g. via public enterprise portal, web service, email, etc.
Trading partner’s contract administrators negotiate a joint agreement.
Intended enterprise contract administrator reviews trading partner’s proposed joint electronic agreement and rejects or accepts with negotiated terms.

Electronic exchanges are made to the electronic model agreement are exchanged until both partners either reject or accept the document.  

When both trading partners accept the negotiated joint electronic agreement final digital sign off (EA 3) process begins.  

Example 1:  Aerospace trading partner wishes to sell parts to a major aerospace Original Equipment Manufacturer (OEM).  The trading partner accesses the public portal of the OEM to obtain a Enterprise Electronic model agreement to determine the terms and conditions for conducting business electronically with the OEM.  The OEM has used the UN/CEFACT Electronic model agreement rendered in The Aerospace Industry of America’s Global Trading Partner Agreement (GTPA). The trading partner accepts the terms and completes the GTPA electronic model agreement by using the UN/CEFACT negotiation process.  The trading partner submits the accepted GTPA electronic model agreement to the OEM who accepts it.  They both agree to move to the digital sign off process in EA 3.  

	Expected Outcome
	The final joint electronic model agreement will be negotiated using the UN/CEFACT standard negotiation process and document electronic model agreement.  The final agreement will be digitally signed in use case EA 3.  This standard electronic model agreement and process will produce a non-refutable electronic agreement.

	Exception
	At any time either partner may choose to terminate the negotiation.

	Business Process Data Categories
	Contract agreement header data

Core agreement clause data
Business specific agreement clause data
Electronic model agreement review and negotiation options menu data:
Clause review acknowledgement electronic signature

Clause accept / reject flag

Clause counter offer text box data

Final digital signature.


4.4   Digitally Sign and Execute Final Joint Electronic Agreement 
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	Business Process Use Case

	Name
	Execute, digitally sign and retain final electronic model agreement 

	Use Case ID Number
	EA 3

	Description
	At such time that both negotiating partners agree to the content of the joint electronic model agreement the designated digital signature protocol should be employed as well as the final digital signatures.

Negotiations are considered concluded after both partners digitally sign the joint agreement.  

	Initiating Actor
	Either partner may initiate the final sign off use case -  trading partner contracts Administrator  or enterprise contracts administrator

	Participating Actor
	The remaining partner is the secondary participant 

	Event Flow
	Main Scenario 

Either partner may conclude the negotiation process by accepting the electronic model agreement proposed by the other partner.
At that time that enterprise will digitally sign off (and digitally lock all but signature box) the joint agreement electronic model agreement instance and forward the electronic model agreement to trading partner for digital signature.

The second (final) signer of the electronic agreement will retain an electronic copy of the electronic model agreement documents and forward a final copy to the other partner.


	Expected Outcome
	Both partners may retain an electronic copy of the executed  electronic model agreement.  

	Exception
	At any time either partner may terminate negotiation 

	Business Process Data Categories
	Contract agreement header data

Core agreement clause data
Business specific agreement clause data
Electronic model agreement review and negotiation options menu data:
Clause review acknowledgement electronic signature

Clause accept / reject flag

Clause counter offer text box data

Final digital signature 


4.4.1 Business Information Flow Definition

The activity diagrams further illustrate the data flow that occurs between the contracting partners.  These are very simple data flows where both partners are iteratively refining an electronic model agreement proposed by one or both of them to cover their proposed business arrangement.

4.4.2 Customize Enterprise Agreement 

This activity diagram illustrates the data development process top produce a enterprise electronic model agreement from a standard industry or organization electronic model agreement based upon standard UN/CEFACT Electronic Agreement model agreement and process. 
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4.4.3 Negotiate Joint Electronic Agreement e-Electronic model agreement
This activity diagram illustrates the data flow for the agreement negotiation and completion of the sections of the electronic model agreement. 
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4.4.4 Digitally Sign and Execute Final Electronic Model Agreement

This activity diagram illustrates the data flow for the final sign off and business execution of the final electronic model agreement
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