OASIS Security Services Technical Committee F2F April 18, 2001

1. Arrive 1 hour and twenty minutes late [note to self: never fly America West again]

2. Hal presents “Hal” portion of the Hal&David model

a. Mention is made of the fact that the “session” portion doesn’t seem to be connected to the rest of the boxes in the “Producer Consumer model”. General discussion on the notion of “rich sessions” vs. “minimal sessions”.

b. David Orchard makes the comment that the specific mechanisms and constructs needed to support sessions are not really clear. What is clear is the need to support the general “distributed session” functionality.

3. <10:50 AM> Phil presents status of the Core Assertions working group

a. assertions – working towards agreement on format; Claims element needs work

b. relationship to requirements – various mom-and-apple-pie stuff

c. Assertion Package. Bob Blakley asks what requirements are satisfied by the Conditions element ? Phil explains that they are needed for extensibility.

i. Hal asks whether SAML Requests are assertions or ?? Phil explains that SAML Requests are wrappers around assertions.

ii. Bob Blakley raises the issue of the lack of version info in any of the assertions. Phil explains that versioning is done through XML Schema. General discussion about how versioning is done in XML specifications. Eve states that versioning is better done “in-band” then through XML Schema.

d. Claims (specifically Authority Claims)

i. Authority look a lot like “RDF” stuff

ii. Authority stuff seems to drag in authorization policy which has been ruled out of scope.

iii. Marlena: How do you use Authority Claims to specify something about a principal ?

1. Subject specifies the principal.

2. Object specifies resources or roles.

iv. Bob Blakely expounds on the differences between S2ML assertions and SAML assertions. S2ML assertions always make claims about the bearer of the assertion. SAML assertions name the party that the assertion applies to.

v. Phil asserts that Authority Claims are needed to solve the problem of resources outside ones own security domain. Bob Blakely expounds on the need to keep assertions and trust management separate. We shouldn’t “bake” a trust model into the assertion structures. Trust models should be in the bindings layer.

vi. Prateek points out the need to “separate concerns” the way S2ML does.

vii. David Orchard sums up Bob’s position as the need for “dumb tokens and smart protocols”.

e. Conditions

i. <Audience> - solves X.509 problem where certs are always addressed “to whom it may concern”.

ii. Bob B observes that Conditions are not a response to any specific requirement.

iii. <DependsUpon> - way of making one assertion predicated upon another. What happens when an Authorization Assertion depends upon a short-lived Authentication Assertion ? If you re-authenticate the new Authentication Assertion will have a different ID. How are Assertions identified ? Is this identity unique ? How can we verify that the Assertion ID is unique ?

f. Open Issues

i. <Subject> Element

ii. <Object> Element

iii. Active session closure

iv. Tickets

v. Proof of Authentication

1. General discussion of authentication issues.

vi. XML Encoding

g. <Subject> Element

i. If you don’t specify a subject that implies that the assertion applies to the bearer of the assertion.

1. Bob B. calls out the need for an explicit way to make it clear that an Assertion applies to the bearer.

ii. General discussion of authentication issues (again)

iii. There are use-cases within SAML that don’t require an authentication authority or an authentication step.

iv. David Orchard remarks on the fact that the design of the <Subject> Element seems to be skewed towards a PKI-based model.

v. Gil points out that there are no use-cases that show this “pure PKI” view of the model. PKI is alluded to, but almost every use-case features humans as the actors.

4. <11:40 AM>Carlisle Adams: Protocols Subgroup

a. Two messages – request, response

i. Requestor: principal, authority, PEP, PDP

ii. Responder: authority, PDP

b. Assumptions

i. Authorization Decision Assertion is eliminated (PEP requests an attribute assertion that affirms the question to be decided; return of assertion is effectively a “Yes”

1. Carlisle is uncomfortable with this because it requires the PEP to formulate a complex policy statement.

2. Phil opines that this is an outgrowth of the desire to allow the PEP to ask complex questions.

3. Eve states that this assumption seems to conflict with some of the work done in the core-assertions sub-group.

4. General discussion about the roles of PEP and PDP. How much does the PEP have to know about the elements that need to be considered to reach a decision. Phil points out that clever PEPs are indistinguishable from PDPs so what we have is a PDP talking to a PDP. Bob B. wants to know “what about really stupid PEPs ?”

ii. Scope of SAML protocol message – does not include the request by a Principal to a PEP for access to a resource; this will be addressed directly by the bindings subgroup.

1. Carlisle: is this really what people expected of the protocols and bindings subgroups?

2. David O: Aren’t there some cases where SAML messages are the top-most containing messages.

a. Prateek: Yes, but that doesn’t apply in this case.

b. Is there some SAML-specific contents that do not vary from binding to binding ?

c. Hal: All of SAML is to support an application. How an application interacts internally is outside the scope of SAML.

d. Jeff Hodges: Don’t confuse the binding of SAML messages exchanged between two entities that understand SAML with the messages exchanged at an application level between application-level components.

iii. “Bits-on-the-Wire” – schemas given here serve merely as guidance to the bindings subgroup; it is not the intention that message conformant with these schemas will actually form the messages exchanged between parties in the SAML model.

1. Carlisle: this seems all wrong. The SAML spec. has to define messages

2. David O: we can’t define a complete schema outside of the protocol bindings. XML schema is not a “meta-schema” language, it is an “instance-schema” language. It isn’t until you reach the bindings that you can be concrete enough to define a complete schema.

3. Bob B: the schema defines an XML message but the messages are encoded separately in each binding.

4. Eva, Bob B., Bill Pope: the elements defined in the bindings have to be logically consistent with the elements defined by the protocols sub-group.

5. Irving: The protocols group has to define elements that are normative to all the bindings that share those elements. General consensus on this point.

iv. General Comment on Basic Structure of request message

1. request is in the form of a “prototype” assertion

2. requestor includes elements that s/he cares to see in the resulting assertion

3. Carlisle – quite effective as an assertion-creation req/rep protocol; perhaps less so as a general req/rep protocol. But is a creation protocol in-scope for SAML? Is this better left to XMKS X-KRSS?

4. Eve states that she is not familiar with this style of req/rep protocol. Furthermore it (again) seems to conflict with the work of the core-assertions sub-group.

5. Bob B. The requestor could just specify the desired type.

6. Hal: What about performance? The requestor has to formulate these complicated queuries.

7. Phil: If the assertion already exists you can ask for it by label/reference. If you are asking an open-ended question, you need to build some sort of query.

8. Bob: Would prefer not to distinguish between a request for an existing assertion and the request to create a new assertion.

v. Wrap Up

1. need to decide on assumptions/scope

2. need to harmonize with Phil’s protocol work

a. why is Phil doing protocol work ?

5. <1:24 PM>Bob Blakley: editing comments

a. Acrobat PDF Writer (full version) can convert from Word to PDF. Other suggestions are “PDF Distiller”.

b. Problem with all the differences in style, formatting, fonts, etc. Would like to circulate a template for everyone to use.

c. Phil: Suggests looking at the XML-to-Word stuff used by W3C.

6. <1:31 PM>Prateek Mishra: Bindings Sub-Committee

a. Scope (SAML spec pg. 27)

i. Evan P: Are SOAP/XP and BEEP exhaustive? Answer: NO.

ii. Jeff H: Expounds on BEEP. Sounds like BEEP is a framework for constructing application protocols. [ed. cool]. RFC3080, RFC3081. BEEP is now a proposed standard.

b. Two Type of Binding

i. Assertion bindings

ii. Service bindings

c. Binding Properties

i. Confidentiality: third party cannot view SAML data and associated payload [R-BindingConfidentiality]

ii. Mutual authentication of parties involved in message exchange.

iii. Distinguish between bindings in which assertions must be kept secret vs. the case where assertions are cryptographically bound to payloads (cd. S2ML ‘scoped’ assertion).

d. Single Sign-on (Web Browser)

i. GET: assertion (or ticket) added to URL line

ii. POST: assertion (or ticket) added to POST data

iii. Ticket requirements: small (< 100 bytes)

iv. Ticket transfer over HTTPS ensures confidentiality

1. Q: What is the difference between a ticket and a reference? Phil: A ticket can contain a reference as well as some other stuff. In other words a ticket is a container.

v. Example of SAML with different bindings

1. Jeff H: Why no mention of cookies? Prateek: Cookies don’t work in cross-domain situations. Jeff H: States that there is value in keeping cookies in the discussion.

2. Darren P: What about URL restrictions in wireless browsers? All: This would be a different protocol binding.

3. Eve: Would like to having binding-related scenarios that illustrate the use of SAML over different bindings.

4. Evan P: Would the name of the POST parameter be specified in the binding? Prateek: Yes.

vi. Deliverables

1. process framework for describing and registering proposed and future protocol bindings

a. David O: SAML should define the normative bindings to things like SOAP. Prateek M: Sidestep the “normative” issue. One place to register bindings but SAML doesn’t define “normative”.

b. Evan P: Two uses of SOAP. SOAP as a container and SOAP carried within SAML.

c. Phil H-B: W3C will get hijacked by RADF; provides further commentary on authentication.

7. <2:13 PM>Bob Griffin – Conformance Sub-Group status

a. Charter

i. Provide ‘sanity check’

ii. Provide the required OASIS conformance guidelines

iii. Provide (coordinate?) a conformance suite

iv. Work with other standards & groups for interoperability and usage

b. What does conformance mean?

i. Jeremy E: how can any company tell if it conforms considering that no one will implement the entire thing? General discussion of what conformance means. Bob B: Conformance means that you do what it says in the normative portion of the spec. Eve M: Conformance as measured in the context of what a certain product does. Hal L: What sort of specification is this? Is it a shallow protocol spec or does it imply the semantic state changes behind the scenes? Eve M & Bob B: language issues, avoid the passive voice, refer to some ??? spec about this.

c. Implementations

i. Start working on conformance once there are implementations to work with

ii. Some vendors already working on implementations?

iii. Jeremy E: Two vendors could each choose to implement a different binding. They could both be “completely compliant” yet interoperability. Phil H-B: This is security. A ‘no’ answer is inherent in the problem domain. General Question: Does a ‘compliant vendor’ have to implement a specific subset of protocols?

d. Plan of Action

i. Continue reviewing specification to add conformance issues, notes, guidelines, etc.

ii. Develop conformance section for the specification.

iii. Start working with implementers when the specification is stable.

Open Mic

1. Sessions, sessions, sessions.

2. Bearer assertions

3. Lack of communication & cooperation between sub-groups

