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1  SAML Concepts

[WE NEED A WHOLE BUNCH OF INTRO/CONCEPTUAL STUFF HERE. IT SHOULD INCLUDE TERMINOLOGY AND POSSIBLY A CONFORMANCE SECTION.]

2  SAML Schema Organization and Namespaces

The XML format for SAML is primarily defined by a set of two schemas encoded in W3C XML Schema form [XML-Schema1]

 REF xml_schema2 \h 
[XML-Schema2]. Additional constraints on this format are provided by the text of this specification.

The SAML request/response protocol structures are defined in a schema associated with the following XML namespace [TEMPORARY]:

http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-protocol-19.xsd

The SAML assertion structures, which MAY be used independently of the SAML protocol structures, are defined in a schema associated with the following XML namespace [TEMPORARY]:

http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-19.xsd

The assertion schema imported into the protocol schema. Also imported into both schemas is the schema for XML Signature [XML-SIG-XSD], which is associated with the following XML namespace:

http://www.w3.org/2000/09/xmldsig#

The XML Signature element ds:KeyInfo, defined in  [XML-SIG]§4.4, is of particular interest in SAML.

XML namespace prefixes are used throughout the schema code examples in this specification to stand for their respective namespaces as follows, whether or not a namespace declaration is present in the example:

· The prefix samlp: stands for the SAML request/response protocol namespace.

· The prefix saml: stands for the SAML assertion namespace. This is the default namespace where no prefixes are provided in message protocol examples.

· The prefix ds: stands for the XML Signature namespace.

· The prefix xsd: stands for the XML Schema namespace. This is the default namespace where no prefixes are provided in schema code examples.
3  SAML Assertion Schema

A SAML assertion is a package of information that provides a statement of “fact” according to the issuer of the assertion. SAML allows issuers to make three different kinds of statement:

· Authentication: The specified subject was authenticated by a particular means at a particular time.

· Authorization decision: A request to allow the specified subject to access the specified object has been granted or denied.

· Attribute: The specified subject is associated with the supplied attributes.

A SAML assertion has a nested structure. An inner AuthenticationStatement, AuthorizationStatement, or AttributeStatement element contains the specifics of the statement, while an outer generic Assertion element provides metadata about the assertion. The metadata for an assertion MUST include at least the major and minor version of the SAML syntax, a unique assertion identifier, an issuer identifier, and the date and time the assertion was issued. In addition, an assertion MAY provide additional conditions and advice.

The nested structure is designed to allow other specifications to add novel kinds of statements that use SAML assertion metadata. Possible additional applications include management of embedded trust roots [XTAML] and authorization policy information [XACML].

The following schema defines the XML namespaces for the assertion schema.

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by Phill Hallam-Baker (VeriSign Inc.) -->

<schema 


targetNamespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-19.xsd" 


xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 


xmlns:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-19.xsd" 


xmlns="http://www.w3.org/2001/XMLSchema" 


elementFormDefault="unqualified">


<import namespace="http://www.w3.org/2000/09/xmldsig#" 



schemaLocation="xmldsig-core-schema.xsd"/>


<annotation>



<documentation>draft-sstc-schema-assertion-19.xsd</documentation>


</annotation>



















