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Abstract

XML Signature is used in SAM. for assertion integrity, assertion

aut hentication and signer authentication as defined in [SIG. The XM
Si gnature specification [SIG defines howthis can be achi eved and
provi des many options. This docunent details the use of XM. Signature
for SAML assertions and protocols.

Ref erenced Docunents

[SIG XM.-Signhature Syntax and Processing, WBC Proposed Recomendati on.
http://ww. w3. org/ TR/ 2001/ PR- x dsi g- cor e- 20010820/

[ RFC3126] RFC 3126 : Electronic Signature Formats for long term
el ectroni c signatures
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[ RFC3125] RFC 3125 : Electronic Signature Policies

Not at i onal Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED", "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in Key Wrds for Use in
RFC s to Indicate Requirement Levels (RFC 2119).

Status of this Docunent

Thi s docunent represents work in progress upon which no reliance should
be made.

Docurnent Version H story

o Version 0.001:
o Version 0.002:

Rel ated Fil es

The web site http://ww. oasi s-open/conmittees/security/xxxxx contains
the current version of all the related files.
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67 1 Role of Digital Signatures in SAM

68

69 SAML Assertions, Request and Response nessages may be signed, with the

70 foll owi ng benefits:

71

72 - An Assertion signed by the issuer (AP). This supports

73 (1) Message integrity

74 (2) Authentication of the issuer to a relying party

75 (3) If the signature is based on the issuer's public-private key

76 pair, then it also provides for non-repudiation of origin.

77

78 - A SAML request or a SAM. response nessage signed by the nessage

79 originator. This supports

80 (1) Message integrity

81 (2) Authentication of message origin to a destination

82 (3) If the signature is based on the originator's public-private key
83 pair, then it also provides for non-repudiation of origin.

84

85 Not e :

86

87 - SAML docunents may be the subject of signatures fromin many different
88 packagi ng contexts. [SIG provides a framework for signing in XML and is
89 the framework of choice. However, signing may al so take place in the

90 context of S/M ME or Java objects that contain SAM. docunents. One goa
91 is to ensure conpatibility with this type of "foreign" digital signing.
92 - It is useful to characterize situations when a digital signature is NOT
93 required in SAM.

94

95 (1) Assertions: asserting party has provided the assertion to the

96 relying party and authenticated by nmeans other than digital

97 signature. In other words, the RP has obtained the assertion from
98 the AP directly (no internediaries) and the AP has authenticated |
99 to the RP.

100

101 (2) Request/Response nmessages: the originator has authenticated to
102 the destination and the destination has obtained the assertion
103 directly fromthe originator (no internediaries).

104

105 Many different techniques are available for "direct”

106 aut henti cati on between two parties. The list includes SSL, HWVAC,
107 passwor d-based login etc. [QUESTION. Do we need to constrain this
108 list further?]

109

110

111 - Al other contexts require the use of digital signature for assertions
112 and request and response nessages. Specifically:

113

114 (1) An assertion obtained by a relying party froman entity other
115 than the asserting party MJUST be signed by the issuer.
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116 (2) SAML nessage obtained arriving at a destination froman entity
117 other than the originating site MJST be signed by the origin
118 site.

119

120

121

122

123

124

125, 2 Signing Assertions

126 All SAM. assertions MAY be signed using the XML Signature. This is reflected
127 in the schema :

128 <el enent nanme = "Assertion" type = "samnl:AssertionAbstract Type"/>

129 <conpl exType nane = "AssertionAbstract Type" abstract = "true">

130 <sequence>

131 <el enent ref = "sam:Conditions" mnCccurs = "0"/>

132 <el ement ref = "sanml:Advice" mnCccurs = "0"/>

133 <elenent ref = “ds:Signature” mnCccurs="0" maxQccurs="1"/>

134 </ sequence>

135 <attribute nanme = "MjorVersion" use = "required" type = "integer"/>
136 <attribute nanme = "M norVersion" use = "required" type = "integer"/>
137 <attribute name = "Assertionl D' use = "required" type = "sani:|Dlype"/>
138 <attribute nanme = "Issuer" use = "required" type = "string"/>

139 <attribute name = "lIssuelnstant" use = "required" type = "tinelnstant"/>
140 </ conpl exType>

141

142 3 Request/ Response Si gni ng

143 All SAM. requests and responses MAY be signhed using the XML Sighature. This is
144 reflected in the schema :

145

146 <conpl exType nanme="Request Abst ract Type" abstract="true">

147 <attribute nanme="Request| D' type="sanl :|Dlype" use="required"/>
148 <attribute nane="Maj or Version" type="integer" use="required"/>
149 <attribute nanme="M norVersion" type="integer" use="required"/>
150 <elenent ref = “ds:Signature” m nCccurs="0" naxQccurs="1"/>

151 </ conpl exType>

152

153 <conpl exType nane="ResponseAbstract Type" abstract="true">

154 <attribute name="Responsel D' type="sanm : | DType" use="required"/>
155 <attribute name="InResponseTo" type="sani:|DlType" use="required"/>
156 <attribute name="Maj or Versi on" type="integer" use="required"/>
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<attribute nanme="M norVersion" type="integer" use="required"/>
<elenent ref = “ds:Signature” mnCccurs="0" naxQccurs="1"/>
</ conpl exType>

4 Signature Inheritance (a.k.a. super-signatures
& sub- nessages)

4.1 Context

SAML assertions may be enbedded within request or response nessages or
other XM. nmessages, which may be signed. Request or response nessages nmay
themsel ves be contained within other nessages that are based on other XM
messagi ng franmeworks (e.g., SOAP) and the conposite object may be the subject
of a signature. Another possibility is that SAM. assertions or
request/response nessages are enbedded within a non-XM. nessagi ng obj ect
(e.g., M ME package) and signed.

In such a case, the SAML sub-nmessage (Assertion, request, response) may be
viewed as inheriting a signature fromthe "super-signature” over the enclosing
obj ect, provided certain constraints are net.

(1) An assertion may be viewed as inheriting a signature froma super
signature, if the super signature applies all of the mandatory el enents
within the assertion.

(2) A SAML request or response nmay be viewed as inheriting a signature from
a super signature, if the super signature applies to all of the
mandatory el enents within the response

4.2 Proposal

Si gnatures MAY inherited in the SAML domain. i.e. if a SAML request/response
has a signature, then if any of the assertions in the res/resp packages are
not signed, they inherit the super-signature.

But if assertions need to be passed around by thensel ves, or enbedded in other
nmessage they would need to be signed as per section 2.1

5 XML Signature Profile

The [SIG specification calls out a general XML syntax for signing data
with many flexibilities and choices. This section details the constraints on
these facilities so that SAM. processors do not have to deal with the ful
generality of [SIG processing.
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5.1 Signing formats

XML Signature has three ways of representing signature in a docunent viz:
envel opi ng, envel oped and det ached.

SAM. assertions and protocols would use the envel oped signatures for signing
assertions.

5.2 Canonicalizati onMet hod

[Sig] REQUI RES the Canonical XM. (omits conments)
(http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n- 20010315). SAM. RECOVMENDS t he
Canonical XML with Comments (http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-
20010315#W t hConment s)

5.3 Transforns

[ Sig] REQUI RES the envel oped signature transform
http://ww. w3. org/ 2000/ 09/ xml dsi g#envel oped- si ghat ure

5.4 Keylnfo
Any valid key which is acceptable by the [SIG is acceptable to SAML as
well. SAML does not restrict or inpose any additions in this area. Wich neans

it is possible NOT to have the Keylnfo el enent and then arrive at the keyinfo
by context.

5.5 bject

The Obj ect el ement SHOULD NOT be present in the signature bl ock

5.6 Binding between statenents in a nulti-statenment assertion

5.6.1 Mul ti pl eAssertionType

This structure packs nmultiple related statenents as one assertion. The
rel ati onshi ps between these assertions are inplied.
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5.6.2 Mul tiple Assertions in a ResponseType

This structure packs nmultiple assertions in a response nessage. The
rel ati onship between the assertions in this case is arbitrary i.e. no
inter-assertion relationship should be assuned just because all the
assertions were packaged in the sane response nmessage

5.7 Security considerations

5.7.1 Repl ay Attack

The nmechani sns stated here-in does not offer any counter nmeasures against a
replay attack. Other nmechanisns |ike sequence nunbers, tine stanps,
expiration et al need to be explored to prevent a replay attack
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241 6 |ssues, To Do

242
| ssue St at us
J Binding between different SAML N A
fragments
J Replay Attack ? Added security considerations
Par a
J Ganularity
Mul tipl e signers Next Version
Signing nmultiple assertions Use Multipl eAssertionType for
rel ated statenents or have
mul tiple assertions in
response for unrel ated
assertions
Det ached signature as attribute ?
assertions to tie payload ?
O a new assertion payl oad ?
assertion ?
J Trust assertion due to bearer or the St ated i ssuer
stated i ssuer? [Kelvin Beeck]
J Encryption? Next Version
J Counter Signature Next Version
J Miltiple Signature Next Version
J Mani f est Next Version
J Bearer Assertion Next Version
243
244
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