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3 – Bindings, Prateek (cont.)

· Irving: (line 776) usage of mustUnderstand may be dependent on other business use

· Prateek: use of mustUnderstand for the SAML assertion ensures that the receiver doesn’t ignore the security aspects

· RLBob: in favor of making this a SHOULD

· Prateek: agrees

· Irving: not passionate either way.  Notes that mustUnderstand flag doesn’t require that the receiver do anything interesting with the header entry

· No motion to make change, moving on

· Prateek: (line 788) here is where we may want to relax language

· Irving: particularly agrees with the direction here, since this seems squarely in our domain

· [ACTION ITEM, Irving] provide some clarifying language for application level error handling

· Jeff: suggests defining a set of errors more specific than Client.SAML

· Prateek: agreed, provided fault codes fit here [NEW ISSUE]

· Prateek: (line 804) question about difference between bindings & profiles, and their “mandatory to implement” aspects.  Mandating bindings seems clear.  Mandating profiles seems not so clear.

· Irving: Since we can’t speak normatively for SOAP, we can only make recommendations

· Prateek: even web browser profile seems difficult to mandate

· Irving: can use survey-style conformance, where if vendor chooses to provide a particular profile, it must do it this way

· Prateek: proposes to strike line 804

· Joe: no profile is mandatory to implement, but if implemented there may be mandatory-to-implement features

· Jeff: be careful of our different uses of term ‘profile’

· Prateek: (line 815) “AuthenticationMethod” out of date, should be “ConfirmationMethod”

· Tim: (line 813)

· Prateek 

· Irving: that will conflict with the w2c SOAP signature, since they have a way to sign a SOAP msg, and we are creating a new method

· Prateek: their recommendations are about signing the body of a SOAP msg, where we are talking about signing headers

· Irving: if there are any headers with Actors, this breaks things completely

· Prateek: 

· Zahid:

· Prateek: we can make it clear we are not addressing these type of systems

· Irving: that eliminates a great deal of the value of this profile

· Prateek: given assessment that intermediaries are not well understood, this seems an acceptable trade-off

· Irving: intermediaries aren’t that unclear

· Prateek: those elements in SOAP 1.2 have had significant rework, indicating state of flux

· Irving: concerned that this tells industry that if you want to use the larger features of SOAP, you can’t use SAML

· Prateek: trying to stick to well-understood areas, and leave others for another day

· Gil: wants to clarify point.  We want to prevent someone from replacing valid assertions that relate to a particular body with some other set of headers.  Isn’t this a problem with SOAP in general?

· Jeff: calls in to question the usefulness of taking this on now, rather than at some point in future, when SOAP security issues are more fully baked

· Prateek: doesn’t agree that anyone is/will be working on these security matters

· Zahid: suggests removing requirement to bind assertion, headers, and body together, which is a strong requirement, and stick to signing body

· Larry: suggests using transport layer (http over SSL) for these aspects

· Simon: that’s more of a binding.  Suggests use an “attachedTo” mechanism

· Gil: recalls going down this path previously, and it broke down

· Irving: discussions of attacks against signed hash often involve mistakes that allow someone to attach some piece with other piece to which it wasn’t intended.  That requires including a strong identifier in what is signed, which is itself, difficult

· Irving would rather wait for SOAP Security to specify how to address this in a standard way, than to cook up our own way, which may result in more of a milestone later

· Joe: wants straw poll of whether this profile is essential for SAML 1.0

· Five currently in favor

· Gil: what degrees of functionality are possible for us to specify?

· Joe: possibilities:

· No SOAP profile of SAML

· Client-Server use of SOAP, no support for Actor

· Option above with no signing, security in transport or elsewhere

· sign selective headers

· …

· Chris: so if we go with option a, this means we SAML 1.0 only describes how to protect browser activities? <frown>

· If we release with no messaging solution, we’ll be perceived as relevant strictly to web SSO

· Irving: danger in OASIS process is that we decide on a spec we like in this room, then release it for review to all of OASIS, where a small percentage of members can dispute it and kick it back to us to do again, resulting in a big PR disaster

· [Vote] NOT in favor of option a.

· Chris: can we construct wording for option c that leaves the door open to implementers to choose a message integrity mechanism that suits them, possibly pointing ahead to future SOAP Security work?

· RLBob: we can make this profile less normative, and more informational with examples

· Phill: part of our inability to agree on something here may stem from the fact that we don’t have a clear understanding of how people are going to use SOAP

<<BREAK>>

· Joe: took as consensus that we are traveling down option c

· Irving: if you want to securely attach SAML assertions, you should apply signature to the elements you care about (??)

· Prateek: is this a weakening of 824-829?

· Irving: specifically a weakening of 828

· Prateek: we’d have to come up with way of verifying

· Irving: sender has to sign everything it thinks is relevant, and receiver has to ensure everything that it thinks is relevant is signed

· Prateek: proposal to stick with this HolderOfKey approach with additional text concerning signing over the body, the assertions and perhaps other elements agreed upon between the parties (effectively weakening line 828)

· [ACTION ITEM, Irving] come up with this additional text

· Prateek: (line 838) must be changed in light of decisions above

· Irving: (line 847-848) concerned about SubjectConfirmation being confused with name identifier out of subject

· [ACTION ITEM] Irving to change “subject” to “sender”

· RLBob: (section 4.2.3.1.3) would like a sequence of steps used to create this example

· Prateek: (line 956) AuthenticationMethod should again be ConfirmationMethod

· Prateek: assumes we’ll apply the same change to lines 974-980 as we did in HolderOfKey model

· Irving: semantics of receiving a message without any SubjectConfirmation element would be the same as this SenderVouches model, so we’ve added no value

· RLBob: this is equivalent to “this space intentionally left blank”

· Prateek: this is captured …

· Phill: has problem with any transmission where you can’t authenticate the subject

· Irving: that’s not what this means.  This is a matter of authenticating the sender, which is separate from subject

· Prateek: use case is a Netegrity procurement server attaching assertions to a purchase order on behalf of employees

· Prateek: it is the receiver’s problem, as stated on line ???

· Gil: agrees with Irving’s assessment that this provides no semantic benefit

· Prateek: doesn’t see harm in proceeding with it

· Prateek: will add text on threat model and security counter measures

4 – XMLDSig, draft-sstc-dsig-02

· Prateek: (line 90-91) do we want this compatibility?  Should this doc provide guidelines for so-called inheritance?

· Irving: comfortable with current approach

· Irving: (line 98) wants to further clarify issue of message integrity

· RLBob: what’s the intended disposition of this doc?

· Prateek: profile for use of dsig within SAML, so provided along with SAML 1.0 spec

· Irving: could be rolled into core

· Chris: (line ?) concerned about wording “if you’re not sure, you must sign”

· Prateek: (line 92) discusses when you don’t have to sign, and if you’re not certain your situation fits these descriptions, then you better sign

· Prateek: (section 2) direct impact on core, highlights for Phill’s benefit

· Phill: may want to put signature at top of signature, rather than after conditions, etc

· General agreement

· Doesn’t have any effect on req/resp (section 3), but does affect assertion schema (section 2)

· Prateek: we’re done with schema effort

· Irving: (line 178, 183) signature should apply to all elements, rather than just mandatory elements

· Comment had been made to Krishna already, but hasn’t been incorporated into doc

· Prateek: headings of 4.1 & 4.2 seem confusing, since they both deal with inheriting signature

· Irving: it’s a question to the group: do we like the idea? If so, we’ll turn the text of the proposal into something normative

· Prateek: so, the only signature inheritance we care about is what is defined here?

· Phill: yes. If someone else needs inheritance from an S/MIME wrapper, they’ll have to work that out

· Tim: <<??>>

· Prateek: rephrase line 188 to remove recursion

· Joe: this is the closest signature 

· Irving: that could cause problems, since XMLDSig allows any number of signatures to be included and receiver can trust any one of them

· Don: “i.e.” in line 186 needs to be removed

· Charles: (section 5.2) would it be conformant to implement the first w/o the second

· Irving: XMLDsig requires signing w/o comments, so we’re somewhat bound by that

· Jeff: SAML doesn’t specify any use of comments, so what is the purpose in this second recommendation to sign w/ comments?

· Phill: thinks we should stick with omitting comments

· Prateek: motion to remove second sentence?

· Phill: instead wants to instead mandate the XMLDSig standard of signing w/o comments

· Joe: is that necessary beyond just mandating use of XMLDsig?

· Irving: wording: “SAML implementations SHOULD use Canonical XML (omits comments) and MAY use Canonical XML with comments”

· Jeff: (line 203) suggest changing “would” to “must”

<<STEPPED OUT>>

· Discussion of section 5.4

· Gil: we can mandate use of XMLDSig, which itself requires DSA, and say that SAML implementations SHOULD also implement RSA.

· Proposal accepted

· Prateek: (section 5.6) do we need this? Thought core 20 resolved this

· Irving: if you sign an assertion with multiple statements, it is sematically equivalent to signing multiple assertions, each with single statements.  It does NOT imply any relationship between statements

· Core 20 has addressed this to some degree already, so maybe it’s not necessary here

· Prateek: proposal to remove section 5.6?

· Chris: useful to keep here to ensure no ambiguity that the addition of signature STILL doesn’t imply relationship between signed components

· Jeff: this really doesn’t say that, so it should be cleaned up to do so

5 – Core, Phill

· Phill: Eve would like to reorganize the spec

· Section 1.1 and 2.1 would be combined into larger intro section

· Not that traumatic

· Phill: more controversial is the multiple subject question

· Subject has unbounded number of subject descriptor objects

· Question arises what does it mean when there is more than one?

· One position is that all subjects resolve to the same principle

· Current situation is one subject element with as many choices of NameIdentifiers/SubjectConfirmations/AssertionSpecifiers you want

· Why might someone want to great an assertion pointing to different principles

· Irving: case of browser identity and PDA identity

· RLBob: expects Shib to profile SAML to constrain the multiplicity here to just one

· Irving: more concerned with processing at relying party

· Chris: not certain of what the problem really is.  

· RLBob: semantics could be RP can choose any one of these subjects OR the RP must understand all subject values.  Just pick one so that it is deterministic.

· Gil: still wouldn’t be comfortable with that.  How would Attrib Authority know all the identities of a principal in order to retrieve and return all attribs?

· RLBob: if you don’t know what it would mean, don’t create assertions with multiple subjects

· Phill: we can constrain multiplicity of nameIdentifier, SubjectConfirmation and AssertionSpecifier to one each, and further require that if a combination of these are used, they MUST relate to same entity

· Chris: not sure if this is much more than sweeping issue under the rug, but not entirely uncomfortable with this direction

· Need to have at least one of nameIdentifier, SubjectConfirmation or AssertionSpecifier in some fashion

· Phill: possible combinations are (listed as a choice):

· NameIdentifier and optional SubjectConfirmation

· SubjectConfirmation

· AssertionSpecifier

· Phill: is this acceptable?

· What is the use case for AssertionSpecifier as subject?

· Irving: can be circumvented by extracting the subject from the assertion in question and placing in current assertion

· Gets worse if assertion pointed to by the assertion specifier is a multiple statement assertion

· [NEW ISSUE] will post to list to try and recover original intent for AssertionSpecifier as subject

· General discussion of merits of having <MultipleAssertion> independent from <SingleAssertion> within definition of <AssertionSpecifier>

· <SingleAssertion> degenerates into a special case of <MultipleAssertion>

· Irving: no where else do we provide a way to state “here is one of something”

· Simon: doesn’t want implicit meaning in aggregation

· Phill: options

· If you make request for particular kind of assn, you get back only that kind of assns

· If you make request for particular kind of assn, you get back that kind of assns as well as any other types of assns the responder thought relevant

· requestor can indicate willingness to accept any additional types of assns

· Re-introduce <responds> element from a few revs back, specifying exactly the kinds of assns it will accept

· Quaker poll: inconclusive!

· Without clear move to change, we stay with status quo, i.e. option b

· Eliminate b and c, as they both leave the requestor at the mercy of the responder

· [Vote] between a and d:  Option d chosen.

· Chris: doesn’t this limit extensions of new types, since requestors will enumerate statement types they will accept?

· Xsi:types can keep this from being limiting

· Jeff: recommends “respondWith” rather than “respond”

· Generic slots for attributes

· Irving: would using xsi:type help?

· Chris: no parser could interpret the xsi:type

· RLBob: prime example, shib discussions have included desire to reuse LDAP datatypes

· Irving: LDAP actually can impose an syntax on attributes, so it’s a little different than this case

· RLBob: granted, just an example

· Irving: can we give Eve an action to advise on using XML Schema Instance?

· Phill: Do people think it is important to be able to use ??? without including foreign schema

· Irving: wants to choose a specific, standard foreign schema, such as XML Schema

· Chris: thinks we’re confusing two issues: ease of getting at value vs. conformance issue

· Consensus is to leave it as is in core 20

· [ACTION ITEM] Chris to write up how to use this approach

· Shib need for role slot in subject confirmation field

· Issue originated with Scott

· RLBob not aware of issue

· No one here to represent the issue effectively, so left to list to sort out

· RLBob: issue of adding context to attribute query

· Show stopper for Shib

· In Shib use, the context would be the URL of the resource

· Attrib response would be based on combo of URL and identity of requestor

· Prateek: problem is that here we have …

· Hal had protested large rat hole would develop in defining context

· RLBob: use ‘magic’ URL solution to problem of defining context

· Irving: you could subclass attribute query

· RLBob: schema was proposed in Marlena’s message dated Oct15

· Don: concerned that we’re allowing someone to say “only give out these attributes to these requestors, in these contexts”, then, when requestors make requests, they don’t have to prove values of context

· Irving: in well regulated environment, that may be ok

· Simon: suggests an environment element, added near top of request structure

· Prateek: pushes putting this in extension, even at the expense of more burden on Shib

· Move to vote on marlena’s proposal from list

· Chris: concerned about voting prematurely before giving sufficient thought to semantics, as in other core issues

· Joe: vote now.  If later, other issues come to bear, we can vote to change it again

· Larry: is this an optimization issue or a privacy issue, because it affects voting motivation

· Jeff: if accepted, proposers get action item to provide prose for core doc0, in addition to schema change

· [VOTE] Proposal accepted

· [ACTION ITEM] RLBob to provide text for core doc

· Prateek: for us non-shib SAML products, what do we do? Ignore this?

· Joe: yes.  RLBob’s writeup should include such recommendations

· Jeff: this is mandatory to implement, but this may only mean don’t crash when receiving this element.  RLBob’s writeup should include directions on minimum support behavior

· Chris: hopes it mirrors AuthenticationLocality, where it MAY be examined if present

· Prateek: moves to reconsider, on grounds that we don’t have clear enough semantics

· Jeff: admits there should have been mature text on semantics prior to going to vote

· Prateek: defers the move to reconsideration until next TC meeting, by which RLBob will have text available

· Simon: authority binding proposal, jointly with Scott & Marlena, email dated Oct 22

· Chris: doesn’t feel like he can vote without more semantic specification

· Prateek: why isn’t static relationship sufficient?  Could put proxy in front of these AAs?

· Irving: cites Marlena’s example of federated colleges, each with an AA, but with a common AuthN service

· RLBob: not favoring this proposal

· Tim: this sounds like a discovery mechanism, and outside of scope in SAML 1.0

· Chris: moves to table this issue until more text is available

· No objections.  Tabled.

· Tim: authentication method identifiers

· Had proposed text for changes to a previous core draft

· There are around 8 methods listed

· Charles: had proposal concerning failure reason for SAML response

· Proposal was to add an attribute, related to status code, which would convey more information

· Similar to fault string in SOAP

· Email dated Aug 30

· Jeff: proposal needs text to go into core doc

· Charles: wants indication if will of group is for or against this

· Responder can fill the optional Reason attribute any way it sees fit

· Simon: is it a good thing to put long description as an attribute rather than an element?  Probably not

· Charles: agrees

· Jeff: recommends against using the term ‘advice’ in the text of this proposal

· Joe: what about localization of this string

· Charles will amend it and resend to list

· Straw poll: any objections to this.  No.  (exclusive of I18N)

· RLBob: error codes are not complete in core 20

· Scott had asked RLBob to bring it up to see if anyone was working on it

· Joe: thought Scott was working on it

· Zahid: can provide some info

· Phill: this is related to Charles’ proposal

· Chris: has some new items, mostly questions.

· MultipleAssertions is now in, true?  Moves to eliminate <Assertion> and rename <MultipleAssertion> to <Assertion>.

· No objections

· Will write up text on list

· What if you get multiple assertions that are contradictory or cannot be reconciled?  Not addressing this in our specification leaves a problem with out specification

· Phill: requires examine circumstances under which contradictory assertions might arise, specifically wrt issuer and issue instance

· If from different issuers, that’s a fact or life

· From same issuer, issuer may have been trusted at one point and not at another, but there is no assertion revocation (out of scope for SAML)

· RLBob: conformance is not about doing something useful, it is about getting a conformant response for a conformant request, so we can reject conflicting assertions

· Joe: not a SAML problem, more of an XACML problem

· Chris: do we say that in our doc, or is it just a given?

· Joe: reasonable to draft words to say it

· [ACTION ITEM] Chris to draft language

· Simon: is there any normative processing for what has to be done at PDP for subjectConfirmation?

· Irving: Up to the profile spec

6 – Reconciliation between core & bindings

· Prateek: needs authentication protocol identifiers for HolderOfKey and SenderVouches

· There are 4 confirmation methods defined

· Phill: recalls discussion around HolderOfKey not being a protocol.  How you get the key is more relevant

· Irving: not sure we need to be that picky.  We just need to know the principal does, in fact, hold this key

· Jeff: Is the functionality we once called HolderOfKey still in core 19?

· Phill: yes

· Jeff: so Prateek is suggesting need to create 5.1.8?

· Prateek: yes

· [ACTION ITEM] Prateek to produce text, Phill to incorporate

· Prateek: SenderVouches has similar need 

· Jeff: there was argument of whether we even wanted to do SenderVouches, as poor-man’s delegation model

· Prateek: open that issue for discussion now?

· Losing steam.  Leave for list.

7 – Security Considerations, Chris

