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1 Introduction 41 

This document provides a proposed set of use cases and scenarios for a set of extensions (or possibly a 42 
framework around them) to the SAML 1.0 Browser Profiles for SSO in [SAMLBind]. There are no specific 43 
technical proposals included, only the scenarios that would drive them. Generally, the use cases focus on 44 
activity that would occur either before or after the exchanges that are defined by those profiles, although 45 
some of them may motivate extensions to the existing profile interactions to provide additional robustness 46 
or functionality. 47 

The diagrams are constructed with the UML conventions described in [SAMLReqs]. 48 
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2 Use Cases and Scenarios 49 

This section provides a set of high-level use cases for SAML SSO extensions, and use case scenarios 50 
that illustrate the use case. They give an abstract view of the extension. Each use case has a short 51 
description, a use case diagram in UML format, and a list of the steps involved in the case. 52 

Note that, for each use case, the mechanics of how the actions are performed is not described. More 53 
detail provided in the detailed use case scenarios. Each of these high-level use cases has one or more 54 
specializations in the detailed use-case scenarios. 55 

Each scenario contains a short description of the scenario, a UML sequence diagram illustrating the 56 
action in the scenario, a description of each step, and a list of requirements that are related to the 57 
scenario. 58 
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2.1 Use Case 1: SSO with Destination Site First 59 

The SAML 1.0 SSO profiles define only a flow in which the source site authenticates a user and passes 60 
control and an authentication assertion (via push or pull) to the destination site. A common use case 61 
addressed by systems building on SAML is one in which the user first contacts a destination site without 62 
having signed on, and the user must then be sent to the source site to initiate the SSO activity before 63 
continuing. 64 

 65 
Use Case 1: SSO with Destination Site First 66 

Steps: 67 

1. Web user uses secured resource at the destination web site without having signed on. 68 

2. Web user authenticates to source web site. 69 

3. Web user uses secured resource at destination web site. 70 
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2.1.1 Scenario 1-1: SSO with Destination Site First, Pull or Push 71 

This scenario supports the "destination site first" concept, in both the pull and push scenarios supported 72 
by SAML 1.0. The goal is a deterministic, unambiguous sequence of interactions starting from the first 73 
point of access. 74 

 75 
Scenario 1-1 76 

Steps: 77 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 78 
with the site. The full address of the resource requested is denoted by "DestURL". 79 

2. Destination web site redirects the web user to a source web site for authentication, including the 80 
"DestURL" in the request. 81 

3. Web user authenticates to the source web site, providing the "DestURL". This begins one of the 82 
two existing SAML SSO profiles, both of which lead ultimately to the next step. 83 

4. Web user signs on to destination web site at the completion of the SSO profile, again providing 84 
the "DestURL" address. 85 

5. Destination web site accepts the user SSO action and returns the resource identified by 86 
"DestURL" (or rejects the attempt because of access control policy). 87 
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2.1.2 Scenario 1-2: SSO with Push Feature/Policy Customization 88 

In this scenario, the destination web site is given the option to push data to the source web site to 89 
customize the processes, policies, or presentation of the authentication and/or SSO activity. The exact 90 
options available are immaterial to the flow. 91 

 92 

Scenario 1-2 93 

Steps: 94 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 95 
with the site. 96 

2. Destination web site redirects the web user to a source web site for authentication, optionally 97 
including customization data to affect the processing at the source site, based on agreed-upon 98 
semantics. 99 

3. Web user authenticates to the source web site, the customizing data being applied as 100 
appropriate. 101 

4. One of the two existing SAML SSO profiles is used to transfer the web user to the destination 102 
web site. Both profiles can accommodate carriage of extensions and additional data if the 103 
customization requested by the destination site necessitates this. 104 
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2.1.3 Scenario 1-3: SSO with Pull Feature/Policy Customization 105 

In this elaboration, the destination web site is given the option to ask the source web site to pull data from 106 
it to customize the processes, policies, or presentation of the authentication and/or SSO activity. The 107 
exact options available are immaterial to the flow. 108 

 109 

Scenario 1-3 110 

Steps: 111 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 112 
with the site. 113 

2. Destination web site redirects the web user to a source web site for authentication, optionally 114 
including a URL that will provide data to affect the processing at the source site, based on 115 
agreed-upon semantics.  116 

3. Web user authenticates to the source web site. 117 

4. The source web site pulls the customizing data from the destination web site, and applies it as 118 
appropriate.. 119 

5. One of the two existing SAML SSO profiles is used to transfer the web user to the destination 120 
web site. Both profiles can accommodate carriage of extensions and additional data if the 121 
customization requested by the destination site necessitates this. 122 
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