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Based on our experience with our first SAML implementation, we appreciate this opportunity to influence the future direction of these standards.  The following are the areas we would like to see addressed.  We realize some of these areas may be outside the scope of the standards efforts, or may require technology that is not currently available.  In addition, some of these issues relate not to these standards, but more to the broader subject of federated identity and web security in general.

Session management issues

Existing applications typically have imbedded session management.  Our application development community is frequently reluctant to completely rewrite their applications so attempt to integrate with our Web Single Sign-on authentication/authorization environment by accepting the WSSO credentials and using those to create an application-specific session.  In this way the bulk of the application can continue to function as currently written.

Unfortunately, although this approach minimizes modification to the applications, it does mean the users browser collects cookies (typical session management tokens) from a variety of places.  Anomalies can arise from inconsistent session state when cookies have different timeout periods, or when users log out from within an application that today has no knowledge of the “federation”.  This can result in strange or unpredictable behavior.
Global logout

Following on from the session management issues is the problem of a global logout.  With potentially multiple, “unrelated” applications session active, accomplishing a complete logout across all active sessions seems to be impossible today without simply closing all browser windows.

We would like to provide the user with an intuitive logout facility that would ensure complete termination of all application sessions and authentication credentials. 

Authentication State Visibility

We think it is important for the user to always be aware of their authentication state.  Are they authenticated, and to what?  

We have discussed several ideas for communicating that state such as popup windows or indications within the browser.  

The popup window discussion suggested a popup window would appear when the user authenticated, advising the user they were logged on to Boeing Single Sign-on, and provide a button on the popup window labeled LOGOUT.  The window would remain for as long as the user was still logged on.  Numerous technical and usability issues prevent this from being a viable option.

The browser indication discussions suggested either an icon or special color that would indicate to the user that they had active credentials.  Again we saw no way to implement such a capability.

Assertions may need to be constrained to a domain

In our business environment, a typical SAML asserter can only make assertions about a subset of users within our total population.  For example, a SAML assertion from Company A cannot assert identity about users from Company B.  We are currently able to do this easily with our policy definitions within the Oblix product.  Future standards evolution should keep this capability in mind.

Support for direct bookmarks

The current standards do not address functionality to support direct bookmarks.  For each web session, prior to a SAML transfer, bookmarks and URL references may not work.  Oblix has modified their product to provide this functionality by including creation of a “permanent” cookie in the user’s browser that contains identification of their SAML asserter.  This allows us to look for existence of that cookie and redirect the browser back through the SAML transfer process when necessary.  This all occurs invisibly to the user.

Security strength of public Internet technologies

Single sign-on solutions typically use encrypted cookies, which are subject to hijack and replay.  Boeing has done some extra encryption to reduce the possibility of credential replay.

It is not always possible to require all sites within a domain use SSL/TLS.  In addition, even with SSL on the communications link, the end points are still vulnerable.  We think the HTTP digest authentication technology holds promise in this area.  

It is preferable to have industry deliver technology that eliminates this potential vulnerability.  We realize this is not specifically a SAML issue.

Use of SAML POST Method

Boeing prefers the SAML POST method to the SAML artifact method.  This allows our customers to deploy their SAML services inside their perimeter instead of requiring the servers to be publicly addressable.  There have been some unsubstantiated rumors the POST method might be discontinued in a future standards release.  We would prefer it not go away

Federated security domains

We think users have need for multiple, disconnected federated security domains.  Not all sign-ons should be federated into a singe environment.  For example, most users prefer to separate the sign-on for Boeing business from their sign-on to access personal employee information such as health, pension, and 401K.  Our current single sign-on implementation authenticates the user to both business and personal data within the “.boeing.com” domain, as well as other domains via SAML assertions.  The feedback from users is that this is not desirable.

We would like to see the ability for users to choose what applications or environments to federate.  We believe there are 2 challenges for this capability:

· We see users already struggling with the concept and implications of single sign-on.  Providing the user with the ability to choose federations will no doubt further confuse the user.  The solution must consider usability.

· There is significant resistance to modification of existing applications/environments to incorporate single sign-on due to time and cost constraints.  Solutions for federated identity must be architected in such a way as to minimize the impact to existing applications.

