Encryption Usecases

Encryption is used as the means to implement Confidentiality. The most common motives for confidentiality are to protect the personal privacy of individuals or to protect organizational secrets for competitive advantage or similar reasons. Confidentiality may also be required to insure the effectiveness of some other security mechanism. For example, a secret password or key may be encrypted.

Communications Confidentiality It may be required to confidentiality protect a SAML Assertion as it passes over the network.

Recommendation: Supported today by means of SSL/TLS or WSS when using SOAP binding (and perforce in the artifact profile). Supported by means of SSL/TLS when using the POST Profile.

Confidentiality of SubjectConfirmation It may be necessary to protect a secret value used in a SubjectConfiormation.

Recommendation: Supported by means of keyinfo which permits the inclusion of directly encrypted secrets or keys encrypted as a part of some other mechanism, such as Kerberos tickets.

Assertion Confidentiality It may be required to support confidentiality protection of an entire SAML assertion.

Recommendation: Support this case in SAML 2.0.

Name Identifier Confidentiality It may be required to support confidentiality protection of the Name Identifier in a Subject. The most common motive for this is to preserve privacy and implement anonymity.

Recommendation: Support this case in SAML 2.0.

Attribute Confidentiality It may be required to support confidentiality protection of an Attribute.

Recommendation: Support this case in SAML 2.0.

Attribute Confidentiality It may be required to support confidentiality protection of two or more Attributes.

Recommendation: Do not directly support this case in SAML 2.0. If this functionality is required, an Authority has the options of encrypting the entire assertion or encrypting each of the Attributes individually.

Proposed Text

Encryption is used as the means to implement Confidentiality. The most common motives for confidentiality are to protect the personal privacy of individuals or to protect organizational secrets for competitive advantage or similar reasons. Confidentiality may also be required to insure the effectiveness of some other security mechanism. For example, a secret password or key may be encrypted.

Several ways of using encryption to confidentiality protect all or part of a SAML assertion are provided.

· Communications confidentiality may be provided by mechanisms associated with a particular Binding or Profile. For example, the SOAP Binding enables the use of [SSL/TLS] or [WSS] mechanisms for Confidentiality [Editors note: Is this reference to a specific Binding from the Core ok?]

· Protecting a SubjectConfirmation secret. The use of the keyinfo element as SubjectConfirmationData permits keys or other secrets to be encrypted.

· An entire Assertion may be encrypted as described here.

· The NameIdentifier element within a Subject may be encrypted as described here.

· An Attribute element may be encrypted as described here.

General Considerations

Encryption of the Assertion, NameIdentifier and Attribute elements is provide by use of [XML ENC]. Encrypted data and optionally an encrypted key MUST replace the cleartext information in the same location within the Assertion. The EncryptedData element attribute Type, MUST have the value of

http://www.w3.org/2001/04/xmlenc#Content 

to ensure that the element name is not encrypted. Any of the algorithms defined as a part of the [XML ENC] MAY be used to perform the encryption. The SAML Schema is defined so that the inclusion of encrypted data yields a valid instance.

Encypting Assertion

The Schema for Assertion is shown. Note that replacement of the entire contents with encrypted data yields a valid instance.

[Schema here]

Encypting NameIdentifier

The Schema for NameIdentifier is shown. Note that replacement of the entire contents with encrypted data yields a valid instance.

[Schema here]

Encypting Attribute

The Schema for Attribute is shown. Note that replacement of the entire contents with encrypted data yields a valid instance.

[Schema here]

Combining Signatures and Encyption

Encryption and Signatures MAY be combined. When an assertion is to be signed and encrypted the following rules apply. A relying party MUST perform signature validation and decryption in the reverse order that signing and encryption were performed.

· When the entire Assertion is encrypted, the signature MUST first be calculated and then the data encrypted.

· When a NameIdentifier or Attribute is encrypted, the encryption must be performed first and then the signature calculated over the encrypted data (in addition to the unencrypted data, if any.)

Examples

The following example shows an encrypted Assertion.

[Example here]

The following example shows an encrypted NameIdentifier.

[Example]

