	[image: image5.png]gue





	IST-2003-507498



	[image: image1.png]



	GUIDE

Creating a European Identity Interoperability Architecture for eGovernment



	GUIDE and OASIS SAML Synergy


	
[image: image2.png]



	GUIDE (IST-2003-507498) is part funded by the European Commission’s 6th Framework Programme
	[image: image3.jpg]Information Society
Technologits






0 Table of Contents
20
Table of Contents


20.1
List of Figures


31
GUIDE High Level Use Case Scenarios


31.1
Scenario 1 - Principal present, and logging on as the user


31.2
Scenario 2 - Principal present, but not the user


31.3
Scenario 3 - Principal not present


42
GUIDE use of SAML


53
Possible help from OASIS


54
Possible GUIDE Input to OASIS




0.1 List of Figures

4Figure 1 - GUIDE Scenarios


5Figure 2 - GUIDE Example SAML




1 GUIDE High Level Use Case Scenarios
GUIDE supports three main Use Case Scenarios in providing Pan-EU Identity Interoperability.
These are :-
1.1 Scenario 1 - Principal present, and logging on as the user 
The private citizen or business representative is present, and attempting to logon as the actual end-user of a foreign eGovernment service. They are present in the sense that they are an active participant, and can be contacted in real time. 

In this scenario all authentication mechanisms are possible according to what the citizen possesses in terms of credentials, identifiers, tokens, biometrics, and attributes, and what equipment he has for reading them. Furthermore the citizen is able to actively take part in choosing and ‘negotiating’ the authentication mechanism to be used, with the associated applications and identity providers, including participation in authentication re-direction, and providing consent to any required data exchanges in real time. 

This is the classic SAML SSO use case involving redirection of the Principal’s user agent (browser) to the appropriate Identity Provider(IP) for authentication.

1.2 Scenario 2 - Principal present, but not the user  
The private citizen or business representative is physically present in a foreign government office, but the logged on user is therefore a foreign Responsible Officer (eg. civil servant or NGO) acting on the citizen or business representative’s behalf. This scenario provides for Social Inclusion. 
In this scenario authentication mechanisms based on attributes and identifiers are clearly still possible, but credential based authentication will not be possible unless the citizen possesses some form of identity card containing them, which would allow their use without revealing them to the civil servant involved.

Biometric authentication is possible, assuming the citizen has registered these with an identity provider, regardless of whether the citizen has an identity card or not.

However, the ideal situation is that the citizen has an identity card which can be used by the civil servant in his terminal to extract whatever credentials are available, and thereby provide as rigorous authentication as in scenario 1.  

However, in this scenario redirection of the Principal to a remote IP is not possible. IP Discovery and Identification of the Principal must be automated by, and carried over, the GUIDE secure back channel.
1.3 Scenario 3 - Principal not present 
The private citizen or business representative is not physically present, eg. where one Member State receives an E101 form from another Member State (as in the GUIDE E101 trial). A civil servant may or may not be involved, depending on the level of automation of the associated administrative process.

In this scenario where the citizen is not physically present there is no prospect of using credentials or biometrics as an authentication mechanism. The only possibility is the use of available attributes and identifiers for the identification only of the principal. However, these can be verified with the originating Identity Providers, which affords some degree of assurance, but consequently limits the level of assurance possible. However, the risk of an impostor posing as the legitimate citizen is removed, but the level of trust invested in any civil servant involved is paramount. 

Like scenario 2, this requires IP Discovery and Identification of the Principal to be automated by, and carried over, the GUIDE secure back channel.
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Figure 1 - GUIDE Scenarios
2 GUIDE use of SAML
GUIDE is attempting to use SAML for all of the above 3 scenarios, although as far as we can see, SAML only caters for scenario 1 (SSO), ‘out of the box’.

For scenario 1 we are developing a GUIDE-SSO SAML Profile, which is based on the generic SAML SSO Profile, and this is not an issue. 
However, for scenarios 2 and 3 we are attempting to use SAML to carry Identification requests at least, and possibly Authentication requests (for scenario 2), using Profiles of the SAML ‘AttributeQuery’ , using the Subject Confirmation element to carry the associated identity attributes and/or credentials, of the form as below :- 
<AttributeQuery 


ID="RPCUk2lleGVzft1lLURp51oFvJXk" 


Version="2.0"  


IssueInstant="2005-08-11T17:42:04Z" 


Destination="http://www.IP1.eu"


xmlns="urn:oasis:names:tc:SAML:2.0:protocol" 


xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 


xmlns:xs="http://www.w3.org/2001/XMLSchema"

  
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


  
xsi:schemaLocation="urn:oasis:names:tc:SAML:2.0:protocol 

  
http://docs.oasis-open.org/security/saml/v2.0/saml-schema-protocol-2.0.xsd 

  
urn:oasis:names:tc:SAML:2.0:assertion 

  
http://docs.oasis-open.org/security/saml/v2.0/saml-schema-assertion-2.0.xsd"


>


<!-- name of the requesting entity --> 


<saml:Issuer>http://www.myPEGS.eu</saml:Issuer> 


<saml:Subject>



<saml:NameID />  



<saml:SubjectConfirmation Method="urn:guide:multiple-attributes">




<saml:SubjectConfirmationData>





<xs:any>






<saml:Attribute Name="First Name"> 







<saml:AttributeValue>John</saml:AttributeValue> 






</saml:Attribute>








<saml:Attribute Name="Last Name"> 







<saml:AttributeValue>Doe</saml:AttributeValue> 






</saml:Attribute>








<saml:Attribute Name="Birth date"> 







<saml:AttributeValue>14.07.1971</saml:AttributeValue> 






</saml:Attribute>







</xs:any>




</saml:SubjectConfirmationData>



</saml:SubjectConfirmation> 


</saml:Subject> 


<!-- following: list of desired attributes --> 


<!-- omitted: methods for specifying desired attribute formats 


this should be provided by D1.2.7 --> 


<saml:Attribute Name="Nationality" /> 


<!--


<ds:Signature>...</ds:Signature>  


digital signature --> 

</AttributeQuery> 

Figure 2 - GUIDE Example SAML

A key concern for us is whether or not such Profiles are SAML conformant.

3 Possible help from OASIS

Essentially the help we would like from OASIS is in providing a view on whether or not the above Profiling approach is SAML conformant, and if not what better way there may be of achieving the same effect.
4 Possible GUIDE Input to OASIS

In general we eventually envisage the GUIDE SAML Profiles being adopted by EU standards bodies, eg CEN/ISSS, and in this respect we understand this to be outside the remit of OASIS. 
However, we consider the use of SAML for our scenarios 2 and 3 to have more general applicability than only the Pan-EU Identity Interoperability context. 

It may therefore be the case that some of the Profiles we are developing could benefit the SAML specifications by adoption by OASIS.  
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