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1 Introduction

This document describes a profile for SAML 2.0 {dJallow SAML authorities to certify that a
certain Boolean predicate holds over a subjectdbate values, without revealing the exact
attribute values. The profile adheres to the defiagtension points of SAML 2.0. It also defines
a query format for attribute predicate asserti@msl how such assertions are to be used within
XACML [2].

SAML attribute assertions enable a SAML authorigmetimes also referred to as an issuer, to
certify to a relying party that a subject is asater with a specified set of attribute values. €her
are many circumstances, however, where the relyarty is not interested in the exact attribute
values, but merely needs to be certain that ainertandition is satisfied. For example, a SAML
authority may keep its subjects’ dates of birthrecord, but to control access to a teenage chat
room, the relying party merely needs to ensure tthatequesting subject belongs to the correct
age group. Not only may users be reluctant to oégckuch identifying information to the chat
room host, but also the host itself may prefertodinow the exact date to avoid liability claims
in case a data breach occurs.

For small numbers of predicates this problem caooisly be overcome by defining a dedicated
Boolean attribute for each possible predicate, Wwkhe issuer authenticates by means of a SAML
attribute statement. While this may work for comnage restrictions such as being younger or
older than 18, it is impractical when the spaceetdvant predicates is large. For example, it is
rather unlikely that a dedicated attribute willglebally agreed upon if the minimum age to sign
up for a theoretical driving test is 17 years amddhths.

As another example where attribute predicates eamdeful, consider an online opinion poll

hosted on a city's website and a SAML authorityt tben certify subjects’ ZIP codes. The city

may want to make sure that only legal residentthefmetropolitan area can participate in the
poll, but for privacy reasons may not want to keegrk of the voting statistics of separate

neighborhoods. Other websites may want to make thaethe subject has an email address
within a particular domain (e.g., youremployer.cobyt to guarantee the users’ privacy have no
interest in the exact address.



Predicates could even involve relation among mieltgitributes known to the SAML authority.
For example, the signup form for an obesity sumosanp may restrict access to people whose
waist measure is greater than their inseam, bus do¢ want to force participants to disclose
these values.

1.1 Namespaces

Prefix XML Namespace Description
(none) | http://www.zurich.ibm.com/csc/security/SAMLAttriceredicatesProfile this profile

samla urn:oasis:names:tc:SAML:2.0:assertion SAMEekson
samlp urn:oasis:names:tc:SAML:2.0:protocol SAML Boo!
xacml urn:oasis:names:tc:xacml:3.0:core:schema:ivd-1 XACML

ds http://www.w3.0rg/2000/09/xmldsig# XML Signature

2 Overview

This profile defines how to query and respond laite predicate assertions, as well as how such
assertions can be used within an XACML implemeatatin particular, it defines the following
types and elements:

e <AttributePredicateStat ement Type>: A new SAML statement type, defined as a
subtype oksam a: St at ement Type>, that contains predicates over attributes.

e <AttributePredicate> A new element containing the description of atritaite
predicate that is requested or certified.

e <AttributePredi cateQuery>. A new SAML query type, defined as a subtype of
<sanl p: Subj ect Quer yAbst r act Type>, to transport queries for attribute predicate
assertions.

Moreover, this profile describes how an XACML ergiran trigger queries for required attribute
predicates, and how the resulting responses canskbd by the XACML Policy Decision
Point (PDP).

3 Attribute Predicate Profile of SAML

3.1 Type<AttributePredi cateStatenent Type>

The new SAML statement typ&AttributePredi cat eSt at ement Type> inherits from
<sam a: St at enent Type> and contains one or mok&t t ri but ePr edi cat e> elements as
defined in this profile. Multiple<Attri butePredi cate> elements occurring within one
<St at enent > element follow a conjunctive semantics, ial, of the contained predicates are
asserted (when part of an assertion) or requirdeifvpart of a query) to be true.

<xs: conpl exType nanme="Attri but ePredi cat eSt at ement Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="sanl a: St at enent Abst r act Type" >
<xs: sequence maxCccur s="unbounded" >
<xs:element ref="AttributePredicate" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>




To express that an instance of a&sanl:Statement> element is of type
Attri but ePredi cat eSt at enent Type, the xsi:type attribute is set to
Attri but ePredi cat eSt at enent Type. Such an instance of<aan : St at enent > is referred
to as an “attribute predicate statement” in thisfife.

3.2 Element <Attri but ePredi cat e>

The<At tri but ePr edi cat e> element contains the description of a predicatadty one) over
the subject’s attributes that the issuer of thertiss certifies to hold. The predicate is exprédsse
by means of arxxacni : Appl y> element, which denotes application of a specifiguction
(identified by a URI in theFunctionld attribute) to one or more arguments of the
<xacnl : Expr essi on> element substitution group. Since theacm : Appl y> element itself is
also a member of this substitution group, arbiiyatomplex predicates can be formulated by
nesting multiplesxacm : Appl y> elements.

<xs: el enent name="Attri butePredi cate" type="AttributePredicateType"/>
<xs: conpl exType nanme="Attri but ePredi cat eType">
<Xs: sequence>
<xs: el enent ref="xacnl : Apply"/>
</ xs: sequence>
<xs:attribute nanme="Friendl yDescription" type="xs:string" use="optional"/>
</ xs: conpl exType>

Of the members of thexacnl : Expressi on> element substitution group, the following can
occur in the attribute predicate:

e <xacm :AttributeVal ue>
e <xacmrl: Attri but eDesi gnat or>

0 Any <xacm : Attribut eDesi gnat or> element used must be Gkt egory
urn:oasis: nanmes:tc: xacm : 1. 0: subj ect - cat egory: access-

subj ect . [Resource-, action-, and environment attributes reot allowed to

. . . . _ -| Comment: The reason is that the SAM
occur in an attribute predlcate query or assettLO[‘-, ,,,,,,,,,,,,,,,,,, -7 authority issues an attribute predicate
. R . statement over the attributes of a particular
o If no values are known for the specifigdt ri but el d by the SAML authority subject. In this context, resource_,pactio -
with respect to the concerned subject, then thmmgitMist BePresent XML and environment attributes is meaningless.

attribute governs whether during the evaluation dfie predicate
(see 3.4 Predicate Evaluation) #veacnl : At tri but eDesgi nat or > element
is substituted with an empty bag (ust BePresent is set tofal se), or
whether the predicate evaluates talet er mi nat e (if Must BePr esent is set
to true). In the latter case, a response with status code
\ur n: oasi s: nanes:tc: SAM_: 2. 0: st at us: UnknownAttr Profil e] MUST __ - -| Comment: Is this also the status code

be returned by the SAML authority. ;eot:‘r:;‘fit‘frr‘beuq ::g;bli‘észre missing for|a

o If the value of thd ssuer attribute in the<xacn : Attri but eDesi gnat or >
element is different from the value specified in4sani a: | ssuer > element of
the enclosing query or assertion, then a respoitbetve newly introduced status
code urn:com i bm zurich: SAM.: 2. 0: status: I nval i dPredi cate
MUST be returned.

e <xacml : Appl y>

o All function URIs marked as mandatory in XACML vens 3.0 [2] MUST be
supported as value for thinct i onl d attribute by any implementation of this



profile. Functions marked as optional MAY be supedr as well as any
additional self-defined functions, as long as temantics are understood by all
of the involved parties. The return data type @f dhutermost function MUST be

http://ww. w3. or g/ 2001/ XM_Schena#bool ean

¢ <xacnl : Functi on>

encounters a query with such elements, then it MW&Uirn a response with the (previously

introduced) status code n: com i bm zuri ch: SAM.: 2. 0: st at us: | nval i dPredi cat e.

3.3 Element <Attri but ePredi cat eQuery>

The <AttributePredi cat eQuery> element used to carry (one ore more) requests for

assertions on a specified attribute predicate.

<xs: el enent name="Attri butePredi cateQuery"
type="Attri but ePredi cat eQueryType"/>
<xs: conpl exType nanme="Attri but ePredi cat eQueryType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="sanl p: Subj ect Quer yAbst r act Type" >
<xs: sequence>
<xs:elenment ref="AttributePredi cate" maxQccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Comment: For the
<xacml:AttributeSelector> the reason is
that there is no structure (such as the
xacml:Request) that the selector’'s XPat
expression could refer to.

For the <xacml:VariableReference> the
reason is that the corresponding
<xacml:VariableDefinition> elements
cannot be specified within the
<xacml:Apply>.

3.4 Predicate Evaluation

When a SAML authority receives an incoming attréopredicate query, then it evaluates the
truth of the contained predicates in a way thasésnantically equivalent to evaluating an
XACML request containing all known attributes oftleoncerned subject against an XACML
policy with a single rule that has the conjunctiohthe requested predicates as condition.
Concrete implementations of this profile do notually have to deploy an XACML PDP to

evaluate predicates, but the returned response MhkSthe same as what would have been

obtained through the following procedure.

1. An XACML PDRP is initialized with the policy belowontaining a single rule where the
outermost <xacm : Appl y> elements from then queried attribute predicates are

embedded in a conjunction in theacn : Condi ti on> element.

<xacnl : Pol i cy
Rul eConbi ni ngAl gl d="i dentifi er:rul e-conbi ni ng-al gorithm permt-overrides"
Pol i cyl d="ur n: exanpl e: Predi cat ePol i cy"
Versi on="1.0">
<xacnm : Target/>
<xacnm : Rul e Rul el d="ur n: exanpl e: Predi cateRul e" Effect="Permt">
<xacm : Target/>
<xacm : Condi ti on>
<xacnl : Appl y Functionld="urn: oasi s: nanes: tc: xacm : 1. 0: functi on: and" >
(queried attribute predicate 1)
(queried attribute predicate 2)

.(dijeri ed attribute predicate n)
</ xacm : Appl y>
</ xacml : Condi ti on>

h




</ xacm : Rul e>
</ xacnl : Pol i cy>

2. The SAML authority creates an XACML request contesmitaining all known attributes
for the concerned subject and submits it to the P& e precisely, if the concerned
subject has a single-valued attributen: exanpl e: At tri but el d1 of typexs: string
with value" val uel" and a multi-valued attributer n: exanpl e: Attri but el d2 of
typexs: stri ng with values' val ue2" and" val ue3", the request context submitted to
the PDP is:

<xacml : Request ReturnPolicyldLi st="fal se" Conmbi nedDeci si on="fal se">
<xacm : Attributes
Cat egor y="ur n: oasi s: nanes: t c: xacm : 1. 0: subj ect - cat egor y: access- subj ect ">
<xacm : Attribute Includel nResult="fal se"
Attributeld="urn: exanpl e: Attri butel d1">
<xacm : Attri but eVal ue DataType="xs:string">
Val uel
</ xacm : Attri but eVal ue>
</ xacml : Attri bute>
<xacm : Attribute Includel nResult="fal se"
Attributeld="urn: exanpl e: Attri butel d2">
<xacm : Attri but eVal ue DataType="xs:string">
Val ue2
</ xacm : Attri but eVal ue>
<xacml : Attri buteVal ue DataType="xs:string">
Val ue3
</ xacm : Attri but eVal ue>
</ xacm : Attribute>
</ xacm : Attributes>
</ xacnl : Request >

3. If the XACML PDP returns decisioRer mi t, then the SAML authority MAY return a
SAML response with status code
urn: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success and an assertion containing an
attribute predicate statement that contaiast ri but ePr edi cat e> elements that are
equal to thecAt t ri but ePr edi cat e> elements contained in the query. Here, equality is
defined either as string equality (i.e., includinbitespace), or, if the assertion is signed,
as equality under the XML canonicalization methsddito compute the XML Signature.
See [4] for more information on canonicalizationtiogls. There may be situations
where the SAML authority MAY not return an attribytredicate assertion, even though
the XACML PDP does return Permit, for example, wiagditional policies apply, or
when the subject does not give permission to rehergueried assertion.

4. If the XACML PDP returns any decision other thanr@ie then the SAML authority
MUST return a response with a status code other n tha
urn: oasi s: names: tc: SAM.: 2. 0: st at us: Success.

4 Attribute Predicate Profile of XACML

In the same way that the SAML profile of XACML [8lefines, among other things, how an
XACML system can request SAML attribute assertitnesn an on-line attribute authority and
use the returned SAML attribute assertions in tH&CKIL system, this section defines how an
XACML system can request and use SAML attributeljpate assertions.

The interactions between the different participamd components are depicted in Figure 1. The
Subject requests access to a resource locatedemate Host. The Host has a policy in place
requiring that the subject must be over 18 yearagef to access the resource, as certified by an
external Attribute Authority. Rather than requegtihe exact date of birth from the Attribute



Authority, the Host merely requests confirmatiorttod fact that the requesting Subject is indeed
over 18 years of age.

The mechanism to incorporate attribute predicatesiXACML system is that the Host specifies
its policy in terms of dedicated Boolean attributeing identifiers that are only locally defined.
For each of the dedicated local attributes, theciPdEnforcement Point (PEP) knows the
translation to a predicate over globally meaningftitibutes. When the Policy Decision Point
(PDP) reports that one of these local attribdltesnissin@, the PEP sends a query for the - Comment: Typically the PEP does not

corresponding global attribute predicate to theridite Authority. The Attribute Authority ':glce"\’/va‘:]’:‘;g*r‘t'ﬁgi‘)'gg”igﬂiszgl'ugfion of

evaluates the predicate, optionally authenticatesSubject or obtains her permission to disclose | e request. Thus, the PEP can not
the predicate, and returns a signed assertion tivthsame predicate to the PEP. The PEP then | proactively query for the corresponding

. : f global attribute predicates and has to dqg so
resubmits a request to the PDP for the same resobut with the value of the dedicated local B e G e e e,

attribute set to true. Querying proactively for all global
attributes is also not desirable.

Local attribute Global attribute predicate XACML policy:
urn:example:local:isover18 = true

urn:example:local:isoverl8 | urn:example:global:birthdate < (today — 18Y)

2. xacml:Request: resource ‘\
7. xacml:Request: resource,

1. request resource urn:example:local:isover18 = true
Subject PEP PDP
9. resource 3. xacml:Response: missing attribute:
B uri:example:local:overage
\ v . . f
S S P 8. xacml:Response: Permit
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User directory:
username = “jdoe123”
firstname = “John”
lastname = “Doe”
birthdate = 1963/05/02

Figure 1: Interaction scenario when using attritprelicates in an XACML system

Details of the steps depicted in Figure 1 are Hovis:
1. The Subject sends a request for access to a restutite PEP of the Host.
2. The PEP constructs an XACML request context forésmurce and sends it to the PDP.

3. The PDP evaluates the policy and finds the dedicatecal attribute
urn: exanpl e: | ocal : i sover18 to be missing. It returns amndeterninate
response to the PEP statiungn: exanpl e: | ocal : i sover 18 as a missing attribute.



4. The PEP realizes that n: exanpl e: | ocal : i sover 18 is a dedicated local attribute for
which it knows the corresponding predicate ovebglly meaningful attributeé. The PEP
looks up the corresponding predicate and “partiablyaluates it by replacing all
<xacnl : Attri but eDesi gnat or > elements for known attributes with a bag of their
value(s). The bag is created using<aacni : Appl y> element with the bag function of

<At tri but ePredi cat eQuer y> for the resulting predicate and sends it to theitAite
Authority.

5. The Attribute Authority optionally authenticatesethequesting Subject and obtains his
permission to disclose the queried predicate.

6. The Attribute Authority evaluates the truth of thequested predicate based on the
Subject’s attributes according to the procedurenddfin Section 3.4. If the Subject’s
stored attributes satisfy the predicate, it sendssponse containing an assertion for the
queried predicate to the PEP.

7. The PEP verifies the Attribute Authority’s signawn the predicate and checks that the
predicate in the response is equal (possibly mothdocanonicalization method) to the
queried predicate. If so, then the PEP createswa X®®CML request context for the
resource with the value of the n: exanpl e: | ocal : i sover 18 attribute set tarue
and sends it to the PDP.

The PDP evaluates the new request and sends punsesto the PEP.
The PEP grants or denies access based on theotlesisbedded in the response.

5 Examples (non-normative)

This section contains a non-normative example efube of attribute predicate assertions in an

XACML system. The scenario is that of an on-linmkimarket that wants to restrict access to its
hard liquor catalogue to users that are older t&rthe legal drinking age in the country where
the drink market operates.

5.1 Example XACML Policy

The policy below protects the liquor catalogue witlresource identifier
file://exanpl e/ content/liquors with a rule insisting that the dedicated local jsab
attributeur n: exanpl e: | ocal : i sover 18 is set ta r ue.

<xacn : Pol i cy
Rul eConbi ni ngAl gl d="i dentifier:rul e-conbi ning-al gorithm pernit-overrides"
Pol i cyl d="ur n: exanpl e: Pol i cy1"
Versi on="1.0">
<xacni : Target />
<xacm : Rul e Rul el d="urn: exanpl e: Rul el" Effect="Permt">
<xacni : Tar get >
<xacnl : AnyCf >
<xacm : Al | Of >
<xacnl : Mat ch
Mat chl d="ur n: oasi s: nanmes: tc: xacnl : 1. 0: functi on: stri ng- equal ">
<xacm : Attri but eVal ue
Dat aType="ht t p: / / ww. W3. or g/ 2001/ XM_Schema#any URI " >
file://exanpl e/ content/liquors
</xacm : Attri buteVal ue>
<xacn : Attri but eDesi gnat or
Dat aType="ht t p: / / waww. W3. or g/ 2001/ XM_Schema#any URI "
Must BePr esent ="true"

- Comment: Multiple issues here:

Should this ‘partial’ predicate evaluation
process be defined more precisely?

Is the PEP the most appropriate
component to do this partial evaluation,
would it better be the Context Handler, @
even the PDP?

Does the PEP (or whoever performs the
partial evaluation) have access to the
relevant attributes (resource, action,
environment, and possibly known subje
attributes)?

S o
g

=3



Cat egory="urn: oasi s: nanes: tc: xacm : 3. 0: attri but e-
cat egory: resource"
Attributeld="urn:oasis: nanmes:tc: xacrl : 1. 0: r esour ce:
resource-id"/>
</ xacm : Mat ch>
</ xacm : Al | Of >
</ xacm : AnyCf >
</ xacnl : Tar get >
<xacm : Condi ti on>
<xacnl : Appl y
Functi onl d="ur n: oasi s: names: t c: xacnl : 1. 0: functi on: bool ean-
one- and-onl y">
<xacnl : Attri but eDesi gnat or
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schenma#bool ean"
Must BePr esent ="t rue"
Cat egor y="ur n: oasi s: nanmes: t c: xacrl : 1. 0: subj ect - cat egory: access-
subj ect "
Attributel d="urn: exanpl e: | ocal : i sover18"/>
</ xacm : Appl y>
</ xacm : Condi tion>
</ xacm : Rul e>
</ xacnl : Pol i cy>

5.2 Example Translation Table

The PEP keeps track of the mapping between lot@dwaes and predicates over global attributes.
How it stores this mapping is outside the scopthisfspecification. In the example of the liquor
store, the PEP may associate the lagah: exanpl e: | ocal : i sover 18 attribute with the
following predicate.

<Attri butePredicate
Friendl yDescri ption="The subject is over 18 years of age.">
<xacm : Appl y Functionl d="urn: oasi s: nanes:tc: xacnl : 1. 0: functi on: dat e-| ess-
t han- or - equal " >
<xacnl : Appl y Functionl d="urn: oasi s: nanes: tc: xacm : 1. 0: functi on: dat e- one-
and-onl y">
<xacm : Attri but eDesi gnat or
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schena#dat e"
Must BePr esent ="t r ue"
Cat egor y="ur n: oasi s: names: tc: xacnl : 1. 0: subj ect - cat egory:
access-subj ect”
Attri but el d="urn: exanpl e: gl obal : bi rt hdat e"
| ssuer="i dp. exanpl e. cont'/ >
</ xacnl : Appl y>
<xacm : Appl y Functionld="urn: oasi s: nanes:tc: xacn : 3. 0: functi on: dat e-
subt ract - year Mont hDur ati on" >
<xacnl : Appl y Functionld="urn: oasi s: nanes: tc: xacm : 1. 0: functi on: dat e-
one- and-onl y">
<xacm : Attri but eDesi gnat or
Dat aType="ht t p: / / ww. w3. or g/ 2001/ XM_Schena#dat e"
Must BePr esent ="t rue"
Cat egor y="ur n: oasi s: nanes: tc: xacml : 3. 0: attri but e-cat egory:
envi ronnent "
Attributel d="urn: oasi s: nanes: tc: xacm : 1. 0: envi r onment :
current-date"/>
</ xacm : Appl y>
<xacml : Attri but eVal ue
Dat aType="htt p: // ww. W3. or g/ 2001/ XM_Schema#year Mont hDur ati on" >
P18Y
</ xacm : Attri but eVal ue>
</ xacnl : Appl y>
</ xacm : Appl y>




[ </AttributePredicate>

5.3 Example Attribute Predicate Query

Note that the<At t ri but ePr edi cat e> above contains asxacm : Attri but eDesi gnat or >

for the environment attributer n: oasi s: nanmes: t ¢: xacml : 1. 0: envi ronnent : current -

dat e. This element first needs to be replaced by adfdts values using asxacni : Appl y>
element with the functiorur n: oasi s: nanes: tc: xacm : 1. 0: functi on: dat e- bag. The
resulting predicate is embedded in the followingitaite predicate query that is sent to the
Attribute Authorityi dp. exanpl e. com

<Attri butePredi cat eQuery
Ver si on="2. 0"
| D="quer y23a0821cf 186ea0a22e3818750a809b6ch3b4cda"
I ssuel nst ant ="2011-02-28T23: 59: 58" >

<sanl a: | ssuer >i dp. exanpl e. conx/ sanl a: | ssuer >
<sanl a: Subj ect >
<samrl a: Nanel D
For mat =" ur n: oasi s: nanes: t c: SAM.: 2. 0: nanei d-format : transi ent ">
pseudonynil23456
</ sanl a: Nanel D>
</ sanm a: Subj ect >

<Attribut ePredicate
Fri endl yDescri pti on="The requestor is over 18 years of age.">
<xacnl : Appl y Functionl d="urn: oasi s: nanes:tc: xacnl : 1. 0: functi on: dat e-
| ess-t han- or - equal ">
<xacm : Apply Functi onl d="urn: oasi s: nanes:tc: xacm : 1. 0: functi on: dat e-
one- and-onl y">
<xacnl : Attri but eDesi gnat or
Dat aType="ht t p: / / ww. w3. or g/ 2001/ XM_Schena#dat e"
Must BePr esent ="t rue"
Cat egor y="ur n: oasi s: nanes: t c: xacnl : 1. 0: subj ect - cat egory:
access-subj ect”
Attri butel d="urn: exanpl e: gl obal : bi rt hdate"/>
</ xacm : Appl y>
<xacnl : Appl y Functionl d="urn: oasi s: nanes: tc: xacm : 3. 0: functi on: dat e-
subt ract - year Mont hDur ati on" >
<xacm : Apply Functi onl d="urn: oasi s: nanes: tc: xacnm : 1. 0: functi on:
dat e- one- and- onl y" >
<xacnl : Appl y
Functi onl d="ur n: oasi s: nanmes: tc: xacni : 1. 0: functi on: dat e- bag" >
<xacml : Attri but eval ue
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schenma#dat e" >
2011-02- 28
</ xacml : Attri but eVal ue>
</ xacm : Appl y>
</ xacm : Appl y>
<xacml : Attri but eval ue
Dat aType="htt p: / / ww. W3. or g/ 2001/ XM_Schena#year Mont hDur at i on" >
P18Y
</ xacm : Attri but eVal ue>
</ xacm : Appl y>
</ xacm : Appl y>
</ AttributePredicate>

</AttributePredi cat eQuery>




5.4 Example Attribute Response

The Attribute Authority verifies that ther n: exanpl e: gl obal : bi rt hdat e attribute that he
has on record for the user with transient dfeudonyni23456 satisfies the queried predicate
through the procedure described in Section 3.#.dbes, then it returns the following assertion
as response to the PEP. (All cryptographic datsinsulated, the signature doesn’t verify
correctly.)

<sanl p: Response Version="2.0"
I D="r esponsebd6996d271d23129dc2068c497ea3415f 00b8b73"
| nResponseTo="quer y23a0821cf 186ea0a22e3818750a809b6cb3b4cda"
I ssuel nst ant ="2011-02-28T23: 59: 59" >

<sanl a: | ssuer >i dp. exanpl e. conx/ saml a: | ssuer >
<sanl p: St at us>

<saml p: St at usCode Val ue="urn: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>

<sanl a: Asserti on | ssuel nstant="2011-02-28T23: 59: 59"
| D="assertionll6fcc68e6a3f eb788e5c89520b5f 4eadf 5ebbcf" Version="2.0">
<sam a: | ssuer >i dp. exanpl e. conx/ sanl a: | ssuer >
<ds: Si gnat ur e>
<ds: Si gnedI nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
<ds: Si gnat ur eMet hod
Al gorithnme"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence
URI =" #asserti onl116f cc68e6a3f eb788e5c89520b5f 4eadf 5ebbcf ">
<ds: Tr ansf or ms>
<ds: Transform Al gori thnm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#
envel opedsi gnat ure"/ >
<ds: Transform Al gori thm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#" >
<l ncl usi veNanmespaces PrefixList="#default xacm saml a sanip ds xsi"
xm ns="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Tr ansf or n»
</ ds: Tr ansf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww:. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>
192d3b53f 6¢c4f da041f f 36899a91422e9e9a8a2b
</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
hg4zk+Zknj ggCQyZnivea8f | 79gJEsRy3ESLHDpYXWQ gZpkJNICM_GBENRANr w+n
7i yzi xBvKXX8P53BTCT4VghPBWAFYSt 9t HWI/ At Jf OTh6gaAsNdeCyG86j nt p3TD
MwL/ cBUj 20t BZOQVFNn7j QOYB7kI | z3RqVL+WNmeW 4=
</ ds: Si gnat ur eVal ue>
<ds: Key| nf o>
<ds: X509Dat a>
<ds: X509Certificate>
M | Cyj CCAj OgAW BAgl CAnUWDQYJKoZI hvc NAQEEBQAWgak x Cz AJBgNVBAYTAI VT
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>

<sanl a: Subj ect >
<samrl a: Nanel D
For mat ="ur n: oasi s: nanes: t c: SAML: 2. 0: nanei d-format: transi ent">
pseudonyml23456




</ sam a: Namel D>
</ sam a: Subj ect >

<sanl a: St at ement xsi :type="Attri butePredi cateSt at enent Type">
<AttributePredicate
Fri endl yDescri pti on="The requestor is over 18 years of age.">
<xacm : Apply Functi onl d="urn: oasi s: nanes: tc: xacm : 1. 0: functi on: dat e-
| ess-than-or-equal ">
<xacnl : Appl y Functionl d="urn: oasi s: nanes:tc: xacm : 1. 0: functi on: dat e-
one- and-onl y" >
<xacm : Attri but eDesi gnat or
Dat aType="htt p: / / ww. W3. or g/ 2001/ XM_Schena#dat e"
Must BePr esent ="t r ue"
Cat egor y="ur n: oasi s: nanmes: t c: xacm : 1. 0: subj ect - cat egory:
access-subj ect"
Attri but el d="urn: exanpl e: gl obal : bi rt hdate"/>
</ xacm : Appl y>
<xacm : Apply Functi onl d="urn: oasi s: nanes: tc: xacn : 3. 0: functi on:
dat e- subt r act - year Mont hDur ati on" >
<xacm : Appl y Functionl d="urn: oasi s: nanes: tc: xacni : 1. 0: functi on:
dat e- one- and- onl y" >
<xacnl : Appl y
Functi onl d="ur n: oasi s: nanmes: tc: xacm : 1. 0: functi on: dat e- bag" >
<xacm : Attri but eVal ue
Dat aType="htt p: // wwv. w3. or g/ 2001/ XM_Schene#dat e" >
2011- 02- 28
</ xacm : Attri but eVal ue>
</ xacnl : Appl y>
</ xacm : Appl y>
<xacm : Attri but eVal ue
Dat aType="htt p: / / ww. w3. or g/ 2001/ XM_Schenma#year Mont hDur ati on" >
P18Y
</xacm : Attri but eVal ue>
</ xacm : Appl y>
</ xacm : Appl y>
</AttributePredi cate>
</ sam a: St at ement >
</ sam a: Asserti on>
</ sam p: Response>

After receiving the response, the PEP verifiescthreectness of the signature and checks that the
predicate included in the statement is equal (pbsaiodulo the canonicalization method of the
signature) to the queried predicate. If both tegtxeed, the PEP creates a new XACML request
context for resourcki | e: / / exanpl e/ cont ent/ | i quor s with the subject attribute

urn: exanpl e: |l ocal : i sover 18 set tot r ue.
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