STS-initiated Cancel Binding

Using the token request framework, this section defines an optional binding for requesting security tokens to be cancelled by the STS:

STS-initiated Cancel – When a previously issued token becomes invalid on the STS, the STS-initiated Cancel binding can be used to cancel the token, terminating its use. After canceling a token, a STS MUST not validate or renew the token. This binding can be only used when STS can send one-way messages to the original token requestor.
For this binding, the following actions are defined to enable specific processing context to be conveyed to the recipient:

    http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/STSCancel

    http://docs.oasis-open.org/ws-sx/ws-trust/200512/RSTR/STSCancel

For this binding, the <RequestType> element uses the following URI:

    http://docs.oasis-open.org/ws-sx/ws-trust/200512/STSCancel

Extensions MAY be specified in the request, but the semantics are not defined by this binding.

The request MUST prove authorized use of the token being cancelled unless the recipient trusts the requestor to make third-party cancel requests.  In such cases, the third-party requestor MUST prove its identity to the issuer so that appropriate authorization occurs. 

In a cancel request, all key bearing tokens specified MUST have an associated signature.  All non-key bearing tokens MUST be signed. 

A cancelled token is no longer valid for authentication and authorization usages.

This is a one-way operation, no response is returned from the recipient of the message.

The syntax of the request is as follows:

    <wst:RequestSecurityToken>

        <wst:RequestType>...</wst:RequestType>

        ...
        <wst:CancelTarget>...</wst:CancelTarget>
    </wst:RequestSecurityToken>

/wst:RequestSecurityToken/wst:CancelTarget
This required element identifies the token being cancelled.  Typically this contains a <wsse:SecurityTokenReference> pointing at the token, but it could also carry the token directly.

The following example illustrates a request to cancel a custom token.

<S11:Envelope>

  <S11:Header>

    <wsse:Security>

      ...

    </wsse:Security>

  </S11:Header>

  <S11:Body>

    <wst:RequestSecurityToken>

        <wst:RequestType>

            http://docs.oasis-open.org/ws-sx/ws-trust/200512/STSCancel

        </wst:RequestType>

        <wst:CancelTarget>

            ...

        </wst:CancelTarget>

    </wst:RequestSecurityToken>
  </S11:Body>

</S11:Envelope>

