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OASIS (Organization for the Advancement of Structured Information Standards) is a not-for-profit, international consortium that drives the development, convergence, and adoption of e-business standards. Members themselves set the OASIS technical agenda, using a lightweight, open process expressly designed to promote industry consensus and unite disparate efforts. The consortium produces open standards for Web services, security, e-business, and standardization efforts in the public sector and for application-specific markets. OASIS was founded in 1993. More information can be found on the OASIS website at http://www.oasis-open.org. 

The purpose of the OASIS WS-SX TC is to define extensions to OASIS Web Services Security to enable trusted SOAP message exchanges involving multiple message exchanges and to define security policies that govern the formats and tokens of such messages. This work will be carried out through continued refinement of the Web Services SecureConversation, SecurityPolicy and Trust specifications submitted to the TC as referenced in this charter. 
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Introduction
This document contains examples of secure Web Service message exchanges for services and clients utilizing SOAP message security mechanisms defined in the OASIS Web Services Security specifications [WS-Security]
Namespaces

Unless overridden by a namespace declaration inside an XML fragment, this document uses the following namespaces:

	Prefix
	Namespace

	s
	http://schemas.xmlsoap.org/soap/envelope  

	a
	http://www.w3.org/2005/08/addressing

	d
	http://www.w3.org/2000/09/xmldsig# 

	e
	http://www.w3.org/2001/04/xmlenc# 

	k
	http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd 

	o
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd 

	u
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd 

	sc
	http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512  


Sample Scenarios
 Anonymous for Certificate, Sign then Encrypt 
The request is signed using DKT1(K), then  encrypted using a DKT2(K). K is an ephemeral key protected for Server's Cert. The Response is signed using DKT3(K), (if needed) encrypted using DKT4(K).
SOAP Version: 

1.2

Addressing:

2004/08

Server Certificate:
Bob

Timestamp:

Yes

Protection Order: 
Sign then Encrypt

Signed parts:

Timestamp, Body, WS-Addressing headers

Encrypted parts:
Body

Key Wrap:

RSA-OAEP

Encryption:

AES256

Canonicalization:
XML-EXC-C14N

Signature:

SHA1
Request Message

Here is an example request.    
<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope

  xmlns:a=http://www.w3.org/2005/08/addressing
  xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Actions:mustUnderstand="1"u:Id="_4">

      http://xmlsoap.org/Ping
    </a:Action>

    <a:MessageID u:Id="_5">

      urn:uuid:8dba2a17-8404-44c4-8f51-d9a75beddbe0

    </a:MessageID>

    <a:ReplyTo u:Id="_6">

      <a:Address>

        http://www.w3.org/2005/08/addressing/anonymous 
      </a:Address>

    </a:ReplyTo>

    <a:To s:mustUnderstand="1"u:Id="_7">

http://contoso.com/WsSecurity/svc/WsSecurity11.svc/AnonymousForCertificateSignEncrypt

    </a:To> 

    <o:Security s:mustUnderstand="1" >

      <u:Timestamp u:Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-63">
        <u:Created>2005-10-25T06:29:22.281Z</u:Created> 

        <u:Expires>2005-10-25T06:34:22.281Z</u:Expires> 

      </u:Timestamp>

      <e:EncryptedKey Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-62">
        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p" /> 

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <o:SecurityTokenReference>

            <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#ThumbprintSHA1">NQM0IBvuplAtETQvk+6gn8C13wE=
            </o:KeyIdentifier> 

          </o:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>
sa1UPcblgOsCKp9STQkd4EThXlSXyQjxHHLCr47InQuhgFHrgsLADbuHw/zntKL8kbIgTu6PaE8I82ZPeTPii+pCKyW8XkP1964/WoxUAhcgcW5yVrK1ia8IukTo2BdtOojG51iUFZOuNLcZO8czDz0yTJmiRsyqiOYqK0FuEjY=
          </e:CipherValue> 

        </e:CipherData>

      </e:EncryptedKey>

      <sc:DerivedKeyToken u:Id="_0" 
          <o:Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-62" /> 

        </o:SecurityTokenReference>

        <sc:Offset>0</sc:Offset> 

        <sc:Length>24</sc:Length> 

        <sc:Nonce>4ktv7OCD/CdxPP0X2A0c9A==</sc:Nonce> 

      </sc:DerivedKeyToken>

      <sc:DerivedKeyToken u:Id="_1" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

        <o:SecurityTokenReference>

          <o:Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-62" /> 

        </o:SecurityTokenReference>

        <sc:Nonce>MgCkGQeNPOpUGyvQcqRKHw==</sc:Nonce> 

      </sc:DerivedKeyToken>

      <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:DataReference URI="#_3" /> 

      </e:ReferenceList>

      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" /> 

          <Reference URI="#_2">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>vbmdUSQRkAxqvUZpmIdO4sVvJtc=</DigestValue> 

          </Reference>

          <Reference URI="#_4">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>tHsRP4mIFpGxuenN8F228dLQFgY=</DigestValue> 

          </Reference>

          <Reference URI="#_5">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>HuyeZtDkrqpGH0e1oZd+xTR7N18=</DigestValue> 

          </Reference>

          <Reference URI="#_6">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

              <DigestValue>yxG97lENThCdELIX9DBR6DeuEcc=</DigestValue> 

          </Reference>

          <Reference URI="#_7">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>Qv9Q8Azri0ldOR0XgBJLM9FnOkE=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-63">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>KqbfNOaDSGyUfdcH7uVmxANGdtw=</DigestValue> 

          </Reference>

        </SignedInfo>

        <SignatureValue>ix7Cq6mZeKMX3T0c6a4dCRCAQgg=</SignatureValue> 

        <KeyInfo>
          <o:SecurityTokenReference>

            <o:Reference URI="#_0" /> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>

  <s:Body u:Id="_2">

    <e:EncryptedData Id="_3" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

      KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">
        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:Reference URI="#_1" /> 

        </o:SecurityTokenReference>

      </KeyInfo>

      <e:CipherData>

    
<e:CipherValue>xK/Omg7wigNRn07I19xNBGRGg2Qzf7ap9qP3gElpITnrFphf4/DCI+pf7B9vCQlOHZNZJ6AbqC/xTOvzGmFHmiQoZ/Wj1UN7qOK8Gc4/U0o=</e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

</s:Envelope>
Respone Message

Here is an example response.    

<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1" u:Id="_5">
      http://contoso.com/PingResponse
    </a:Action> 

    <a:RelatesTo u:Id="_6">
      urn:uuid:8dba2a17-8404-44c4-8f51-d9a75beddbe0
    </a:RelatesTo> 

    <a:To s:mustUnderstand="1" u:Id="_7">
      http://www.w3.org/2005/08/addressing/anonymous 
    </a:To> 

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="uuid-1caf048b-d64d-47f8-9268-d14db1e15974-114">

        <u:Created>2005-10-25T06:29:22.691Z</u:Created> 

        <u:Expires>2005-10-25T06:34:22.691Z</u:Expires> 

      </u:Timestamp>

      <sc:DerivedKeyToken u:Id="_0" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

        <o:SecurityTokenReference>

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#EncryptedKeySHA1">50jpzA1VlrDCH0N21m0yxIS+MJk=
          </o:KeyIdentifier> 

        </o:SecurityTokenReference>

        <sc:Offset>0</sc:Offset> 

        <sc:Length>24</sc:Length> 

        <sc:Nonce>xu/qJ0eBPtzU8fuLw56bmA==</sc:Nonce> 

      </sc:DerivedKeyToken>

      <sc:DerivedKeyToken u:Id="_2" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

        <o:SecurityTokenReference>

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#EncryptedKeySHA1">50jpzA1VlrDCH0N21m0yxIS+MJk=
          </o:KeyIdentifier> 

        </o:SecurityTokenReference>

        <sc:Nonce>0SO6FQKpWxKOYwzH8BpJmw==</sc:Nonce> 
      </sc:DerivedKeyToken>

      <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:DataReference URI="#_4" /> 

      </e:ReferenceList>

      <k:SignatureConfirmation u:Id="_1" Value="ix7Cq6mZeKMX3T0c6a4dCRCAQgg=" xmlns:k="http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-wssecurity-secext-1.1.xsd" /> 

      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" />
          <Reference URI="#_3">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>M8NH/6QHkl2LkejC2vwUmmBbAlY=</DigestValue> 

          </Reference>

          <Reference URI="#_5">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>LtZ+qPe4B+ZkpBkqnwNXCoN9mUU=</DigestValue> 

          </Reference>

          <Reference URI="#_6">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>rm6UD9ofEUlTpQ+KS3Cg9ZeynTg=</DigestValue> 

          </Reference>

          <Reference URI="#_7">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>5/vqK2tFiXsMuJRFYr0jS9OILIs=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-1caf048b-d64d-47f8-9268-d14db1e15974-114">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>JgJXQgwPDmAiu5geqpTwp1lvrZg=</DigestValue> 

          </Reference>

          <Reference URI="#_1">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>aE1EhTi6CyAu7QWVg5zw7LC84vI=</DigestValue> 

          </Reference>

        </SignedInfo>

        <SignatureValue>2jQWwm3CIXjS6E1aVN+RzvB4Y+s=</SignatureValue>  

        <KeyInfo>

          <o:SecurityTokenReference>

            <o:Reference URI="#_0" /> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>

  <s:Body u:Id="_3">

      <e:EncryptedData Id="_4" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:Reference URI="#_2" /> 

        </o:SecurityTokenReference>

      </KeyInfo>

      <e:CipherData>
        <e:CipherValue>
d+hGtEgxOZIDkfoeax7f6RIEyP/O0wrdSOiAvYwGP0OwnqnGXFMEL1to+EF63XHbhXrIGNMzAIjy3XUS54cfuo8Lc5JUT9lPlxQFLukA+nuDBUZbv+jOc8WU+JvPpmiY
        </e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

  </s:Envelope>
Username For Certificate, Sign then Encrypt

The Request is signed using DKT1(K) (symmetric key derived from K, represented using derived key token from SecureConversation), then  encrypted using a DKT2(K). K is an ephemeral key protected for Server's Cert. A UsernameToken is included in the request signed using DKT1(K) and encrypted using DKT2(K). The response is signed using DKT3(K), encrypted using DKT4(K)

SOAP Version: 

1.2

Addressing:

2004/08

Username:

Alice

Password:

“abcd!1234” (no quotes)

Server Certificate:
Bob

Timestamp:

Yes

Protection Order: 
Sign then Encrypt

Signed parts:

Timestamp, Body, WS-Addressing headers

Encrypted parts:
Body, UsernameToken

Key Wrap:

RSA-OAEP

Encryption:

AES256

Canonicalization:
XML-EXC-C14N

Signature:

SHA1

Request Message

Here is an example request.    

<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1" u:Id="_4">http://xmlsoap.org/Ping</a:Action> 

    <a:MessageID u:Id="_5">urn:uuid:e916951d-2cac-4274-ae7a-1fe20e517029</a:MessageID> 

    <a:ReplyTo u:Id="_6">
      <a:Address>
         http://www.w3.org/2005/08/addressing/anonymous 
      </a:Address> 

    </a:ReplyTo>

    <a:To s::mustUnderstand="1"u:Id="_7">
http://contoso.com/WsSecurity/svc/WsSecurity11.svc/UsernameForCertificateSignEncrypt
    </a:To> 

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-51">

        <u:Created>2005-10-25T06:29:21.890Z</u:Created> 

        <u:Expires>2005-10-25T06:34:21.890Z</u:Expires> 

      </u:Timestamp>

      <e:EncryptedKey Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-50" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p" /> 

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <o:SecurityTokenReference>

            <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#ThumbprintSHA1">NQM0IBvuplAtETQvk+6gn8C13wE=
            </o:KeyIdentifier> 

          </o:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>
IuU1LxaD4VPP+OQwuAWHfLSOW2ZueQfrxZbKT02Hi1qzK7QM1z3FfzRjX0Qja8GRjTXOJGRmZ7t7eyxP8FtSqAjFXBRPKyGOYT4a8jC1ou2pabTpedCDYmQhFrynqDebp4E+Akxfbf072StDkeDs40ajr+wQFjT6tP4eiu6tEDY=
          </e:CipherValue> 

        </e:CipherData>

        </e:EncryptedKey>

        <sc:DerivedKeyToken u:Id="_0" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

          <o:SecurityTokenReference>

            <o:Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-50" /> 

          </o:SecurityTokenReference>

          <sc:Offset>0</sc:Offset> 

          <sc:Length>24</sc:Length> 

          <sc:Nonce>OZ3gp6JPwTeefAxTjorDBg==</sc:Nonce> 

        </sc:DerivedKeyToken>

        <sc:DerivedKeyToken u:Id="_1" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

          <o:SecurityTokenReference>

            <o:Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-50" /> 

          </o:SecurityTokenReference>

          <sc:Nonce>v+zQ7FgTiC0UwiMDlz9pMg==</sc:Nonce> 

        </sc:DerivedKeyToken>

        <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

          <e:DataReference URI="#_3" /> 

          <e:DataReference URI="#_8" /> 

        </e:ReferenceList>

        <e:EncryptedData Id="_8" Type="http://www.w3.org/2001/04/xmlenc#Element" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

          <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />
          <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

            <o:SecurityTokenReference>

              <o:Reference URI="#_1" /> 

            </o:SecurityTokenReference>

          </KeyInfo>

          <e:CipherData>

            <e:CipherValue>
zYonWyDWxLr4UNZyl/Hu/PFmtNh/1GNWoMmXfmgYG/Lirwh+72kcJPt9Xy5LVRq8SQG+gZwHWfJdOjQCBCP5n7H7Y4woa6+PRYJJp9fWC9zrCkfN5/5Sz6UIOJPGDKRYqOjE/iQ1VQ0C+lbT8m7+ywdT/o2lkRiPYxRpsKsAcjr6nejdkrsQvfo1GzdIWXsyKuRXtta7xthEr/Lkp4cpZaioiI2Jjtc06XzdQX309Gw9P9q2qPCppgfmU95yrkbVHvrioLx3GRdH1MIHaDA791oQ6H60wOMxZ3De3S0v3zHFbMSwkMz/8KrgovJKa8yJ/z9Z0RCsEsXhRCXIjBwd0oBs4H454h1WUf5UGENvO3aSEjgaN4OY9nI0j7ohEPom9Dmn3+OKoMs6PMidJhhWpuuSlbRELHBNxH5ABdpSQQMvaTghVDUZQ9a/VKhVQ3KXe1bbUJnI1F3tkqrUrQJuuQVhkjxo4VZnHYzeu846JJU=
            </e:CipherValue> 

          </e:CipherData>

        </e:EncryptedData>

        <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" /> 

          <Reference URI="#_2">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>vbmdUSQRkAxqvUZpmIdO4sVvJtc=</DigestValue> 

          </Reference>

          <Reference URI="#_4">
            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>tHsRP4mIFpGxuenN8F228dLQFgY=</DigestValue> 

          </Reference>

          <Reference URI="#_5">

            <Transforms>

                <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>SukbaL0Jjts9+Ff0F4lVCXoDb3I=</DigestValue> 

          </Reference>

          <Reference URI="#_6">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>yxG97lENThCdELIX9DBR6DeuEcc=</DigestValue> 

          </Reference>

          <Reference URI="#_7">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>WBpFbk9/cDHTUo+Oh7w1a1KCQmM=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-51">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>Je89Skx3GBPqbhwL/z5ARfXe1v4=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-47">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>aJOgroBdKsNNLpwYAflTYmGqjf0=</DigestValue> 

          </Reference>

        </SignedInfo>

        <SignatureValue>ZypAVFTiZZ0ggT1ouSCqRnKbR9U=</SignatureValue> 
        <KeyInfo>

          <o:SecurityTokenReference>

            <o:Reference URI="#_0" /> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>

  <s:Body u:Id="_2">

    <e:EncryptedData Id="_3" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

      <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:Reference URI="#_1" /> 

        </o:SecurityTokenReference>

      </KeyInfo>

      <e:CipherData>

        <e:CipherValue>
PGSEtmPRkP00UVXUfbgc8TKy7Vn9CsCI6kk9GBN9rYeXY5vWp6dP/TlY/8JTdw8mTqNNl5XsDf3HRKd4wwU+f1ybN3Uogvc4DXcmzNju9cA=
        </e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

  </s:Envelope>
Response Message

Here is an example response.    

<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1" i:Id="_4">
      http://contoso.com/PingResponse
    </a:Action> 

    <a:RelatesTo u:Id="_5">
      urn:uuid:e916951d-2cac-4274-ae7a-1fe20e517029
    </a:RelatesTo> 

    <a:To s:mustUnderstand="1" u:Id="_6">
      http://www.w3.org/2005/08/addressing/anonymous 
    </a:To> 

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="uuid-1caf048b-d64d-47f8-9268-d14db1e15974-112">

        <u:Created>2005-10-25T06:29:22.331Z</u:Created> 

        <u:Expires>2005-10-25T06:34:22.331Z</u:Expires> 

      </u:Timestamp>

      <sc:DerivedKeyToken u:Id="_0" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">
        <o:SecurityTokenReference>

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#EncryptedKeySHA1">
            mqZaC7OubInHGf7gX9oz5fapGFw=
          </o:KeyIdentifier> 

        </o:SecurityTokenReference>

        <sc:Offset>0</sc:Offset> 

        <sc:Length>24</sc:Length> 

        <sc:Nonce>EHxWH1hkLHjEp5IVwjUILQ==</sc:Nonce> 

      </sc:DerivedKeyToken>

      <sc:DerivedKeyToken u:Id="_1" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc">

        <o:SecurityTokenReference>

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#EncryptedKeySHA1">
            mqZaC7OubInHGf7gX9oz5fapGFw=
          </o:KeyIdentifier> 

        </o:SecurityTokenReference>

        <sc:Nonce>j0EhObX2EWQRNh+T4FWqrw==</sc:Nonce> 

      </sc:DerivedKeyToken>

      <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:DataReference URI="#_3" /> 

      </e:ReferenceList>

      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" /> 

          <Reference URI="#_2">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>BahfbtbT6EJYYlsuGAN9Yu9AdJQ=</DigestValue> 

          </Reference>

          <Reference URI="#_4">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>aIgoXzibEYVtNdiea5ozAxp8bcc=</DigestValue> 

          </Reference>

          <Reference URI="#_5">

            <Transforms>

               <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>WGuVnXbR5guZiYLmknvUnJTBfU4=</DigestValue> 

          </Reference>

          <Reference URI="#_6">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>6LS4X08vC/GMGay2vwmD8fL7J2U=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-1caf048b-d64d-47f8-9268-d14db1e15974-112">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>4tuw7MVWroqTlhWtDELqj7Dw4mc=</DigestValue> 

          </Reference>

        </SignedInfo>

        <SignatureValue>1CnyLM9M/QM3TYKSx6Bf1JJlXUA=</SignatureValue> 

        <KeyInfo>
          <o:SecurityTokenReference>

            <o:Reference URI="#_0" /> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>

  <s:Body u:Id="_2">  

    <e:EncryptedData Id="_3" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

      <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:Reference URI="#_1" /> 

        </o:SecurityTokenReference>

      </KeyInfo>

      <e:CipherData>

        <e:CipherValue>
NmejLcLXkYg2U/U+Qoj+XmYDVIwhQnKTL2gmzTb40wjE4r3MlX/cXiHUdsyAHnJuKci7Ag5Nxj/RFFwRifqJesYOgBqwNEFiiRD3gP5K0BVRYEzWAP9ySfXGx6cLfBR6
        </e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

</s:Envelope>
 Mutual X509 Certificate Authentication, Sign Encrypt 

Client and server X509 certs are used for client and server auth respectively. Request is signed using K, then encrypted using K, K is ephemeral key protected for Server's Cert. Signature corresponding to K is signed using client cert. Response is signed using K, encrypted using K, encrypted key K is not included in response.

SOAP Version: 

1.2

Addressing:

2004/08

Client Certificate:
Alice

Server Certificate:
Bob

Timestamp:

Yes

Protection Order: 
Sign then Encrypt

Primary Signature:
Timestamp, Body, WS-Addressing headers

Supporting Signature over primary signature.

Encrypted parts:
Body

Key Wrap:

RSA-OAEP

Encryption:

AES256

Canonicalization:
XML-EXC-C14N

Signature:

SHA1

Request Message
Here is an example request.    
<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1" u:Id="_3">http://xmlsoap.org/Ping</a:Action> 

    <a:MessageID u:Id="_4">urn:uuid:62bdb87a-adec-4895-8a50-4273aa8fc578</a:MessageID>

    <:ReplyTo u:Id="_5">
      <a:Address>

           http://schemas.xmlsoap.org/ws/2004/08/addressint/role/anonymous
      </a:Address>

    </a:ReplyTo>

    <a:To s:mustUnderstand="1" u:Id="_6">
http://contoso.com/WsSecurity/svc/WsSecurity11.svc/MutualCertificate11SignEncrypt
    </a:To>
    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-30">

        <u:Created>2005-10-25T06:29:21.297Z</u:Created> 

        <u:Expires>2005-10-25T06:34:21.297Z</u:Expires> 

      </u:Timestamp>

      <e:EncryptedKey Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-29" xmlns:e="http://www.w3.org/2001/04/xmlenc#">
        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p" /> 

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <o:SecurityTokenReference>
            <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#ThumbprintSHA1">NQM0IBvuplAtETQvk+6gn8C13wE=
            </o:KeyIdentifier> 

          </o:SecurityTokenReference>
        </KeyInfo>

        <e:CipherData>
          <e:CipherValue>
gGA1eiOXAE971brY9x7SHmGZ9jT93zIHPvudKevhGEACvI42P65GoCf2XD/89/8C3aP9HqGkCkEcispPO3anKVsUQVLWJyjVgeOVZpSQvO9DL/WKRj5VO4e1tjxf7Qr4cdpNn3vT/AfzsA4r0EaOZ/OyNtCaqogDrjdxFP/Rzx8=
          </e:CipherValue>
        </e:CipherData>
        <e:ReferenceList>
          <e:DataReference URI="#_2" />
        </e:ReferenceList>
      </e:EncryptedKey>
      <o:BinarySecurityToken u:Id="uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-26" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary">

      </o:BinarySecurityToken>
      <Signature Id="_0" xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" /> 

          <Reference URI="#_1">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>
            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
            <DigestValue>alRzyhjLgoUOYoh8cx4n75eTcUk=</DigestValue>
          </Reference>

          <Reference URI="#_3">

            <Transforms>
              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>duwpldZSkU+ciGXfUAAs9pvec50=</DigestValue> 

          </Reference>

          <Reference URI="#_4">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>/iMrCJEvBDY2z7ilFXUX2ASg7rQ=</DigestValue> 

          </Reference>

          <Reference URI="#_5">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>KIK3vklFN1QmMdQkplq2azfzrzg=</DigestValue> 

          </Reference>

          <Reference URI="#_6">
            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>LIrd97JuQsshSCB0FRswQ5ip6pA=</DigestValue> 

          </Reference>

          <Reference URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-30">
            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>sh+3r1fZjFNEBZlOVvc4uZY8czk=</DigestValue>
          </Reference>
        </SignedInfo>

        <SignatureValue>w9Og5ZAE6SXkqFkCF0af4paG9VU=</SignatureValue>
        <KeyInfo>
          <o:SecurityTokenReference>

            <o:Reference ValueType="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1#EncryptedKey" URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-29" />
          </o:SecurityTokenReference>

        </KeyInfo>
      </Signature>
      <Signature xmlns=http://www.w3.org/2000/09/xmldsig#>

        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /> 

          <Reference URI="#_0">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

            <DigestValue>wkVaiB0ajOT86MNMBYhAgiMs03o=</DigestValue> 

          </Reference>

        </SignedInfo>
        <SignatureValue>
Qu/hk7KHFU3wNK39jNp0O8KYNwJHxAO0Y3SDJPs1z1CcS1utCTKijryVTENmmnNQ8syEnl8MiPDNynYYqpH+ZyUdHyUEXz/VySiQAVHSKmNXbn81yNbYKFgwLrsgYPf/FP49pamqbvoDbStajyyxrtaZkHuO1OHOFE9W6dlUgKo=  

        </SignatureValue>
        <KeyInfo>
          <o:SecurityTokenReference>

            <o:Reference ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" URI="#uuid-c46b1c73-532c-4ee6-ab98-4f985c232697-26" /> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>
  <s:Body u:Id="_1">
    <e:EncryptedData Id="_2" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

      <e:CipherData>
        <e:CipherValue>
DYYsreVVL+2obxkDgo9M3nfjgZ37aiNLG9DF5tOznrCpS3mNwr9bZfuOOL9rDIlOiBmWkqxXDZIBcmNwU82CshPclctpKhMytEw17YJjrRM=
        </e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>
</s:Envelope
Response Message

Here is an example response.

<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://schemas.xmlsoap.org/ws/2004/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1" u:Id="_4">http://xmlsoap.org/PingResponse</a:Action> 

    <a:RelatesTo u:Id="_5">urn:uuid:62bdb87a-adec-4895-8a50-4273aa8fc578</a:RelatesTo> 

    <a:To s:mustUnderstand="1" u:Id="_6">

    http://www.w3.org/2005/08/addressing/anonymous 
    </a:To>
    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
      <u:Timestamp u:Id="uuid-1caf048b-d64d-47f8-9268-d14db1e15974-103">

        <u:Created>2005-10-25T06:29:21.706Z</u:Created> 

        <u:Expires>2005-10-25T06:34:21.706Z</u:Expires>
      </u:Timestamp>

      <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:DataReference URI="#_3" />
     </e:ReferenceList>

     <k:SignatureConfirmation u:Id="_0" Value="w9Og5ZAE6SXkqFkCF0af4paG9VU=" xmlns:k=" http://docs.oasis-open.org/wss/wss-wssecurity-secext-1.1.xsd " /> 
     <k:SignatureConfirmation u:Id="_1" Value="Qu/hk7KHFU3wNK39jNp0O8KYNwJHxAO0Y3SDJPs1z1CcS1utCTKijryVTENmmnNQ8syEnl8MiPDNynYYqpH+ZyUdHyUEXz/VySiQAVHSKmNXbn81yNbYKFgwLrsgYPf/FP49pamqbvoDbStajyyxrtaZkHuO1OHOFE9W6dlUgKo=" xmlns:k="http://docs.oasis-open.org/wss/wss-wssecurity-secext-1.1.xsd" /> 
      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
        <SignedInfo>

          <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" /> 
          <Reference URI="#_2">
            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

           </Transforms>

           <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
          <DigestValue>BahfbtbT6EJYYlsuGAN9Yu9AdJQ=</DigestValue> 

        </Reference>
        <Reference URI="#_4">
          <Transforms>

            <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          </Transforms>
          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 
          <DigestValue>aIgoXzibEYVtNdiea5ozAxp8bcc=</DigestValue> 

        </Reference>
        <Reference URI="#_5">
          <Transforms>

            <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          </Transforms>

          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

          <DigestValue>h+XQBTiDcGe/Ap+9y4yyVR4TiiQ=</DigestValue> 

        </Reference>
        <Reference URI="#_6">
          <Transforms>

            <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          </Transforms>

          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

          <DigestValue>6LS4X08vC/GMGay2vwmD8fL7J2U=</DigestValue> 

        </Reference>
        <Reference URI="#uuid-1caf048b-d64d-47f8-9268-d14db1e15974-103">
          <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          </Transforms>

          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

          <DigestValue>bj029e/HpogQPDGqjaB8iP4ebG8=</DigestValue> 

        </Reference>
        <Reference URI="#_0">
           <Transforms>
              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

            </Transforms>

           <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

           <DigestValue>2dZiIpN1Gn+3jI3EBOmTds19tls=</DigestValue> 

         </Reference>
        <Reference URI="#_1">

          <Transforms>

            <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

          </Transforms>

          <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

          <DigestValue>uBs30/ECOxLNSGIybJqoGInNEu0=</DigestValue> 

        </Reference>

      </SignedInfo>

      <SignatureValue>3rAxsfJ2LjF7liRQX2EH/0DBmzE=</SignatureValue>
        <KeyInfo>
          <o:SecurityTokenReference>
            <o:KeyIdentifier ValueType=" http://docs.oasis-open.org/wss/wss-wssecurity-secext-1.1#EncryptedKeySHA1">
XFAU6VLi6kxLj62XWbxEg7yHQRI=
            </o:KeyIdentifier> 

          </o:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </o:Security>

  </s:Header>
  <s:Body u:Id="_2">

    <e:EncryptedData Id="_3" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 

      <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">
        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

         <o:KeyIdentifier ValueType=" http://docs.oasis-open.org/wss/wss-wssecurity-secext-1.1#EncryptedKeySHA1">
        XFAU6VLi6kxLj62XWbxEg7yHQRI=
          </o:KeyIdentifier> 

        </o:SecurityTokenReference>

      </KeyInfo>
      <e:CipherData>
        <e:CipherValue>
y+eVgqgMc5OZlSCyhroKjHGJ/8C+xxbiKR2zDUSTcl8pVfU4d1bTi9dHMJMIWMjJdNSxw/4KYhempblXmwx0CyYaWF+wHDaYu67WtgAaDSC7/UxJcZm0LPO/iKJHr4pu
        </e:CipherValue> 

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>
</s:Envelope>
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