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1 Introduction
1.1 Scope
This document is an addendum to the WS-Atomic Transaction Interop Scenarios document. This illustrates how to secure message exchanges from one of the scenarios 2.1 using HTTPS and security model described in WS-Coordination specification section 5 “Security Model”.

1.2 Namespaces

The following namespaces are used in this document.
	Prefix
	Namespace
	Description

	wsa
	http://www.w3.org/2005/08/addressing
	WS-Addressing

	wscoor
	http://docs.oasis-open.org/ws-tx/wscoor/2006/03
	WS-Coordination

	wsat
	http://docs.oasis-open.org/ws-tx/wsat/2006/03
	WS-AT

	wsba
	http://docs.oasis-open.org/ws-tx/wsba/2006/03
	WS-BA

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-

secext-1.0.xsd
	OASIS WSS

	wssu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-

utility-1.0.xsd
	OASIS WSS

	wst
	http://schemas.xmlsoap.org/ws/2005/02/trust
	WS-Trust

	wsc
	http://schemas.xmlsoap.org/ws/2005/02/sc
	WS-SecureConversation

	ds
	http://www.w3.org/2000/09/xmldsig#
	W3C XML Digital Signature

	xenc
	http://www.w3.org/2001/04/xmlenc#
	W3C XML Encryption

	tns
	urn:test
	Test Application

	footx
	urn:foo-at-extension
	sample WS-AT extensions URI


1.2.1 Asynchronous Messaging

All messages used in the interop workshop scenarios below correspond to the asynchronous port types described in the WSDL provided in the specifications. 

1.3 Test Application

To facilitate interoperability testing, and drive the scenarios, a Test Application is defined. The application comprises an Initiator Application (IA) role and a Participant Application (PA) role, each implemented using different implementations. WSDL for application-level interactions between an IA and PA is defined below.

An interoperability test of two (or more) implementations can be defined by assigning the role of IA to one implementation and the role of PA to all other implementations. Each implementation should support both roles.  

1.3.1 General Flow

This section describes the detailed message flow common for all scenarios in this document. In the test scenarios descriptions such common details will be omitted for brevity. 

Implementation A should accept as input the URL of implementation B. Implementation A then initiates a coordinated activity using an internal/private Activation service to create a CoordinationContext (external Activation services are not required and are not tested.) The CoordinationContext includes the EPR of implementation A’s Registration Service and a unique coordination identifier (the optional expiration time of the activity should not be specified.) From this point forward, the implementations should interact as follows:
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In the first phase, the two implementations agree on the scenario being tested and exchange EPRs for the coordination services being tested.

The IA sends an ApplicationRequest message to the PA. This message includes a WS-Addressing “Action” header, which specifies the URI of the scenario being tested, and a WS-Coordination “CoordinationContext” header, which identifies the coordinated activity.  The action URI for each scenario is derived from the Test Application WSDL (see appendix), using the Default Action Pattern defined in WS-Addressing.

The PA joins the coordinated activity by sending a Register message to the Requester’s Registration Service. The Register message targets the Registration Service Endpoint Reference specified in the CoordinationContext, and specifies the EPR of PA’s Protocol service. The coordination protocol(s) that the PA registers for is scenario specific. 

The IA’s Registration service enlists the PA in the coordination activity, and responds with a RegisterResponse message correlated with the Register message using RelatesTo. The response message includes the EPR of the IA’s Coordinator service.

The PA sends an Application Response message tns:Response to the IA indicating that the first phase has completed.

All Completion and 2PC protocol messages are delivered according to an asynchronous, one-way message exchange pattern. Detail message descriptions are provided below in Section 7.


In the second phase, the IA and PA execute according to the selected scenario. Messages flows for each scenario are defined below in Sections 2, 3 & 4. In these flows, coordination protocol messages utilize the endpoint references (as defined in WS-Addressing) exchanged during the registration (Register & RegisterResponse) to direct processing to the coordinator or participant instance. All Completion and 2PC protocol messages are delivered according to an asynchronous, one-way message exchange pattern.

1.3.2 Roles used in Test Scenarios

The test scenarios will use the following roles
1. Initiator Application (IA)

2. Participant Application (PA)

3. Coordinator Service (CS)

4. Participant Protocol Service (PS, PS1, PS2)

Each implementation participating in the test should be exercised in each role.

2 Composition with Security

Interop scenarios in this section illustrate two approaches for providing security guarantees to the WS-AtomicTransaction message exchange. Within the scope of interoperability testing, we consider only the security of the Registration protocol and the agreement protocol relevant to the coordination type (for example the 2PC protocol in the case of WS-AT).

Scenario #1.1. Using HTTPS Security
All messages use SOAP 1.1 and WS-Addressing (http://www.w3.org/2005/08/addressing).  

Initiator and Participant applications (and their respective protocol services) each possess a certificate with associated private key representing their respective identities. Initiator and Participant applications also possess the other party’s public key in the form of a certificate.

For every TX protocol and Application Message the following is true

· Messages Protection is provided by HTTPS.  

· Client and Server authentication is provided by HTTPS Client and Server Certificates.

It is worth noting that it is not important which specific mechanism is used to secure application messages, as long as the mechanism provides confidentiality and integrity guarantees for wscoor:CoordinationContext headers, WS-Coordination messages and WS-AT messages.
Message Exchange. Message Exchange in this scenario is the same as in WS-AT Interop Scenario #2.1 2PC Commit: PA registers for Durable2PC, IA initiates Commit, and transaction is committed successfully per 2PC protocol.

Initialization

1. IA sends application message tns:Commit to PA

2. PA registers PS with CS for the Durable2PC protocol 

3. PA sends one way message tns:Response to IA.

Message Exchange

(IA initiates Commit)

4. CS sends Durable2PC::Prepare to PS

5. PS sends Durable2PC::Prepared to CS

6. CS sends Durable2PC::Commit to PS

(CS Committed)

7. PS sends Durable2PC::Committed to CS

Scenario #1.2. Using WS-Coordination Security Model

When per-transaction authorization is required, a simple Security Model described in WS-Coordination Section 5 can be used.

The following section illustrates the mechanisms employed to secure Application, Registration, and Protocol messages in this scenario. Activation messages are out of scope of interoperability testing in this scenario, appendix I illustrates how they can be used for this scenario.

3 Scenario #1.2 details

3.1 Application Messages
It is worth noting that it is not important which specific mechanism is used to secure application messages, as long as the mechanism provides integrity and confidentiality for wscoor:CoordinationContext headers, wst:IssuedTokens headers, WS-Coordination messages and WS-AT messages. 

For this scenario we chose X509v3 token -based SOAP Message Security. 

Message examples

Application message

<s:Envelope 

  xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 

  xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"

  xmlns:a="http://www.w3.org/2005/08/addressing/"

  xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

  <s:Header>

    <a:Action wssu:Id="action">
http://docs.oasis-open.org/ws-tx/wscoor/2006/03/Register</a:Action>

    <a:MessageID wssu:Id="messageid">urn:uuid:ed418b86-a75e-4aea-9d4e-a5d0cb5c088e</a:MessageID>

    <a:ReplyTo wssu:Id="replyto">

      <a:Address>https://...</a:Address>

      <a:ReferenceParameters>

        ...

      </a:ReferenceParameters>

    </a:ReplyTo>

    <a:To wssu:Id="to">https://...</a:To>

    <wsse:Security s:mustUnderstand="1">

      <wssu:Timestamp wssu:Id="timestamp">

        <wssu:Created>2005-10-25T06:29:18.703Z</wssu:Created>

        <wssu:Expires>2005-10-25T06:34:18.703Z</wssu:Expires>

      </wssu:Timestamp>

      <wsse:BinarySecurityToken 

          wssu:Id="IA_Certificate" 

          ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" 

          EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary">

        <!-- IA certificate -->

      </wsse:BinarySecurityToken>

      <e:EncryptedKey Id="encrypted_key" xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"/>

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <wsse:SecurityTokenReference>

             <wsse:KeyIdentifier 
                ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier">
 

  ...

 

</wsse:KeyIdentifier>

          </wsse:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>

            <!-- ephemeral key encrypted for PA certificate-->  

          </e:CipherValue>

        </e:CipherData>

        <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">

          <e:DataReference URI="#encrypted_body"/>

          <e:DataReference URI="#encrypted_CCi"/>

          <e:DataReference URI="#encrypted_issuedtokens"/>

        </e:ReferenceList>

      </e:EncryptedKey>

      <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <SignedInfo>

          <CanonicalizationMethod 
              Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          <SignatureMethod 
              Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

          <Reference URI="#action">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>dTi3g3L9keG20RK45/u2YZAnweg=</DigestValue>

          </Reference>

          <Reference URI="#messageid">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>dTi3g3L9keG20RK45/u2YZAnweg=</DigestValue>

          </Reference>

          <Reference URI="#replyto">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>dTi3g3L9keG20RK45/u2YZAnweg=</DigestValue>

          </Reference>

          <Reference URI="#to">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>dTi3g3L9keG20RK45/u2YZAnweg=</DigestValue>

          </Reference>

          <Reference URI="#body">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>dTi3g3L9keG20RK45/u2YZAnweg=</DigestValue>

          </Reference>

          <Reference URI="#timestamp">

            <Transforms>

              <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </Transforms>

            <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <DigestValue>m+MfakZa9mN8sH0bTqnT7fnPj4I=</DigestValue>

          </Reference>

        </SignedInfo>

        <SignatureValue>...</SignatureValue>

        <KeyInfo>

          <wsse:SecurityTokenReference>

            <wsse:Reference 

              ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" 

              URI="#IA_Certificate"/>

          </wsse:SecurityTokenReference>

        </KeyInfo>

      </Signature>

    </wsse:Security>

    <wsse11:EncryptedHeader 
         xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">

      <!-- encrypted wscoor:CoordinationContext header containing CCi-->

      <!--

      <wscoor:CoordinationContext>

        <wscoor:Identifier>http://fabricam123.com/CCi</wscoor:Identifier>

        <wscoor:Expires>...</wscoor:Expires>

        <wscoor:CoordinationType>...</wscoor:CoordinationType>

        <wscoor:RegistrationService>

          <a:Address>https://...</a:Address>

          <a:ReferenceParameters>

             ...

          </a:ReferenceParameters>

        </wscoor:RegistrationService>

      </wscoor:CoordinationContext>

      -->

      <e:EncryptedData Id="encrypted_CCi"     

           Type="http://www.w3.org/2001/04/xmlenc#Content" 
           xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod 
           Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <wsse:SecurityTokenReference xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

            <wsse:Reference URI="#encrypted_key"/>

          </wsse:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>...</e:CipherValue>

        </e:CipherData>

      </e:EncryptedData>

    </wsse11:EncryptedHeader>

    <wsse11:EncryptedHeader 
            xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">

      <!-- encrypted wst:IssuedTokens header containing SCTi-->

      <e:EncryptedData Id="encrypted_issuedtokens" 
             Type="http://www.w3.org/2001/04/xmlenc#Content" 
             xmlns:e="http://www.w3.org/2001/04/xmlenc#">

        <e:EncryptionMethod 
 

Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>

        <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

          <wsse:SecurityTokenReference>

            <wsse:Reference URI="#encrypted_key"/>

          </wsse:SecurityTokenReference>

        </KeyInfo>

        <e:CipherData>

          <e:CipherValue>...</e:CipherValue>

        </e:CipherData>

      </e:EncryptedData>

      <!-- BEGIN: encrypted content 

        <t:IssuedTokens>
 <wst:RequestSecurityTokenResponse   

    xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

    xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"

    xmlns:wsc="http://schemas.xmlsoap.org/ws/2005/02/sc"

    xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">

    <wst:TokenType>http://schemas.xmlsoap.org/ws/2005/02/sc/sct</wst:TokenType>

    <wst:RequestedSecurityToken>

      <wsc:SecurityContextToken>

        <wssu:Identifier>

          http://fabricam123.com/SCTi

        </wssu:Identifier>

      </wsc:SecurityContextToken> 

    </wst:RequestedSecurityToken>

    <wsp:AppliesTo>

        http://fabricam123.com/CCi

    </wsp:AppliesTo>  

    <wst:RequestedAttachedReference>

      <wsse:SecurityTokenReference >

        <wsse:Reference 

           ValueType="http://schemas.xmlsoap.org/ws/2005/02/sc/sct"

           URI="http://fabricam123.com/SCTi"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedAttachedReference>

    <wst:RequestedUnattachedReference>

      <wsse:SecurityTokenReference>

        <wsse:Reference 

          ValueType="http://schemas.xmlsoap.org/ws/2005/02/sc/sct"

          URI="http://fabricam123.com/SCTi"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedUnattachedReference>

    <wst:RequestedProofToken>

      <wst:BinarySecret 

        Type="http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey">

        <!-- base64 encoded value-->

      </wst:BinarySecret>

    </wst:RequestedProofToken>

    <wst:Lifetime>

      <wssu:Created>2005-10-24T20:19:26.526Z</wssu:Created>

      <wssu:Expires>2005-10-25T06:24:26.526Z</wssu:Expires>

    </wst:Lifetime>

    <wst:KeySize>256</wst:KeySize>

</wst:RequestSecurityTokenResponse>

    </t:IssuedTokens> 
        END: encrypted content -->
    </wsse11:EncryptedHeader>

  </s:Header>

  <s:Body wssu:Id="body">

    <!-- encrypted content of the Body element of the application message-->    

    <e:EncryptedData Id="encrypted_body" 
           Type="http://www.w3.org/2001/04/xmlenc#Content" 
           xmlns:e="http://www.w3.org/2001/04/xmlenc#">

      <e:EncryptionMethod 
           Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>

      <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

        <wsse:SecurityTokenReference>

          <wsse:Reference URI="#encrypted_key"/>

        </wsse:SecurityTokenReference>

      </KeyInfo>

      <e:CipherData>

        <e:CipherValue>...</e:CipherValue>

      </e:CipherData>

    </e:EncryptedData>

  </s:Body>

</s:Envelope>

3.2 Registration Messages

Message confidentiality and integrity are provided by HTTPS. The wssu:Timestamp is included to ensure message “freshness”.

Client and Server authentication is performed over HTTPS using client and server certificates.

Each participant (PS) that will be authenticated to participate in the 2PC protocol receives an SCTi with associated binary secret as part of the application message that initiates the IA for the scenario. This is shown above in Application Messages. The Register message provides proof-of-possession of the secret associated with the token SCTi, using a supporting signature over the timestamp as shown in the message example below. 
Message Examples:

Register from PS to CS

<s:Envelope

   xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"

   xmlns:a="http://www.w3.org/2005/08/addressing/"

   xmlns:wscoor="http://docs.oasis-open.org/ws-tx/wscoor/2006/03"
   xmlns:wsc="http://schemas.xmlsoap.org/ws/2005/02/sc">

  <s:Header>

    <a:Action>http://docs.oasis-open.org/ws-tx/wscoor/2006/03/Register</a:Action>

    <a:MessageID>urn:uuid:ed418b86-a75e-4aea-9d4e-a5d0cb5c088e</a:MessageID>

    <a:ReplyTo>

      <a:Address>https://...</a:Address>      

    </a:ReplyTo>

    <a:To>https://...</a:To>

    <wsse:Security 

      s:mustUnderstand="1" 

      xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

      xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

      <wssu:Timestamp wssu:Id="_0" >

        <wssu:Created>2005-12-15T23:36:13.827Z</wssu:Created>

        <wssu:Expires>2005-12-15T23:41:13.827Z</wssu:Expires>

      </wssu:Timestamp>
      <wsc:SecurityContextToken>

      <wssu:Identifier>
          http://fabricam123.com/SCTi

      </wssu:Identifier>

      </wsc:SecurityContextToken>
      <!-- supporting signature over the timestamp -->

      <wsse:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

        <ds:SignedInfo>

          <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

          <ds:Reference URI="#_0">

            <ds:Transforms>

              <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

            </ds:Transforms>

            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

            <ds:DigestValue>

              alRzyhjLgoUOYoh8cx4n75eTcUk=

            </ds:DigestValue>

          </ds:Reference>

        </ds:SignedInfo>

        <ds:SignatureValue>YZYjnVvSOVasAQqQxaaviTSWtqI=</ds:SignatureValue>

        <ds:KeyInfo>

          <wsse:SecurityTokenReference

            xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

            <wsse:Reference 

              URI="http://fabricam123.com/SCTi"/>

          </wsse:SecurityTokenReference>

        </ds:KeyInfo>

      </wsse:Signature>

    </wsse:Security>

  </s:Header>

  <s:Body xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

    <wscoor:Register>

      <wscoor:ProtocolIdentifier>...</wscoor:ProtocolIdentifier>

      <wscoor:ParticipantProtocolService>

        <a:Address>https://... </a:Address>

      </wscoor:ParticipantProtocolService>

    </wscoor:Register>

  </s:Body>

</s:Envelope>

RegisterResponse from PS to CS

<s:Envelope

   xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"

   xmlns:a="http://www.w3.org/2005/08/addressing/"

   xmlns:wscoor="http://docs.oasis-open.org/ws-tx/wscoor/2006/03">

  <s:Header>

    <a:Action>
      http://docs.oasis-open.org/ws-tx/wscoor/2006/03/RegisterResponse

    </a:Action>

    <a:MessageID>urn:uuid:ed418b86-a75e-4aea-9d4e-a5d0cb5c088d</a:MessageID>

    <a:RelatesTo>

      urn:uuid:ed418b86-a75e-4aea-9d4e-a5d0cb5c088e      

    </a:RelatesTo>

    <a:To>https://...</a:To>

    <wsse:Security 

      s:mustUnderstand="1" 

      xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

      xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

      <wssu:Timestamp>

        <wssu:Created>2005-12-15T23:36:13.827Z</wssu:Created>

        <wssu:Expires>2005-12-15T23:41:13.827Z</wssu:Expires>

      </wssu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

    <wscoor:RegisterResponse>

      <wscoor:CoordinatorProtocolService>

        <a:Address>https://...</a:Address>

        <a:ReferenceParameters>
          ...
        </a:ReferenceParameters>

      </wscoor:CoordinatorProtocolService>
    </wscoor:RegisterResponse>

  </s:Body>

</s:Envelope>

3.3 2PC Protocol Messages

Message confidentiality and integrity are provided by HTTPS. 

Client and server authentication is performed over HTTPS using client and server certificates.

Message Examples:

Message #14:

<s:Envelope>

  <s:Header>

    <a:Action>http://.../ws/2004/10/wsat/Commit</a:Action>

    <a:To>https://...</a:To>
    <wsse:Security 

      s:mustUnderstand="1" 

      xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

      xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
   </wsse:Security>
  </s:Header>

  <s:Body xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

    <wsat:Commit />

  </s:Body>
</s:Envelope>
Message Exchange 

Message Exchange in this scenario is the same as for scenario #1.1 2PC Commit: PA registers for Durable2PC, IA initiates Commit, transaction is committed successfully per 2PC protocol. Details are omitted for brevity.

Appendix A. Activation Messages for Scenario 1.2

This section illustrates optional Activation messages for scenario 1.2

This figure shows details of how an IA and PA may use the optional Activation service in the creation and importing of distributed AT contexts. It uses the previously defined roles: Initiator Application, its Coordinator Service, Participant Application and its Participant Protocol Service.
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For convenience we assigned numbers to each protocol and application message:

	1. CreateCoordinationContext
	12. Application Message Response

	2. CreateCoordinationContextResponse
	13. Commit (Completion)

	3. Register (Completion)
	14. Prepare (2PC)

	4. RegisterResponse
	15. Prepare (2PC)

	5. Application Message
	16. Prepared (2PC)

	6. CreateCoordinationContext w/Context
	17. Prepared (2PC)

	7. Register (Durable)
	18. Committed (Completion)
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	19. Commit (2PC)

	9. CreateCoordinationContextResponse
	20. Commit (2PC)

	10. Register (Durable)
	21. Committed (2PC)

	11. RegisterResponse
	22. Committed (2PC)


Activation Messages

Message confidentiality and integrity are provided by HTTPS. The wssu:Timestamp is included to ensure message “freshness”.

Client and server authentication is performed over HTTPS using client and server certificates.

CreateCoordinationContextResponse messages (#2 and #9) carry the issued coordination context (CCi and CCp respectively) as well as the security context token (SCTi and SCTp respectively) scoped to the corresponding coordination context, with an associated binary secret. The security context token and associated secret are carried inside the wst:IssuedToken header as demonstrated in the message examples below. 

The CreateCoordinationContext message sent by PA to PS (message #6) carries the coordination context CCi inside the body as well as the associated security context token SCTi in the wst:IssuedToken header.

Message Examples:

Message #1: CreateCoordinationContext 

<s:Envelope>

  <s:Header>

    <a:Action>http://.../ws/2004/10/wscoor/CreateCoordinationContext</Action>

    <a:MessageID>urn:uuid:069f5104-fd88-4264-9f99-60032a82854e</MessageID>

    <a:ReplyTo>

      <Address>https://...</a:Address>

    </a:ReplyTo>

    <a:To>https://...</a:To>

    <wsse:Security>

      <wssu:Timestamp>

        <wsu:Created>2005-12-15T23:36:09.921Z</wsu:Created>

        <wsu:Expires>2005-12-15T23:41:09.921Z</wsu:Expires>

      </wsu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

    <wscoor:CreateCoordinationContext>

      <wscoor:CoordinationType>...</wscoor:CoordinationType>

    </wscoor:CreateCoordinationContext>

  </s:Body>

</s11:Envelope>
Message #2: CreateCoordinationContextResponse

<s:Envelope>
  <!-- Data below is shown in the clear for

       illustration purposes only -->
  <s:Header>
    <a:Action>./ws/2004/10/wscoor/CreateCoordinationContextResponse </a:Action>
    <a:RelatesTo>urn:uuid:069f5104-fd88-4264-9f99-60032a82854e</a:RelatesTo>

    <a:To s:mustUnderstand="1">https://... </a:To>

    <t:IssuedTokens>
 <wst:RequestSecurityTokenResponse   

    xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

    xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"

    xmlns:wsc="http://schemas.xmlsoap.org/ws/2005/02/sc"

    xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">

    <wst:TokenType>http://schemas.xmlsoap.org/ws/2005/02/sc/sct</wst:TokenType>

    <wst:RequestedSecurityToken>

      <wsc:SecurityContextToken>

        <wssu:Identifier>
          http://fabricam123.com/SCTi

        </wssu:Identifier>

      </wsc:SecurityContextToken> 

    </wst:RequestedSecurityToken>

    <wsp:AppliesTo>
        http://fabricam123.com/CCi

    </wsp:AppliesTo>  

    <wst:RequestedAttachedReference>

      <wsse:SecurityTokenReference >

        <wsse:Reference 
           ValueType="http://schemas.xmlsoap.org/ws/2005/02/sc/sct"

           URI="http://fabricam123.com/SCTi"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedAttachedReference>

    <wst:RequestedUnattachedReference>

      <wsse:SecurityTokenReference>

        <wsse:Reference 

          ValueType="http://schemas.xmlsoap.org/ws/2005/02/sc/sct"

          URI="http://fabricam123.com/SCTi"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedUnattachedReference>

    <wst:RequestedProofToken>

      <wst:BinarySecret 

        Type="http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey">

        <!-- base64 encoded value-->

      </wst:BinarySecret>

    </wst:RequestedProofToken>

    <wst:Lifetime>

      <wssu:Created>2005-10-24T20:19:26.526Z</wssu:Created>

      <wssu:Expires>2005-10-25T06:24:26.526Z</wssu:Expires>

    </wst:Lifetime>

    <wst:KeySize>256</wst:KeySize>

</wst:RequestSecurityTokenResponse>

    </t:IssuedTokens>

    <wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <wssu:Timestamp u:Id="_0">

        <wssu:Created>2005-12-15T23:36:12.015Z</wsu:Created>

        <wssu:Expires>2005-12-15T23:41:12.015Z</wsu:Expires>

      </wssu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body>

    <wscoor:CreateCoordinationContextResponse>

      <wscoor:CoordinationContext>

        <wscoor:Identifier>
 
http://fabricam123.com/CCi

 
 </wscoor:Identifier>

        <wscoor:Expires>...</wscoor:Expires>

        <wscoor:CoordinationType>...</wscoor:CoordinationType>

        <wscoor:RegistrationService>

          <a:Address>https://...</a:Address>

          <a:ReferenceParameters>
             ...

          </a:ReferenceParameters>

        </wscoor:RegistrationService>

      </wscoor:CoordinationContext>

    </wscoor:CreateCoordinationContextResponse>

  </s:Body>

</s:Envelope>
Message #6: 

<s:Envelope>

  <s:Header>

    <a:Action>http://.../ws/2004/10/wscoor/CreateCoordinationContext</Action>

    <a:MessageID>urn:uuid:069f5104-fd88-4264-9f99-60032a82854e</MessageID>

    <a:ReplyTo>

      <Address>https://...</a:Address>

    </a:ReplyTo>

    <a:To>https://...</a:To>

    <wsse:Security>

      <wssu:Timestamp>

        <wssu:Created>2005-12-15T23:36:09.921Z</wssu:Created>

        <wssu:Expires>2005-12-15T23:41:09.921Z</wssu:Expires>

      </wssu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

    <wscoor:CreateCoordinationContext>
      <wscoor:CoordinationType>...</wscoor:CoordinationType>

      <wscoor:CoordinationContext>

        <wscoor:Identifier>http://fabricam123.com/CCi</wscoor:Identifier>

        <wscoor:Expires>...</wscoor:Expires>

        <wscoor:CoordinationType>...</wscoor:CoordinationType>

        <wscoor:RegistrationService>

          <a:Address>https://...</a:Address>

          <a:ReferenceParameters>
             ...

          </a:ReferenceParameters>

        </wscoor:RegistrationService>
      </wscoor:CoordinationContext>

    </wscoor:CreateCoordinationContext>

  </s:Body>

</s11:Envelope>

Message #9: 

<s:Envelope>

  <s:Header>
    <a:Action>../ws/2004/10/wscoor/CreateCoordinationContextResponse</a:Action>
    <a:RelatesTo>urn:uuid:069f5104-fd88-4264-9f99-60032a82854e</a:RelatesTo>

    <a:To s:mustUnderstand="1">https://... </a:To>

    <t:IssuedTokens>
<wst:RequestSecurityTokenResponse   

    xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

    xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"

    xmlns:wsc="http://schemas.xmlsoap.org/ws/2005/02/sc"

    xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">

    <wst:TokenType>
         http://schemas.xmlsoap.org/ws/2005/02/sc/sct
    </wst:TokenType>

    <wst:RequestedSecurityToken>

      <wsc:SecurityContextToken>

        <wssu:Identifier>
          http://fabricam123.com/SCTp

        </wssu:Identifier>

      </wsc:SecurityContextToken> 

    </wst:RequestedSecurityToken>

    <wsp:AppliesTo>
        <wscoor:Identifier>http://fabricam123.com/CCp</wscoor:Identifier>

    </wsp:AppliesTo>  

    <wst:RequestedAttachedReference>

      <wsse:SecurityTokenReference >

        <wsse:Reference 
           URI="http://fabricam123.com/SCTp"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedAttachedReference>

    <wst:RequestedUnattachedReference>

      <wsse:SecurityTokenReference>

        <wsse:Reference 

          ValueType="http://schemas.xmlsoap.org/ws/2005/02/sc/sct"

          URI="http://fabricam123.com/SCTp"/>

      </wsse:SecurityTokenReference>

    </wst:RequestedUnattachedReference>

    <wst:RequestedProofToken>

      <wst:BinarySecret 

        Type="http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey">

        <!-- base64 encoded value-->

      </wst:BinarySecret>

    </wst:RequestedProofToken>

    <wst:Lifetime>

      <wssu:Created>2005-10-24T20:19:26.526Z</wssu:Created>

      <wssu:Expires>2005-10-25T06:24:26.526Z</wssu:Expires>

    </wst:Lifetime>

       </wst:RequestSecurityTokenResponse>        
    </t:IssuedTokens>

    <wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <wssu:Timestamp u:Id="_0">

        <wssu:Created>2005-12-15T23:36:12.015Z</wssu:Created>

        <wssu:Expires>2005-12-15T23:41:12.015Z</wssu:Expires>

      </wssu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body>

    <wscoor:CreateCoordinationContextResponse>

      <wscoor:CoordinationContext>

        <wscoor:Identifier>http://fabricam123.com/CCp</wscoor:Identifier>

        <wscoor:Expires>...</wscoor:Expires>

        <wscoor:CoordinationType>...</wscoor:CoordinationType>

        <wscoor:RegistrationService>

          <a:Address>https://...</a:Address>

          <a:ReferenceParameters>
             ...

          </a:ReferenceParameters>

        </wscoor:RegistrationService>

      </wscoor:CoordinationContext>

    </wscoor:CreateCoordinationContextResponse>

  </s:Body>

</s:Envelope>
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