SecurityTokenReference Model

This appendix provides a non-normative overview of the usage and processing models for the <wsse:SecurityTokenReference> element.

There are several motivations for introducing the <wsse:SecurityTokenReference> element:
· The XML Signature reference mechanisms are focused on "key" references rather than general token references.

· The XML Signature reference mechanisms utilize a fairly closed schema which limits the extensibility that can be applied.

· There are additional types of general reference mechanisms that are needed, but are not covered by XML Signature.

· There are scenarios where a reference may occur outside of an XML Signature and the XML Signature schema is not appropriate or desired.

· The XML Signature references may include aspects (e.g. transforms) that may not apply to all references.

The following use cases drive the above motivations:

· Local Reference – A security token, that is included in the message in the <wsse:Security> header, is associated with an XML Signature.  The figure below illustrates this:
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· Remote Reference – A security token, that is not included in the message but may be available at a specific URI, is associated with an XML Signature.  The figure below illustrates this:
                                [image: image2.wmf]Security

Token

Signature

Reference


· Key Identifier – A security token, which is associated with an XML Signature and identified using a known value that is the result of a well-known function of the security token (defined by the token format or profile).  The figure below illustrates this where the token is located externally:
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· Key Name – A security token is associated with an XML Signature and identified using a known value that represents a "name" assertion within the security token (defined by the token format or profile).  The figure below illustrates this where the token is located externally:
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· Format-Specific References – A security token is associated with an XML Signature and identified using a mechanism specific to the token (rather than the general mechanisms described above).  The figure below illustrates this:
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· Non-Signature References – A message may contain XML that does not represent an XML signature, but may reference a security token (which may or may not be included in the message).  The figure below illustrates this:
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All conformant implementations MUST be able to process the <wsse:SecurityTokenReference> element.  However, they are not required to support all of the different types of references.
The reference MAY include a ValueType attribute which provides a "hint" for the type of desired token.  

If multiple sub-elements are specified, together they describe the reference for the token.

There are several challenges that implementations face when trying to interoperate:

· ID References – The underlying XML referencing mechanism using the XML base type of ID provides a simple straightforward XML element reference.  However, because this is an XML type, it can be bound to any attribute.  Consequently in order to process the IDs and references requires the recipient to understand the schema.  This may be an expensive task and in the general case impossible as there is no way to know the "schema location" for a specific namespace URI. 

· Ambiguity – The primary goal of a reference is to uniquely identify the desired token.  ID references are, by definition, unique by XML.  However, other mechanisms such as "principal name" are not required to be unique and therefore such references may be unique.

The XML Signature specification defines a <ds:KeyInfo> element which is used to provide information about the "key" used in the signature.  For token references within signatures, it is RECOMMENDED that the <wsse:SecurityTokenReference> be placed within the <ds:KeyInfo>.  The XML Signature specification also defines mechanisms for referencing keys by identifier or passing specific keys.  As a rule, the specific mechanisms defined in WS-Security or its profiles are preferred over the mechanisms in XML Signature.
The following provides additional details on the specific reference mechanisms defined in WS-Security:

· Direct References – The <wsse:Reference> element is used to provide a URI reference to the security token.  If only the fragment is specified, then it references the security token within the document whose wsu:Id matches the fragment.  For non-fragment URIs, the reference is to a [potentially external] security token identified using a URI.  There are no implied semantics around the processing of the URI.
· Key Identifiers – The <wsse:KeyIdentifier> element is used to reference a security token by specifying a known value (identifier) for the token, which is determined by applying a special function to the security token (e.g. a hash of key fields).  This approach is typically unique for the specific security token but requires a profile or token-specific function to be specified.  The ValueType attribute provide a hint as to the desired token type.  The EncodingType attribute specifies how the unique value (identifier) is encoded.  For example, a hash value may be encoded using base 64 encoding (the default).
· Key Names – The <ds:KeyName> element is used to reference a security token be specifying a specific value that is used to match identity assertion within the security token.  This is a subset match and may result in multiple security tokens that match the specified name.  While XML Signature doesn't imply formatting semantics, WS-Security RECOMMENDS that X.509 names be specified.
It is expected that, where appropriate, profiles define if and how the reference mechanisms map to the specific token profile.  Specifically, the profile should answer the following questions:
· What types of references can be used?
· How "Key Name" references map (if at all)?
· How "Key Identifier" references map (if at all)?
· Any additional profile or format-specific references?
