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1 Introduction 49 

This specification describes the use of X509 certificates with respect to the WS-Security 50 
specification. 51 

Note that Section 1 is non-normative. 52 
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2 Notations and Terminology 53 

This section specifies the notations, namespaces, and terminology used in this specification. 54 

2.1 Notational Conventions 55 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 56 
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be 57 
interpreted as described in RFC2119. 58 

Namespace URIs (of the general form "some-URI") represent some application-dependent or 59 
context-dependent URI as defined in RFC2396.  60 

This specification is designed to work with the general SOAP message structure and message 61 
processing model, and should be applicable to any version of SOAP. The current SOAP 1.2 62 
namespace URI is used herein to provide detailed examples, but there is no intention to limit the 63 
applicability of this specification to a single version of SOAP. 64 

Readers are presumed to be familiar with the terms in the Internet Security Glossary. 65 

2.2 Namespaces 66 

The XML namespace URIs that MUST be used by implementations of this specification are as 67 
follows (note that different elements in this specification are from different namespaces):  68 

        http://schemas.xmlsoap.org/ws/2002/xx/secext  69 
        http://schemas.xmlsoap.org/ws/2002/xx/utility  70 

The following namespaces are used in this document: 71 

Prefix Namespace 

S http://www.w3.org/2001/12/soap-envelope 

ds http://www.w3.org/2000/09/xmldsig#  

xenc http://www.w3.org/2001/04/xmlenc#  

wsse http://schemas.xmlsoap.org/ws/2002/xx/secext 

wsu http://schemas.xmlsoap.org/ws/2002/xx/utility 

2.3 Terminology 72 

This specification employs the terminology defined in the WS-Security Core Specification. 73 

Defined below are the basic definitions for additional terminology used in this specification. 74 

[TBS] 75 
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3 Usage 76 

This section describes the profile (specific mechanisms and procedures) for the X509 77 
binding of WS-Security. 78 

Identification: urn:oasis:names:tc:WSS:1.0:profiles:WSS-X509-token 79 

Contact information: TBD 80 

Description: Given below. 81 

Updates: None. 82 

3.1 Processing Model 83 

The processing model for WS-Security with X509 certificates is no different from that 84 
of WS-Security with other token formats as described in WS-Security.   85 

3.2 Attaching Security Tokens 86 

The WS-Security specification indicates that X.509 certificates MAY be described 87 
inside of a <ds:KeyInfo> element, however, it is RECOMMENDED that they be 88 
specified using a <wsse:BinarySecurityToken>.  If, however, an implementation 89 
needs to use <ds:KeyInfo>, it SHOULD place the <ds:KeyInfo> element as a child 90 
of the <wsse:Security> header rather than embedded within the signature.  This 91 
allows receivers to have a single processing model. 92 

The following value space is defined for the ValueType attribute of the 93 
<wsse:BinarySecurityToken> element. 94 

QName Description 

wsse:X509v3 X.509 v3 certificate 

The following example illustrates a SOAP message with an X509 Certificate. 95 

<S:Envelope xmlns:S="..."> 96 
    <S:Header> 97 
        <wsse:Security xmlns:wsse="..."> 98 
 99 

         <wsse:BinarySecurityToken 100 
             xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"  101 
             Id="myToken" 102 
             ValueType="wsse:X509v3" 103 
             EncodingType="wsse:Base64Binary"> 104 
             MIIEZzCCA9CgAwIBAgIQEmtJZc0... 105 
          </wsse:BinarySecurityToken> 106 
 107 
            ... 108 
        </wsse:Security> 109 
    </S:Header> 110 
    <S:Body> 111 
        ... 112 
    </S:Body> 113 
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</S:Envelope> 114 
 115 

3.3 Identifying and Referencing Certificates 116 

An attached X.509 certificate is referenced by means of the wsse:SecurityTokenReference 117 
element. The wsu:Id attribute of the wsse:SecurityTokenReference element has the value of the  118 
wsu:Id attribute specified in the wsse:BinarySecurityToken. 119 

Example TBS 120 

3.4 Authentication 121 

When an X.509 certificate is used to specify a signature key, the signature algorithm MUST be a 122 
digital signature algorithm. 123 

The value of the signature key is the value of the public key specified in the certificate. 124 

3.5 Encryption 125 

When an X.509 certificate is used to specify an encryption key, the encryption algorithm MUST 126 
be a public key encryption algorithm. 127 

The value of the encryption key is the value of the public key specified in the certificate. 128 

3.6 Error Codes 129 

When using X509 Certificates, it is RECOMMENDED to use the error codes defined in 130 
the WS-Security specification.  However, implementations MAY use custom errors, 131 
defined in private namespaces if they desire.  Care should be taken not to introduce 132 
security vulnerabilities in the errors returned. 133 

3.7 Threat Model and Countermeasures 134 

The use of X509 certificates with WS-Security introduces no new threats beyond 135 
those identified for WS-Security with other types of security tokens. 136 

Message alteration and eavesdropping can be addressed by using the integrity and 137 
confidentiality mechanisms described in WS-Security.  Replay attacks can be 138 
addressed by using message timestamps and caching, as well as other application-139 
specific tracking mechanisms.  For X.509 certificates ownership is verified by use of 140 
keys, man-in-the-middle attacks are generally mitigated. 141 

It is strongly RECOMMENDED that all relevant and immutable message data be 142 
signed. 143 

It should be noted that transport-level security MAY be used to protect the message 144 
and the security token. 145 
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Appendix B: Notices 172 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights 173 
that might be claimed to pertain to the implementation or use of the technology described in this 174 
document or the extent to which any license under such rights might or might not be available; 175 
neither does it represent that it has made any effort to identify any such rights. Information on 176 
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS 177 
website. Copies of claims of rights made available for publication and any assurances of licenses 178 
to be made available, or the result of an attempt made to obtain a general license or permission 179 
for the use of such proprietary rights by implementors or users of this specification, can be 180 
obtained from the OASIS Executive Director. 181 

OASIS invites any interested party to bring to its attention any copyrights, patents or patent 182 
applications, or other proprietary rights which may cover technology that may be required to 183 
implement this specification. Please address the information to the OASIS Executive Director. 184 

Copyright © OASIS Open 2002. All Rights Reserved. 185 

This document and translations of it may be copied and furnished to others, and derivative works 186 
that comment on or otherwise explain it or assist in its implementation may be prepared, copied, 187 
published and distributed, in whole or in part, without restriction of any kind, provided that the 188 
above copyright notice and this paragraph are included on all such copies and derivative works. 189 
However, this document itself does not be modified in any way, such as by removing the 190 
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS 191 
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual 192 
Property Rights document must be followed, or as required to translate it into languages other 193 
than English. 194 

The limited permissions granted above are perpetual and will not be revoked by OASIS or its 195 
successors or assigns. 196 

This document and the information contained herein is provided on an “AS IS” basis and OASIS 197 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO 198 
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE 199 
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 200 
PARTICULAR PURPOSE. 201 
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