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Abstract 

This document describes an extension to the OASIS SOAP message security specification to incorporate elements for confirming a signature contained in a request on a response message.
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1. Introduction

SOAP Message security defines a general mechanism based on XML Signature for signing elements of the SOAP envelope. However, SOAP message security doesn’t provide guidance on how to confirm mutual understanding of the request that prompted this response. This specification proposes additional SOAP security elements for the SOAP responder to confirm the response is in relationship to a particular request. It identifies the exact mechanisms used in determining such an association and is based on use of signatures in the request and associated response messages. 
1.1. Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC2119.

Namespace URIs (of the general form "some-URI") represent some application-dependent or context-dependent URI as defined in RFC2396. 

WS-Security is designed to work with the general SOAP message structure and message processing model, and WS-Security should be applicable to any version of SOAP. The current SOAP 1.2 namespace URI is used herein to provide detailed examples, but there is no intention to limit the applicability of this specification to a single version of SOAP.

Readers are presumed to be familiar with the terms in the Internet Security Glossary.

1.2. Namespaces

The XML namespace URIs that MUST be used by implementations of this addendum are as follows (note that different elements are from different namespaces): 

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.1.xsd
The following namespaces are used in this document:

	Prefix
	Namespace

	S
	http://www.w3.org/2001/12/soap-envelope 

	ds
	http://www.w3.org/2000/09/xmldsig# 

	xenc
	http://www.w3.org/2001/04/xmlenc# 

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd 

	wsse11
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.1.xsd 

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

	xsd
	http://www.w3.org/2001/XMLSchema 


2. Signature Confirmation

In certain message exchange patterns, such as a request followed by a response message, it is necessary (or desirable) for the initiator to confirm that the message received was generated in response to a message it initiated. This helps to prevent some forms of attack. This serves to establish agreement between the initiator and the responder as to the content of the request message that prompted the associated response message. 
2.1 Signature Confirmation Model

In the general model, the initiator uses XML Signature constructs to represent message parts of the request that were signed. The manifest of signed SOAP elements is contained in the <ds:Signature> element which in turn is placed inside the <wsse:Security> header. The <ds:Signature> element of the request contains a <ds:SignatureValue>. This element contains a base64 encoded value representing the actual digital signature. 

A responder that complies with this specification, MUST include a <wsse11:SignatureConfirmation> element inside the <wsse:Security> header of the associated response message for every <ds:Signature> element that is a direct child of the <wsse:Security> header block in the originating message. The responder MUST include the contents of the <ds:SignatureValue> element of the request signature as the value of the @Value attribute of the <wsse11:SignatureConfirmation> element. The <wsse11:SignatureConfirmation> element MUST be included in the message signature of the associated response message.
If a signature is received encrypted then any corresponding <wsse11:SignatureConfirmation> elements SHOULD be encrypted to protect the original signature and keys.

2.2 Syntax

The syntax for this element is as follows:

<SignatureConfirmation wsu:Id="..." Value="..." />
/SignatureConfirmation

This element indicates that the responder has processed the signature in the request. When this element is not present in a response the initiator SHOULD interpret that the responder is not compliant with this functionality. 
/SignatureConfirmation/@wsu:Id

Identifier to be used for including the element in the SignedInfo reference list and MUST be present.  This attribute is so that the SignatureConfirmation element can be referenced in the response signature.
/SignatureConfirmation/@Value

This optional element contains the contents of a <ds:SignatureValue> copied from the associated request. If the request was not signed, then this attribute MUST NOT be present. If this attribute is specified with an empty value, the initiator SHOULD interpret this as incorrect behavior and process accordingly. When this attribute is not present, the initiator SHOULD interpret this to mean that the response is based on a request that was not signed.
2.3 Response Generation Rules
If the responder does not comply with this specification, it MUST NOT include the <wsse11:SignatureConfirmation> element. If the responder complies with this specification, it MUST include the <wsse11:SignatureConfirmation> element in the <wsse:Security> header in any response(s) associated with requests. That is, the normal messaging patterns are not altered; this element is included if any responses to the originating message are generated.

The responder MUST sign this element as part of the message signature of the associated response message. If the request message contains a <ds:Signature> element, the exact value of the <ds:SignatureValue> element of that signature MUST be included as the value of the @Value attribute of the <wsse11:SignatureConfirmation> element as described above. If the request does not contain a <ds:Signature> element and the responder complies with this specification, it MUST include the <wsse11:SignatureConfirmation> element without a @Value attribute.
2.4 Response processing model (at the Initiator)

The initiator of a message exchange pattern which complies with this specification MUST follow the following processing guidelines:

· If a response message does not contain a <wsse11:SignatureConfirmation> element inside the <wsse:Security> header, the initiator SHOULD reject the response message. 
· If a response message does contain a <wsse11:SignatureConfirmation> element inside the <wsse:Security> header but @Value attribute is not present on <wsse11:SignatureConfiramation> element, and the associated request message did include a <ds:Signature> element, the initiator SHOULD reject the response message. 
· If a response message does contain a <wsse11:SignatureConfirmation> element inside the <wsse:Security> header and the @Value attribute is present on the <wsse11:SignatureConfirmation> element, but the associated request did not include a <ds:Signature> element, the initiator SHOULD reject the response message. 
· If a response message does contain a <wsse11:SignatureConfirmation> element inside the <wsse:Security> header, and the associated request message did include a <ds:Signature> element and the @Value attribute is present but does not match the stored signature value of the associated request message, the initiator SHOULD reject the response message.
3. Examples

The following is an example of a request message:
<S11:Envelope xmlns:S11="..." xmlns:wsse="..." xmlns:wsu="..." xmlns:xenc="..."
     xmlns:ds="...">

   <S11:Header>

      ...

      <wsse:Security>

         ...

         <ds:Signature>

            ...

            <ds:SignedInfo> ... </ds:SignedInfo>

            <ds:SignatureValue>kpRyejY4uxwT9I74FYv8nQ==</ds:SignatureValue>

            <ds:KeyInfo> ... </ds:KeyInfo>

         </ds:Signature>

      </wsse:Security>

      ...

   </S11:Header>

   <S11:Body>

      ...

   </S11:Body>

</S11:Envelope>

The following is an example of a response message associated with the above request message:

<S11:Envelope xmlns:S11="..." xmlns:wsse="..." xmlns:wsu="..." xmlns:xenc="..."
     xmlns:ds="..." xmlns:wsse11="...">

   <S11:Header>

      ...

      <wsse:Security>
         <!-- Value attribute contains exact SignatureValue from the request-->
         <wsse11:SignatureConfirmation wsu:Id="SignatureConfirmation"
                 Value=”kpRyejY4uxwT9174FYv8nQ==" />

         ...

         <ds:Signature>

            ...

            <ds:SignedInfo> 

               ...

               <ds:Reference URI="#SignatureConfirmation">

                  <ds:DigestMethod 

                     Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                  <ds:DigestValue>LyLsF0Pi4wPU...</ds:DigestValue>

               </ds:Reference>

               ...

            </ds:SignedInfo>

            <ds:SignatureValue>MC0CFFrVLtRlk=...</ds:SignatureValue>

            <ds:KeyInfo> ... </ds:KeyInfo>

         </ds:Signature>

         ...

      </wsse:Security>
      ...

   </S11:Header>

   <S11:Body>

    ...

   </S11:Body>

</S11:Envelope>

4. Security Considerations 
[TODO] 
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