Template Organization – Strawman 2

1 Single Message

1.1 Single Token Type

1.1.1 Username

1.1.1.1 Authentication only

1.1.1.1.1 Plaintext password

1.1.1.1.2 Hashed Password

1.1.1.1.3 Encrypted Password

1.1.1.2 Derived key

1.1.1.2.1 Envelope

1.1.1.2.1.1 Integrity

1.1.1.2.1.2 Confidentiality

1.1.1.2.1.3 Both

1.1.1.2.2 Attachments

1.1.1.2.2.1 Integrity

1.1.1.2.2.2 Confidentiality

1.1.1.2.2.3 Both

1.1.2 X.509

1.1.2.1 In Band Tokens

1.1.2.1.1 Envelope

1.1.2.1.1.1 Integrity

1.1.2.1.1.2 Confidentiality

1.1.2.1.1.3 Both

1.1.2.1.2 Attachments

1.1.2.1.2.1 Integrity

1.1.2.1.2.2 Confidentiality

1.1.2.1.2.3 Both

1.1.2.2 Out of Band Tokens

1.1.2.2.1 Envelope

1.1.2.2.1.1 Integrity

1.1.2.2.1.2 Confidentiality

1.1.2.2.1.3 Both

1.1.2.2.2 Attachments

1.1.2.2.2.1 Integrity

1.1.2.2.2.2 Confidentiality

1.1.2.2.2.3 Both

1.1.3 REL

1.1.3.1 In Band Tokens

1.1.3.1.1 Integrity

1.1.3.2 Out of Band Tokens

1.1.3.2.1 Integrity

1.1.4 SAML

1.1.4.1 In Band Tokens

1.1.4.1.1 Bearer Token

1.1.4.1.2 Integrity

1.1.4.2 Out of Band Tokens

1.1.4.2.1 Bearer Token

1.1.4.2.2 Integrity

1.1.5 Kerberos

1.1.5.1 Integrity

1.1.5.2 Confidentiality

1.1.5.3 Both

1.2 Multiple Token Type

1.2.1 Username & X.509

1.2.1.1 In Band Tokens

1.2.1.1.1 Envelope

1.2.1.1.1.1 Integrity

1.2.1.1.1.2 Confidentiality

1.2.1.1.1.3 Both

1.2.1.1.2 Attachments

1.2.1.1.2.1 Integrity

1.2.1.1.2.2 Confidentiality

1.2.1.1.2.3 Both

1.2.1.2 Out of Band Tokens

1.2.1.2.1 Envelope

1.2.1.2.1.1 Integrity

1.2.1.2.1.2 Confidentiality

1.2.1.2.1.3 Both

1.2.1.2.2 Attachments

1.2.1.2.2.1 Integrity

1.2.1.2.2.2 Confidentiality

1.2.1.2.2.3 Both

1.2.2 SAML & X.509

1.2.2.1 In Band Tokens

1.2.2.1.1 Envelope

1.2.2.1.1.1 Integrity

1.2.2.1.1.2 Confidentiality

1.2.2.1.1.3 Both

1.2.2.1.2 Attachments

1.2.2.1.2.1 Integrity

1.2.2.1.2.2 Confidentiality

1.2.2.1.2.3 Both

1.2.2.2 Out of Band Tokens

1.2.2.2.1 Envelope

1.2.2.2.1.1 Integrity

1.2.2.2.1.2 Confidentiality

1.2.2.2.1.3 Both

1.2.2.2.2 Attachments

1.2.2.2.2.1 Integrity

1.2.2.2.2.2 Confidentiality

1.2.2.2.2.3 Both

2 Request / Response

2.1 Single Token Type

2.1.1 Username

2.1.1.1 Authentication only

2.1.1.1.1 Plaintext password

2.1.1.1.2 Hashed Password

2.1.1.1.3 Encrypted Password

2.1.1.2 Derived key

2.1.1.2.1 Envelope

2.1.1.2.1.1 Integrity

2.1.1.2.1.2 Confidentiality

2.1.1.2.1.3 Both

2.1.1.2.2 Attachments

2.1.1.2.2.1 Integrity

2.1.1.2.2.2 Confidentiality

2.1.1.2.2.3 Both

2.1.2 X.509

2.1.2.1 In Band Tokens

2.1.2.1.1 Envelope

2.1.2.1.1.1 Integrity

2.1.2.1.1.2 Confidentiality

2.1.2.1.1.3 Both

2.1.2.1.2 Attachments

2.1.2.1.2.1 Integrity

2.1.2.1.2.2 Confidentiality

2.1.2.1.2.3 Both

2.1.2.2 Out of Band Tokens

2.1.2.2.1 Envelope

2.1.2.2.1.1 Integrity

2.1.2.2.1.2 Confidentiality

2.1.2.2.1.3 Both

2.1.2.2.2 Attachments

2.1.2.2.2.1 Integrity

2.1.2.2.2.2 Confidentiality

2.1.2.2.2.3 Both

2.1.3 REL

2.1.3.1 In Band Tokens

2.1.3.1.1 Integrity

2.1.3.2 Out of Band Tokens

2.1.3.2.1 Integrity

2.1.4 SAML

2.1.4.1 In Band Tokens

2.1.4.1.1 Bearer Token

2.1.4.1.2 Integrity

2.1.4.2 Out of Band Tokens

2.1.4.2.1 Bearer Token

2.1.4.2.2 Integrity

2.1.5 Kerberos

2.1.5.1 Integrity

2.1.5.2 Confidentiality

2.1.5.3 Both

2.2 Multiple Token Type

2.2.1 Username & X.509

2.2.1.1 In Band Tokens

2.2.1.1.1 Envelope

2.2.1.1.1.1 Integrity

2.2.1.1.1.2 Confidentiality

2.2.1.1.1.3 Both

2.2.1.1.2 Attachments

2.2.1.1.2.1 Integrity

2.2.1.1.2.2 Confidentiality

2.2.1.1.2.3 Both

2.2.1.2 Out of Band Tokens

2.2.1.2.1 Envelope

2.2.1.2.1.1 Integrity

2.2.1.2.1.2 Confidentiality

2.2.1.2.1.3 Both

2.2.1.2.2 Attachments

2.2.1.2.2.1 Integrity

2.2.1.2.2.2 Confidentiality

2.2.1.2.2.3 Both

2.2.2 SAML & X.509

2.2.2.1 In Band Tokens

2.2.2.1.1 Envelope

2.2.2.1.1.1 Integrity

2.2.2.1.1.2 Confidentiality

2.2.2.1.1.3 Both

2.2.2.1.2 Attachments

2.2.2.1.2.1 Integrity

2.2.2.1.2.2 Confidentiality

2.2.2.1.2.3 Both

2.2.2.2 Out of Band Tokens

2.2.2.2.1 Envelope

2.2.2.2.1.1 Integrity

2.2.2.2.1.2 Confidentiality

2.2.2.2.1.3 Both

2.2.2.2.2 Attachments

2.2.2.2.2.1 Integrity

2.2.2.2.2.2 Confidentiality

2.2.2.2.2.3 Both

3 Other MEPs

3.1 ??

