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Summary: Access to medical records is governed by ethical and legal privacy requirements and the preferences of the patient.  This set of use cases illustrates related confidentiality needs.

Scope:  Medical record creation, storage, access, and messaging system. 

Actors:  The creators and readers of medical documents such as physicians and other health care givers, the patients and those associated with them who have access privileges, payers, and institutions (HMOs, government bodies) permitted access.

Assumptions:  HL7 CDA and usage drawn from discussions about it form reasonable models for the creation, management, and accessing of medical information about individual patients.

Non-technical Factors: HIPAA and other privacy legislation, medical ethics.

1 Process Sequence

1.1 Primary Process Flow

A physician creates a record with administrative, medical, and privacy content, signs it, and has it stored (in XML format) in a records system.

Flow Diagram: (optional?)

Key Points:

· Other personnel may collect portions of the record, such as the administrative information.

· Access policy must have granularity at the level of elements within the document and individuals within the actor population.

· Access policy must be included with the document.

· The document must have a nonreputable signature.

· Once signed, the document itself may not be modified.

· Access to all but billing information might be restricted to primary care physician in case patient is a caregiver within the system.

1.2 Variant: Record retrieval

Physician or other permitted stakeholder retrieves (permitted parts of) a record for review or transmission to other parties.

Flow Diagram: (optional?)

Key Points:

· The portion of a document that is retrievable depends upon the requestor and privacy conditions included in document.  For example:

· Patient restricts access to specific administrative info (address and phone number) to prevent abusive ex-spouse from finding her.

· Restrictions extend beyond the originating organization and follow the record or message to another.  (This may warrant the encryption of restricted portions.)

· Differential access restrictions for especially private information such as psych notes.  [See original use case 2)]

1.3 Variant: Record transmittal

Permitted stakeholder retrieves (permitted parts of) a record for transmission to other parties.

Flow Diagram: (optional?)

Key Points:

· Restrictions extend beyond the originating organization [=> need for encryption?)

· Necessary agreements between originator and receiver are beyond the scope of this.

1.4 Variant: Record addendum

A physician or other caregiver creates an addendum to a record with administrative, medical, and/or privacy content, signs it, and has it stored (in XML format) with the existing record in the records system.

Flow Diagram: (optional?)

Key Points:

· Changes in access permissions may affect the previously existing document and any addenda.  Both patient and care giver can add restrictions.  Only the patient can cause restrictions to be removed.  (See the cases regarding information withheld from the patient, below.)

· Any addenda to the access policy must be included with the document.

· The result must have a nonreputable signature.

· Once signed, the addendum itself may not be modified.

1.5 Variant: Breaking the glass

“Breaking the glass” – person(s) need to be able to get through protections in emergencies.

Flow Diagram: (optional?)

Key Points:

· Need person(s), possibly outside the normal flow, who have special privileges.

· Access to special decryption key?

· Multi-key decryption such that no single person can break glass?

1.6 Variant: Information is withheld from patient

Psychiatrist receives information that s/he believes could be harmful to the patient or others if disclosed to the patient.  In accordance with law in patient's state, psychiatrist marks this information as not to be disclosed to patient.  Patient requests access to psychiatric records.  Access to the restricted documents is denied.

Flow Diagram: (optional?)

Key Points:

· Patient isn’t legal owner of records.

1.7 Variant: Patient overrides restrictions

Patient in previous example obtains override of restrictions through legal recourse.  Access is permitted. 

Flow Diagram: (optional?)

Key Points:

· Legal maneuvers are outside the scope of this use case.

· Need for attaching new access privileges to existing document.

2 Glossary

Caregiver

Physician, nurse, or other person providing health care.  The HIPAA rules gives strict definitions for this and other personages and devices associated with the health care process.  These are outside the scope of this use case.

HIPAA

Health Insurance Portability and Accountability Act of 1996 - An act of Congress specifying, among other things, privacy standards for medical records.  This is augmented by Department of Health and Human Services rules.  See the Web site given below.

Nonreputable signature

A signature signed in such a fashion that the signer couldn’t refute it.
3 References

Health Level Seven - http://www.hl7.org/
· Structured Documents Technical Committee
· XML Special Interest Group
· Modeling and Methodology
HIPAA - http://www.hcfa.gov/hipaa/hipaahm.htm 
XML - Signature Syntax and Processing - http://www.w3.org/TR/xmldsig-core/
