Schema XACML v0.11c.xsd

schema location:

C:\temp\XACML v0.11c.xsd

targetNamespace:

Elements
and
attributeFunction

divide

equal

greaterOrEqual
lessOrEqual

minus

nOf
nonNullSetintersection

Complex types
ActionsType
AndType

ArgumentListType
AttributeFunctionAbstractType
CompareType

NOfType

NotType

ObligationsType
ObligationType

not
or

orderedOr
patternMatch

plus
policySetStatement

OrderedOrType
OrType
PolicyDesignatorType

PolicySetDesignatorType
PolicySetStatementType
PolicySetType

policyStatement

PolicyStatementType

predicate PredicateAbstractType
predicateExpression PredicateExpressionAbstractType
present PredicateExpressionType
rule PresentType
subset ResourcesType
superset RuleDesignatorType
times RuleSetType
RuleType

SubjectsType
TargetType

http://lwww.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

Simple types
EffectType



element and

diagram —_——
|_'.li:at:mI:.I!'|.n||:IT:1.|I|:|£:

—L_ sacmil:predicateExpression |

[1]

L
o
[1]

[
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1
1

orderedOr

—L sacmlpredicate |

‘i greaterOrEqual

le=s=0rEqual

‘i nonHullSetintersection
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present

subset
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| equal
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|

|

|

| superset
|

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:AndType

children xacml:predicateExpression xacml:predicate

source  <xs:element name="and" type="xacml:AndType" substitutionGroup="xacml:predicateExpression"/>



element attributeFunction
diagram

attributeFunction |

.

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:AttributeFunctionAbstractType
used by complexType ~ CompareType

source  <xs:element name="attributeFunction" type="xacml:AttributeFunctionAbstractType" abstract="true"/>

element divide

diagram e — |
| racml:ArgumentListType |

| divide E'T(_m_ ~13H
1 o ‘saml:nttrihute

|- mmm—— N

N saml:AttribumteDesignator | |

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:ArgumentListType

children  saml:AttributeDesignator saml:Attribute

source  <xs:element name="divide" type="xacml:ArgumentListType" substitutionGroup="xacml:attributeFunction"/>



element equal

diagram

namespace
type
children

source

| xacml:CompareType

|
| equal [T‘]J|—[—H-—:E—|:—"EEI- =
2

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:CompareType

saml:AttributeDesignator saml:Attribute xacml:attributeFunction

<xs:element name="equal" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>

element greaterOrEqual

diagram

namespace
type
children

source

| xacml:CompareType

,saml:nttrihutellesignatur |

greaterOrEqual [%]J{—-ﬂ—j;:_l—[—“’ 3 L Saml:Attribute |
=3

,xacml:attrihutEFunn’tiun |

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:CompareType

saml:AttributeDesignator saml:Attribute xacml:attributeFunction

<xs:element name="greaterOrEqual" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>



element lessOrEqual

diagram T e
| xacml:CompareType

|
lessOrEqual E]Jl{*:E_KJE} =
2

‘J H E ‘J

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:CompareType

children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

source  <xs:element name="lessOrEqual" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>

element minus

diagram _———— Y ——— — — — — — —
| xacmlArgumentListType |

| minus E}‘{*:E_[JE} -]
1 o ,saml:nttrihute

|- N

,saml:nttrihutellesignatur | |

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:ArgumentListType

children  saml:AttributeDesignator saml:Attribute

source  <xs:element name="minus" type="xacml:ArgumentListType" substitutionGroup="xacml:attributeFunction"/>



element nOf

diagram e e e e e e e e e e ——
’ rHﬂcml:HOﬂ:ﬂJE

—L‘ xacml:predicateExpression |
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orderedOr

—L sacml:predicate |
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less0rEqual

“| nonHullSetintersection

patternMatch
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| equal
|

|

|

|
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|
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|

| superset
|

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:NOfType

children  xacml:predicateExpression xacml:predicate

C

Name Type se Default Fixed Annotation
quorum xs:positivelntege

r

attributes

source  <xs:element name="nOf" type="xacml:NOfType" substitutionGroup="xacml:predicateExpression"/>



element nonNullSetintersection
diagram T T T T o s e e e e e e e ]

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:CompareType

children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

source  <xs:element name="nonNullSetIntersection" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>



element not

diagram = 0 0 0 0 o T T e e

r-=_xacmil: predlcatEExpressmn ]

:
|
| N
| i and |
e
ot BCED e
T
i Liﬁé&@%}%ﬁé{lﬁi
i_ R,

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:NotType

children  xacml:predicateExpression xacml:predicate

source  <xs:element name="not" type="xacml:NotType" substitutionGroup="xacml:predicateExpression"/>



element or

diagram e e e e e e e e e e ——
’ rHﬂcl‘l‘Il:ﬂrT‘_ﬂ]E
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| equal
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|

|

|

|

|

|

| superset
|

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:OrType

children  xacml:predicateExpression xacml:predicate

source  <xs:element name="or" type="xacml:OrType" substitutionGroup="xacml:predicateExpression"/>



element orderedOr

diagram e e
rHﬂcml:OrdEfEdﬂrT}!‘pE

—L xacml:predicateExpression |
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namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:OrderedOrType

children  xacml:predicateExpression xacml:predicate

source  <xs:element name="orderedOr" type="xacml:OrderedOrType" substitutionGroup="xacml:predicateExpression"/>



element patternMatch

diagram e e e e e e e
| sacml:CompareType

|
patternMatch E]{—[—--—:E—(—’EEI— =
2

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:CompareType

children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

source  <xs:element name="patternMatch" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>

element plus

diagam 00 0 ——_—-—-—-— — — — — — — —/ ]
| xacmlArgumentListType |
| ,saml:nttrihuteﬂesignatur | |

| plus E]T(*J’_':'_(JE} =
|
|- N

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:ArgumentListType

children  saml:AttributeDesignator saml:Attribute

source  <xs:element name="plus" type="xacml:ArgumentListType" substitutionGroup="xacml:attributeFunction"/>



element policySetStatement

diagram

namespace
type
children
used by

attributes

source

| xacml:PolicySetStatement Type

policySetStatement [{]—(—-——

|
| -: obligations

-1

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PolicySetStatementType

description target policySet obligations
complexType PolicySetType

Name Type Use
policySetld xs:anyURI required
policySetName xs:string optional
policyCombining  xs:anyURI required
Algld

Default

Fixed

<xs:element name="policySetStatement" type="xacml:PolicySetStatementType"/>

element policyStatement

diagram

namespace
type
children
used by

attributes

source

L--E obligations

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PolicyStatementType

description target ruleSet obligations
complexType  PolicySetType

Name Type Use
policyld xs:anyURI required
policyName xs:string optional
ruleCombiningAl  xs:anyURI required
gld

<xs:element name="policyStatement" type="xacml:PolicyStatementType"/>

Default

Fixed

Annotation

Annotation



element predicate

diagram

namespace
type
used by

source

predicate

.

equal

—

greaterOrEqual

less0OrEqual

R

nonHullSetintersection

patternMatch

present

sub=set

superset

http://www.0oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PredicateAbstractType

complexTypes AndType NOfType NotType OrderedOrType OrType PredicateExpressionType

<xs:element name="predicate" type="xacml:PredicateAbstractType" abstract="true"/>

element predicateExpression

diagram

namespace
type
used by

source

predicateExpression

orderedOr

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PredicateExpressionAbstractType

complexTypes AndType NOfType NotType OrderedOrType OrType PredicateExpressionType

<xs:element name="predicateExpression" type="xacml:PredicateExpressionAbstractType" abstract="true"/>



element present

diagram

namespace
type
children

source

element rule

diagram

namespace
type
children
used by

attributes

source

| semipresentrype B
present E]—|—|:—--—:E|—Lsaml:Attrihutel]esignatur | |
L= = ]

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PresentType

saml:AttributeDesignator

<xs:element name="present" type="xacml:PresentType" substitutionGroup="xacml:predicate"/>

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:RuleType
description target effect condition
complexType RuleSetType

Name Type Use Default Fixed
ruleld xs:anyURI required
ruleName xs:string optional

<xs:element name="rule" type="xacml:RuleType"/>

Annotation



element subset
diagram

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:CompareType

children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

source  <xs:element name="subset" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>

element superset

diagram —_—
| xacml:CompareType

,saml:nttrihutellesignatur |

|
superset [%]J|—(—-H—j;:_|—(—"iﬂ— .saml:Attribute |
2

,xacml:attrihutEFunctiun |

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:CompareType

children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

source  <xs:element name="superset" type="xacml:CompareType" substitutionGroup="xacml:predicate"/>



element times

diagram

namespace
type
children

source

_____________ —
| sacml:ArgumentListType |
| Jsaml:nttrihutellesignatur | |

| times E‘T[*:E_(JE} =

|
|- e _

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:ArgumentListType

saml:AttributeDesignator saml:Attribute

<xs:element name="times" type="xacml:ArgumentListType" substitutionGroup="xacml:attributeFunction"/>

complexType ActionsType

diagram

namespace
children
used by

source

(AntiunsT]me E:]—(—“'—E—| a samlActions

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

saml:Actions
element TargetTypel/actions

<xs:complexType name="ActionsType">
<xs:sequence>
<xs:element ref="saml:Actions"/>
</xs:sequence>
</xs:complexType>



complexType AndType

diagram

namespace
children
used by

source

—| - xacmil:predicateExpression

AndType 2 - —=e E —~i3 5
0.

orderedOr

—L sacml:predicate |

equal

‘i greaterOrEqual

les=s0rEqual
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patternMatch

present
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superset

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:predicateExpression xacml:predicate

element and

<xs:complexType name="AndType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:predicateExpression"/>
<xs:element ref="xacml:predicate"/>
</xs:choice>
</xs:sequence>
</xs:complexType>



complexType ArgumentListType

- samlAttributeDe=signator

diagram
(ArgumentListType I:T']—(—-H—);:_I—(—f’ =3 -
1.

- samlAttribute

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type  extension of xacml:AttributeFunctionAbstractType

children  saml:AttributeDesignator saml:Attribute
elements divide minus plus times

used by

source  <xs:complexType name="ArgumentListType">
<xs:complexContent>
<xs:extension base="xacml:AttributeFunctionAbstractType">
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element ref="saml:AttributeDesignator"/>
<xs:element ref="saml:Attribute"/>
</xs:choice>
</xs:sequence>
</xs:extension>
<I/xs:complexContent>
</xs:complexType>

complexType AttributeFunctionAbstractType
diagram

(AttrihuteFunc‘tiunnhstractType

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

element attributeFunction
complexType ArgumentListType
source  <xs:complexType name="AttributeFunctionAbstractType"/>

used by

complexType CompareType
diagram

Jsaml:nttrihutel.'lesignatur |

’saml:nttrihute

(CumpareType I}:]—(—-H—E—(—” =3 =
2

axacml:attrihuteFunc‘tinn |

3

‘J ] E ‘J

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type  extension of xacml:PredicateAbstractType




children  saml:AttributeDesignator saml:Attribute xacml:attributeFunction

elements egual greaterOrEqual lessOrEqual nonNullSetintersection patternMatch subset superset

used by

source  <xs:complexType name="CompareType">
<xs:complexContent>
<xs:extension base="xacml:PredicateAbstractType">
<xs:sequence minOccurs="2" maxOccurs="2">
<xs:choice>
<xs:element ref="saml:AttributeDesignator"/>
<xs:element ref="saml:Attribute"/>
<xs:element ref="xacml:attributeFunction"/>
</xs:choice>
</xs:sequence>
</xs:extension>
<Ixs:complexContent>
<I-- XML operands in "set" operations MUST be of xsi:type xs:list -->
<I-- XML operands in "inequality" operations MUST contain an xsi:type attribute for which
XACML defines a comparison algorithm -->
</xs:complexType>

complexType NOfType

diagram

—L xacml:predicateExpression

orderedOr

o
53

—L_ xacmil:predicate |

i
&
c
2
[+

+

—
[i=]
=
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&
[1:]
-
=]
=
m
F=]
=
2

les=0rEqual

‘| nonHullSetintersection

patternMatch

present

subset

superset

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd



children
used by

attributes

source

xacml:predicateExpression xacml:predicate

element nOf

Name Type Use Default Fixed
quorum xs:positivelntege
r

<xs:complexType name="NOfType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:predicateExpression"/>
<xs:element ref="xacml:predicate"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="quorum" type="xs:positivelnteger"/>
</xs:complexType>

complexType NotType

diagram

namespace
children
used by

source

r- -i,xat:ml predlcateExpressmn !
A
E "I and
L Hnof
(Rottype BB {fnet ]
D Hor [
. " orderedor [
D yTromeeme oy

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:predicateExpression xacml:predicate

element not

<xs:complexType name="NotType">

Annotation



<xs:choice>
<xs:element ref="xacml:predicateExpression" minOccurs="0"/>
<xs:element ref="xacml:predicate" minOccurs="0"/>
</xs:choice>

</xs:complexType>

complexType ObligationsType

diagram

namespace
children
used by

source

----------- Bl

0 : onPermit

(nhligatinnsrype EI—(—--—E 4

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

onPermit onDeny

elements PolicySetStatementType/obligations PolicyStatementType/obligations

<xs:complexType name="0ObligationsType">
<xs:sequence>
<xs:element name="onPermit" type="xacml:ObligationType" minOccurs="0"/>
<xs:element name="onDeny" type="xacml:ObligationType" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

element ObligationsType/onPermit

diagram

namespace
type
children

source

| racmil:0bligationType

|
onPermit [%]—|—|:—--—:E|—{ obligation |
| 1.0 |

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:ObligationType

obligation

<xs:element name="onPermit" type="xacml:ObligationType" minOccurs="0"/>

element ObligationsType/onDeny

diagram

namespace
type
children

source

| xacml:0ObligationType

|
| onDeny E}'{—H-—:EI—{ obligation |
| 1w |

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:ObligationType

obligation

<xs:element name="onDeny" type="xacml:ObligationType" minOccurs="0"/>



complexType ObligationType

diagram

namespace
children
used by

source

(ObligationType Ej—(—--—:g—{ obligation
1.0

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

obligation
elements ObligationsType/onDeny ObligationsType/onPermit

<xs:complexType name="ObligationType">
<xs:sequence maxOccurs="unbounded">
<xs:element name="obligation">
<xs:complexType>
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element ref="saml:AttributeDesignator"/>
<xs:element ref="saml:Attribute"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="0Obligationld" type="xs:anyURI" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

element ObligationType/obligation

diagram

namespace
children

attributes

source

,saml:nttrihutellesignatur

’saml:nttrihute

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

obligation [{]—(—u-—;gl—(—/ia- =
1..00

saml:AttributeDesignator saml:Attribute

Name Type Use Default Fixed
Obligationld xs:anyURI required

<xs:element name="obligation">
<xs:complexType>
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element ref="saml:AttributeDesignator"/>
<xs:element ref="saml:Attribute"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="0Obligationld" type="xs:anyURI" use="required"/>
</xs:complexType>
</xs:element>

Annotation



complexType OrderedOrType

diagram

namespace
children
used by

source

—| ,xacml:predicateExpressiun
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http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:predicateExpression xacml:predicate

element orderedOr

<xs:complexType name="OrderedOrType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:predicateExpression"/>
<xs:element ref="xacml:predicate"/>
</xs:choice>
</xs:sequence>
</xs:complexType>



complexType OrType

diagram

namespace
children
used by

source

—| - xacmil:predicateExpression

OrType oF - —=— B~ 13 5
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orderedOr

—L sacml:predicate |

equal

‘i greaterOrEqual
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‘i nonHullSetintersection

patternMatch

present
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superset

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:predicateExpression xacml:predicate

element or

<xs:complexType name="OrType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:predicateExpression"/>
<xs:element ref="xacml:predicate"/>
</xs:choice>
</xs:sequence>
</xs:complexType>



complexType PolicyDesighatorType
diagram oo

(PulicyﬂesignaturType [T']—(—-H—

policyAs=ertion

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  policyld policyAssertion

element PolicySetType/policyDesignator

used by

source  <xs:complexType name="PolicyDesignatorType">
<xs:sequence>
<xs:element name="policyld" type="xs:anyURI" minOccurs="0"/>
<xs:element name="policyAssertion" type="saml:AssertionType"/>
</xs:sequence>
</xs:complexType>

element PolicyDesignatorType/policyld

diagram =
policyld

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type  xs:anyURI

source  <xs:element name="policyld" type="xs:anyURI" minOccurs="0"/>

element PolicyDesignatorType/policyAssertion

diagram

policyAs=sertion

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type saml:AssertionType

source  <xs:element name="policyAssertion" type="saml:AssertionType"/>

complexType PolicySetDesignatorType
diag.am  mrmemme-m-m-y

(Pulicyﬁetl]esignaturType [T']—(—--—

policySetAssertion

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  policySetld policySetAssertion
element PolicySetType/policySetDesignator

used by

source  <xs:complexType name="PolicySetDesignatorType">
<xs:sequence>
<xs:element name="policySetld" type="xs:anyURI" minOccurs="0"/>
<xs:element name="policySetAssertion" type="saml:AssertionType"/>
</xs:sequence>
</xs:complexType>



element PolicySetDesignatorType/policySetld

diagram =
policySetid

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type  xs:anyURI

source  <xs:element name="policySetld" type="xs:anyURI" minOccurs="0"/>

element PolicySetDesignatorType/policySetAssertion

diagram

policySetAssertion

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type saml:AssertionType

source  <xs:element name="policySetAssertion" type="saml:AssertionType"/>

complexType PolicySetStatementType

diagram IZ ey
r-+ description !

(PolicySetstatementType £} =+ 7

:Bd

+-- obligations

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type extension of saml:StatementAbstractType

children  description target policySet obligations

element policySetStatement

used by
: Name Type Use Default Fixed
attributes policySetld xs:anyURI required
policySetName Xs:string optional
policyCombining  xs:anyURI required
Algld

source  <xs:complexType name="PolicySetStatementType">
<xs:complexContent>
<xs:extension base="saml:StatementAbstractType">
<xs:sequence>
<xs:element name="description" type="xs:string" minOccurs="0"/>
<xs:element name="target" type="xacml:TargetType"/>

<xs:element name="policySet" type="xacml:PolicySetType" maxOccurs="unbounded"/>

<xs:element name="obligations" type="xacml:ObligationsType" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="policySetld" type="xs:anyURI" use="required"/>
<xs:attribute name="policySetName" type="xs:string" use="optional"/>
<xs:attribute name="policyCombiningAlgld" type="xs:anyURI" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Annotation



element PolicySetStatementType/description

diagram

namespace

type

source

~de=cription

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
xs:string

<xs:element name="description" type="xs:string" minOccurs="0"/>

element PolicySetStatementType/target

diagram

namespace
type
children

source

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:TargetType

subjects resources actions

<xs:element name="target" type="xacml:TargetType"/>

element PolicySetStatementType/policySet

diagram

namespace
type
children

source

| —|,xacmi:policySetstatement

—L_ xacmil:policyStatement

—| policySetDesignator

—| policyDesignator

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:PolicySetType

xacml:policySetStatement xacml:policyStatement policySetDesignator policyDesignator

<xs:element name="policySet" type="xacml:PolicySetType" maxOccurs="unbounded"/>



element PolicySetStatementType/obligations

diagram I________l

| xacml:ObligationsType
S oweiE
e e = M

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:ObligationsType

children onPermit onDeny

source  <xs:element name="obligations" type="xacml:ObligationsType" minOccurs="0"/>

complexType PolicySetType

diagram

—ancml:pulic}rﬁetﬁtatement

—L_ xacmil:policyStatement

(PolicySetType Ej—(—--—E—(—/EEI{EI—
1..00

—| policySetDesignator

—| policyDesignator

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  xacml:policySetStatement xacml:policyStatement policySetDesignator policyDesignator

element PolicySetStatementType/policySet

used by

source  <xs:complexType name="PolicySetType">
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:policySetStatement"/>
<xs:element ref="xacml:policyStatement"/>
<xs:element name="policySetDesignator" type="xacml:PolicySetDesignatorType"/>
<xs:element name="policyDesignator" type="xacml:PolicyDesignatorType"/>
</xs:choice>
</xs:sequence>
<Ixs:complexType>

element PolicySetType/policySetDesignator

diagram ,———_______|
| xacml:PolicySetDesignator Type

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:PolicySetDesignatorType

children  policySetld policySetAssertion




source  <xs:element name="policySetDesignator" type="xacml:PolicySetDesignatorType"/>

element PolicySetType/policyDesignator

diagram —_—— e — — — — —

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:PolicyDesignatorType

children  policyld policyAssertion

source  <xs:element name="policyDesignator" type="xacml:PolicyDesignatorType"/>

complexType PolicyStatementType
diagram

=T TTTT T T TS
r-+ description !

[Pulicyﬁtatemenﬂype |}|']—[—--— =

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type  extension of saml:StatementAbstractType

children  description target ruleSet obligations
used by element policyStatement

; Name Type Use Default Fixed
ttribut . .
atbutes policyld xs:anyURI required
policyName xs:string optional
ruleCombiningAl  xs:anyURI required
gld

source  <xs:complexType name="PolicyStatementType">
<xs:complexContent>
<xs:extension base="saml:StatementAbstractType">
<xs:sequence>
<xs:element name="description" type="xs:string" minOccurs="0"/>
<xs:element name="target" type="xacml:TargetType"/>

<xs:element name="ruleSet" type="xacml:RuleSetType" maxOccurs="unbounded"/>

<xs:element name="obligations" type="xacml:ObligationsType" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="policyld" type="xs:anyURI" use="required"/>
<xs:attribute name="policyName" type="xs:string" use="optional"/>
<xs:attribute name="ruleCombiningAlgld" type="xs:anyURI" use="required"/>
</xs:extension>
</xs:complexContent>
<Ixs:complexType>

Annotation



element PolicyStatementType/description

diagram = —

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type  xs:string

source  <xs:element name="description" type="xs:string" minOccurs="0"/>

element PolicyStatementType/target

diagram

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:TargetType

children  subjects resources actions

source  <xs:element name="target" type="xacml:TargetType"/>

element PolicyStatementType/ruleSet

diagram —— e ——
| sacml:RuleSet Type |

| ruleSet E]I_(* i35

1.0

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:RuleSetType

children  xacml:rule ruleDesignator

source  <xs:element name="ruleSet" type="xacml:RuleSetType" maxOccurs="unbounded"/>

element PolicyStatementType/obligations

diagram I________l

| racml:0ObligationsType
--: onPermit
oblgations G~ { T




namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:ObligationsType

children  onPermit onDeny

source  <xs:element name="obligations" type="xacml:ObligationsType" minOccurs="0"/>

complexType PredicateAbstractType

diagram

[Predicaten.hstramype

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

used by element predicate
complexTypes CompareType PresentType

source  <xs:complexType name="PredicateAbstractType"/>

complexType PredicateExpressionAbstractType
diagram

(PredicateExpressiunAhs’trat:tT].r...

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
element predicateExpression

used by

source  <xs:complexType name="PredicateExpressionAbstractType"/>



complexType PredicateExpressionType

diagram

namespace
children
used by

source

—L_xacml:predicateExpressiun

EE

—
=
2

-

(PredicateExpressiunType I}:]—(—“’ EEI—)EI—

IE

orderedOr

—ancml:predicate |
L 3

equal

—

greaterOrEqual

less0rEqual

‘| nonHullSetintersection

patternMatch

present

subset

superset

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:predicateExpression xacml:predicate

element RuleType/condition

<xs:complexType name="PredicateExpressionType">
<xs:choice>
<xs:element ref="xacml:predicateExpression"/>
<xs:element ref="xacml:predicate"/>
</xs:choice>
</xs:complexType>

complexType PresentType

diagram

namespace

type

(PresentType [T']—(—--—jEI—| saml:AttributeDesignator

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

extension of xacml:PredicateAbstractType




children  saml:AttributeDesignator

used by element present

source  <xs:complexType name="PresentType">
<xs:complexContent>
<xs:extension base="xacml:PredicateAbstractType">
<xs:sequence>
<xs:element ref="saml:AttributeDesignator"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

complexType ResourcesType
diagram

(RﬂsuurcesType I:T']—(—-H—j;:_l—{ Saml:Attribute
1.0

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  saml:Attribute
element TargetType/resources

used by

source  <xs:complexType name="ResourcesType">
<xs:sequence maxOccurs="unbounded">
<xs:element ref="saml:Attribute"/>
</xs:sequence>
</xs:complexType>

complexType RuleDesignatorType
diagram et

(Rulel]esignaturTypE I}:]—(—"'—E' :

-+ ruleDigest :

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  ruleld ruleDigest
element RuleSetType/ruleDesignator

used by

source  <xs:complexType name="RuleDesignatorType">
<xs:sequence>
<xs:element name="ruleld" type="xs:anyURI" minOccurs="0"/>
<xs:element name="ruleDigest" minOccurs="0">
<xs:complexType>
<xs:attribute name="digestAlgld" type="xs:string" default="SHA-1"/>
<xs:attribute name="base64Digest" type="xs:string"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

element RuleDesignatorType/ruleld

diagram

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd



type  xs:anyURI

source  <xs:element name="ruleld" type="xs:anyURI" minOccurs="0"/>

element RuleDesignatorType/ruleDigest

diagram -
rulebigest

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

; Name Type Use Default Fixed
ttribut . .
atnbutes digestAlgld xs:string SHA-1
base64Digest xs:string

source  <xs:element name="ruleDigest" minOccurs="0">
<xs:complexType>
<xs:attribute name="digestAlgld" type="xs:string" default="SHA-1"/>
<xs:attribute name="base64Digest" type="xs:string"/>
</xs:complexType>
<Ixs:element>

complexType RuleSetType

diagram
(RuleSetType Ej—(——-—j):_l—[—fia— =
1.m

ruleDesignator

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  xacml:rule ruleDesignator

element PolicyStatementType/ruleSet

used by

source  <xs:complexType name="RuleSetType">
<xs:sequence maxOccurs="unbounded">
<xs:choice>
<xs:element ref="xacml:rule"/>
<xs:element name="ruleDesignator" type="xacml:RuleDesignatorType"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

element RuleSetType/ruleDesignator
diagram r-  — — — —

-4 rulebigest E |

namespace http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:RuleDesignatorType

children  ruleld ruleDigest

source  <xs:element name="ruleDesignator" type="xacml:RuleDesignatorType"/>

Annotation



complexType RuleType

diag.am  ammmeemmm---eg

(RuleType E:]_(_..._ IR :

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

children  description target effect condition

element rule

used by
: Name Type Use Default Fixed
attributes .
ruleld xs:anyURI required
ruleName Xs:string optional

source  <xs:complexType name="RuleType">
<xs:sequence>
<xs:element name="description" type="xs:string" minOccurs="0"/>
<xs:element name="target" type="xacml:TargetType" minOccurs="0"/>
<xs:element name="effect" type="xacml:EffectType"/>
<xs:element name="condition" type="xacml:PredicateExpressionType" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="ruleld" type="xs:anyURI" use="required"/>
<xs:attribute name="ruleName" type="xs:string" use="optional"/>
<Ixs:complexType>

element RuleType/description

diagram = —

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
type  xs:string

source  <xs:element name="description" type="xs:string" minOccurs="0"/>

element RuleType/target
diagram - - - - - - —  —

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:TargetType

children  subjects resources actions

source  <xs:element name="target" type="xacml:TargetType" minOccurs="0"/>

Annotation



element RuleType/effect
diagram =
effect

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:EffectType

enumeration  permit

facets
enumeration  deny

source  <xs:element name="effect" type="xacml:EffectType"/>

element RuleType/condition

diagram e e
l_xat:ml:PredicateExpressiunType

—L‘ xacml:predicateExpression |

condition [%]—l—(—’ EEI—jEI—

orderedOr

—L gacml:predicate

“| greaterOrEqual

less0rEqual

—

nonHullSetintersection

patternMatch

present

subset

superset

|
|
|
|
|
|
|
|
|
|
|
equal |
|
|
|
|
|
|
|
|
|
|

namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

type xacml:PredicateExpressionType

children  xacml:predicateExpression xacml:predicate




source

<xs:element name="condition" type="xacml:PredicateExpressionType" minOccurs="0"/>

complexType SubjectsType

diagram
(SuhjectsType I}:]—(—H-—:E—{ asaml:Attribute
1.0
namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
children  saml:Attribute
used by element TargetType/subjects
source  <xs:complexType name="SubjectsType">
<xs:sequence maxOccurs="unbounded">
<xs:element ref="saml:Attribute"/>
</xs:sequence>
</xs:complexType>
complexType TargetType
diagram -
(Tarastivpo B-{=— =
namespace  http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd
children  subjects resources actions
used by elements PolicySetStatementType/target PolicyStatementType/target RuleType/target
source  <xs:complexType name="TargetType">

<xs:sequence>
<xs:element name="subjects" type="xacml:SubjectsType"/>
<xs:element name="resources" type="xacml:ResourcesType"/>
<xs:element name="actions" type="xacml:ActionsType"/>
</xs:sequence>
</xs:complexType>

element TargetType/subjects

diagram

namespace
type
children

source

FEH.EIJ;ZEEPE_ ]

subjects [%]—|{—u-—:E|—Lsaml:Attrihute | |
1.m

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:SubjectsType

saml:Attribute

<xs:element name="subjects" type="xacml:SubjectsType"/>



element TargetType/resources

diagram

namespace
type
children

source

FQ.ESJJH; ]

resources E}|{—H~—:§|—L saml:Attribute | |
1w

http://www.0oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:ResourcesType

saml:Attribute

<xs:element name="resources" type="xacml:ResourcesType"/>

element TargetType/actions

diagram

namespace
type
children

source

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

xacml:ActionsType

saml:Actions

<xs:element name="actions" type="xacml:ActionsType"/>

simpleType EffectType

namespace
type
used by

facets

source

http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-11.xsd

restriction of xs:string
RuleType/effect

permit
deny

element

enumeration
enumeration

<xs:simpleType name="EffectType">
<xs:restriction base="xs:string">
<xs:enumeration value="permit"/>
<xs:enumeration value="deny"/>
</xs:restriction>
<Ixs:simpleType>
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