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Summary:

Probably the most significant decision made at this meeting was to provide a “buffer” between XACML  and the SAML 1.0 specification.  In particular, the input data (the request, along with relevant assertions) will be mapped – perhaps using an XSLT transformation defined in conjunction with XACML 1.0 – to an XACML “context” that holds the request data and assertions, all in the XACML namespace.  The motivation for this decision is at least two-fold.  Firstly, there is a strong desire to shield XACML from changes in the SAML specification (as SAML evolves from version 1.0 to version 1.x, version 2.0, and so on).  Secondly, there is also a strong desire to facilitate the receipt of input data from environments other than SAML (with J2SE and CORBA as two possible examples that have been cited).  The concept of an XACML context achieves both these goals.

As an additional bonus, mapping to an XACML context allows the input assertions to be sorted according to subject (e.g., principal, resource, other), which is expected to make it simpler to write XACML rules about the attributes that will be packaged in such assertions.

The notes below (supplied by Anne Anderson and Don Flinn) provide further details regarding this decision and the many other topics discussed at this meeting.

The following notes taken by Anne Anderson.

Interoperability of Attribute Namespaces

========================================

Issues:

a. Two companies may need to map their separate sets of

   attributes and values to each other.

b. Two divisions of the same company may have different

   privileges attached to the same attribute name or value.

c. Two entities may have different attribute naming models, such

   as hierarchies of attribute names vs. unique flat namespace.

In the ATLAS system [Authorization Token Layer Acquisition

Service RFP, OMG orbos/00-12-17], an Attribute Authority maps

attributes to the ones expected by the PDP.  The problem is that

in the AuthorizationDecision, the information about the PEP's

attribute namespace has been lost, so any details about missing

attributes, etc. will be conveyed in the PDP's attribute

namespace and not in the PEP's attribute namespace.

Four models for attribute namespaces were suggested:

1. XACML standardizes some specific attributes with associated

   syntax and semantics.

2. XACML "registers" attribute namespaces managed by other

   organizations, basically providing a centralized directory of

   namespaces.

3. SAML defines the syntax and semantics of a namespace structure

   that is expected to lie at the end of a namespace URI.

4. Namespaces are just URIs, with XACML not having anything to

   say about them.  It is up to organizations to ensure their

   namespace URIs are unique.

The TC felt XACML was not competent do #1.  There is no OASIS

mechanism for #2, and no assurance that organizations or industry

groups would choose to use an OASIS/XACML registry even if

provided.

The TC felt #3 and #4 were the [ed: possible] solutions.  Interoperating PEPs,

PDPs, and PAPs must agree on a set of attribute namespaces to be

used.  A PAP or PEP that uses different namespaces from the PDP

internally must provide a layer to do any translations required.

J2SE Extension to XACML

=======================

XACML defines a standard set of predicate operators such as

"xacml:equals", "xacml:subsetOf", "xacml:greaterThan", etc.  The

semantics of these operators on simple data types (dates, regular

expressions, integers) is specified.

One of the ways J2SE Policy semantics might be expressed in XACML

is by defining domain-specific predicate operators, such as

"j2se:implies", in a J2SE extension to XACML.  Associated with

the "j2se:implies" operator would be a class name, for which the

corresponding "implies" method would be invoked.  The operands

for the operator might be strings from which an instance of the

class could be constructed or might be serialized objects.

Some members felt such domain-specific predicates were not valid

XACML.  Carlisle expressed his opinion that domain-specific

predicates were equivalent to having another PDP handle

particular aspects of the evaluation, and thus fit within the

XACML model.

Anne presented a hypothetical J2SE extension to XACML as an

example of some of the issues that arise in trying to express

J2SE Policy semantics in XACML syntax.  She explained that this

was put together in a hurry just as a "proof of concept", and was

not reviewed or approved by J2SE developers within Sun.  She

basically tried to create operators to fit each element in the

current J2SE PolicyFile syntax.

Michiharu Kudo, IBM, suggested this extension was too procedural,

and should model the J2SE Policy API rather than the PolicyFile

syntax.  He suggested, for example, defining an extension

operator corresponding to the Policy.implies API and let the

ruleCombiner handle target matching semantics.  He expressed

interest/willingness in helping define such an extension.

XACML and SAML

==============

The SAML TC specifically stated that the

saml:AuthorizationDecisionQuery and

saml:AuthorizationDecisionResponse would probably need to be

refined by the XACML TC.  XACML has indeed found that

modifications and extensions to SAML are necessary.  However,

since SAML 1.0 has already been submitted to OASIS for approval,

XACML has the problem of being out of sync with SAML.

One result is that XACML has decided to define its own "context"

schema rather than assume that the context of a decision is a

saml:AuthorizationDecisionQuery.  XACML will define a mapping

from the SAML 1.0 saml:AuthorizationDecisionQuery to the XACML

context, but the context will support much more expressive and

flexible decision requests.

One problem with the saml:AuthorizationDecisionQuery is that all

encapsulated attributes are for the query Subject.  It is

possible to include attributes for other "holders" in the

Evidence section, but it is difficult to refer to these by holder

type or ID in a Policy statement.  XACML needs to support

attributes having various "holders".  XACML also needs a more

complex schema for describing the "Subject" of an authorization

decision query.  Proposals for these were presented by Simon

Godik and other volunteers.

XACML Conformance

=================

A new draft XACML conformance specification is available on the

TC web site.  It is a slight modification of the SAML conformance

specification.  There is no process for "certifying" compliance

with XACML.  There was disagreement on how detailed the

conformance spec should be.

Two separate levels of conformance are needed:

  - Assertions  (i.e. PAP-generated policies and evaluation

                 context fit XACML schema)

  - Protocol    (i.e. correct use of SAML

                 AuthorizationDecisionQuery and

                 AuthorizationDecisionResponse)

Privacy and Security

====================

Use of XDSIG will be external to XACML, so a PAP can't request

use of a particular rule or policy based on whether it is signed

or not.  Instead, a PAP may provide a signature with a policy.

If any element that is supposed to be signed is not signed, or if

the signature does not verify, then the result is an XACML

Error.

Ernesto Damiani and Anne volunteered to provide non-normative

examples of policy signatures that cover just references to rules

(ruleIDs) versus policy signatures that cover the actual content

of rules.

XACML Context Schema

====================

This was the outcome of the earlier discussion on providing an

abstraction layer between SAML (and other formats) and the

decision context used by XACML (see XACML and SAML, above).  This

is a rough sketch, not a finished schema:

Context/

  ContextPrincipal/

    PrincipalSpecifier/ (0-infinity)

      Assertion (0-infinity)

  ContextResource/

    PrincipalSpecifier/ (0-infinity)    [ed: ResourceSpecifier]
      Assertion (0-infinity)

  ContextAction/

    ActionSpecifier/ (0-infinity)

  RequestParameters/

    Parameter (0-infinity name/value pairs)

  Other/

    Assertion (0-infinity)

Under "ContextPrincipal" are various identities or types of

identities associated with the entity or entities making the

access request.  Assertions (attribute name/value pairs) about

each of these identities is included here.  TC members mentioned

various types of "ContextPrincipal" that might be involved in a

request:

  - Executing principal

  - Initiating principal

  - Code source

  - Process ID

  - Executing Machine

  - etc.

Similarly, various entities associated with the target(s) of the

access request are grouped according to their identities and

assertions under "ContextResource".

RequestParameters are for attribute name/value pairs not

associated with any particular holder: for example AttributeName

"CodeSource" has AttributeValue "http://java.sun.com".

[ed: RequestParameters are for attribute name/value pairs that are sent as part of the request, but are not in the form of an assertion.  An example might be a request specifying that “Joe wants to sell CompanyXYZ shares” with a parameter of “1000”.]

Other/Assertion is for assertions having holders that are

different from the ContextPrincipal or the ContextResource.

Polar suggested allowing for extension of the ContextPrincipal

element to support operators defining various types of

delegation, as discussed in "A Calculus for Access Control in

Distributed Systems" by Abadi, Burrows, Lampson, and Plotkin

[1991]: A asRole B, A speakingFor B, A quoting B, etc..  He

suggested such an extension might be appropriate for J2SE

semantics.  For example, something like:

  ExecutingMachine(D) quoting (CodeSourceSigner(C) says

       CodeSource(B) isSpeakingFor ExecutingUser(A)

Syntax:

  Principal ::= (name, type)

             |  (Principal and Principal)

             |  (Principal quoting Principal)

             |  (Principal speakingOnBehalfOf Principal)

Structure:

                  Principal

                    /  \

                  /      \

                /          \

              /              \

            /                  \

       SimplePrincipal      ForPrincipal

                                /  \

                              /      \

                            /          \

                          /              \

                        /                  \

                   BehalfOf             Quoting

Then the policy can make statements such as "allow access if

ExecutingMachine(D) quoting ExecutingUser(A)", rather than

treating all request Subjects as undifferentiated identities.

IBM Intellectual Property

=========================

IBM has asserted it has intellectual property rights that

apparently cover some aspects of XACML.  There are three [ed: possibly only two] patents

mentioned, but only one has issued [ed: it may be that the application has been published, but the patent itself has not yet issued], and details are known only

for that one.  Michiharu presented the patent, which is currently

only available in Japanese.  The patent covers "obligations", or

actions that should be taken in conjunction with applying an

access decision, and a particular architecture for enforcing such

obligations.

Obligations are part of XACML, but are optional.

XACML will request from IBM a statement similar to IBM's

statement covering ebXML: "We may have IP in this area, but in

the interest of furthering adoption of XACML, we will not enforce

our rights [ed: or charge royalties] with respect to XACML."  [ed: note that the quotes are only for emphasis; this is not a direct quote from IBM’s statement to ebXML]
Obligations

===========

Besides IBM's IP issue (see above), there is the problem that

SAML 1.0 does not support returning obligations in an

AuthorizationDecisionResponse.  The response has a saml:Condition

element, but this can't handle a complex structure.

The XACML TC decided to define an XACML response, with a partial

binding to a saml:AuthorizationDecisionResponse.

Attributes, Holders, Issuers

============================

Anne presented a set of three types of attribute references that

she considers essential to support:

1) A value associated with an attribute name and attribute holder

   that is in the request.

2) A value located at a path for which a value 1) is the root.

3) An attribute value for attribute name X where a value 1) is

   the holder.

For example, one attribute may assert that Anne has the role

IndividualContributor.  Another attribute may assert that Anne is

the ExecutingPrincipal subject of the access request.  A policy

may state that access is permitted only if the ExecutingPrincipal

subject has the role "IndividualContributor".

The TC decided that an xacml:Assertion should include

  xacml:AuthenticationStatement

      saml:AuthorizationDecisionRequest can include this.  Used,

      for example, if access is permitted based on who did the

      authentication or by what method it was done.

  xacml:AuthorizationDecisionStatement

      For including previously authorized actions.  Might be

      useful for conveying static Java permissions associated

      with a ProtectionDomain.

  xacml:AttributeStatement

      Has a subject (only if attribute is not under the

      ContextPrincipal node of the XACML context), issuer,

      issueInstant.  If issuer or issueInstant is not known, need

      to fill in "PEP" or current time, or "unknown".

Resource Name Vs. Resource Content

==================================

Policies need to be able to refer to resources by name (Anne has

access to resource A), and by location [ed: content] (Anne has access to

resource A if element B of resource A matches "Anne").

In some cases, the original resource location might not be

accessible to the PDP, so the PEP will include a copy of the

resource document in the AuthorizationDecisionQuery.  In this

case, the "name" of the resource document needs to be the

original name (so policies can refer to it by name), but the

"location" of the resource document needs to be a pointer to the

copy that is in the AuthorizationDecisionQuery.

The TC agreed that we need to distinguish the resource name from

the resource location (which might be used to access an element

from the resource content).

The following notes taken by Don Flinn.

Presentation on Attribute Mapping Problem

Solution – Use SAML AttributeNamespace for standard attribute sets defined by external authorities, e.g. AMA, Insurance Industry Board, etc.  A client can map from their specific attributes to one or more attributes defined by one or more Namespace defined external authority and a PDP can map from the attributes defined by one or more Namespace defined external authority to its specific attributes. 

Discussion of Mapping J2SE Permission Model to SAML

1. Translate request of attributes into SAML. Handle via “generic” PDP.  Very Hard.  XACML: don’t do this.

2. Specify XACML policy in terms of J2SE-specific predicates. Use J2SE predicates via an external function to call Java implies function.  JCP defines the extension.  [ed: JCP has not yet defined anything in this area and we don’t know if they will.  It is more accurate to say, “JCP would have to define the extension in order for this approach to work.”]
3. Specific attribute names.  Use J2SE aware PDP, i.e. namespace “j2se”

4. PEP performs J2SE permission, then calls PDP for additional XACML permissions

Solution 2 chosen.  Nothing has to be done by XACML.

[ed: Solution 2 preferred by some attendees (nothing would have to be done by XACML).]

Discussion on Target

· Need to reference the Subject NameIdentifier in the target

need choice between attribute and SubjectNameIdentifier.

Want wrapper around Attribute Syntax.  Optional elements to specify the issuer.  Can refer to any value in any XML document.  

Definition of wrapper for attributes in rules:

· Subject xpath expression to Name Identifier; Attributes

· Put xpath expression into the AttributeNamespace

· XACML: Subject/Assertion/[issuer=”my op”]/Attribute
 <equals
       Simon
</equals>

· Resource xpath expression to Resource URI; Attributes

· XACML:Resouce/patient

· The resource has been assigned by the request

· Mishiharu – Wants extra document defining short cut expressions e.g.
my:Role SAML:Resource/patient  Then use myRole in the Rule.

· Other namespace xpath expressions to values; Attributes

· Machine

· User

· Time

· Condition

Consideration of including attributes in the target – issue complexity of target vrs. lookup ability.

If XACML returns obligation associated with Policy decision may result in potential mismatch with the SAML specification.

Proposal: XACML potentially decoupled from only SAML.

Want to refer to a particular attribute for a subject or a resource or something else.

4/23/02

Discussion on conformance.

Document to be modified.   

Carlisle How tight should XAML be tied to SAML? 

Bill SAML is a good marketing.  Don’t be limited to SAML

Ernesto Born to be with SAML.  Don’t be forced to use SAML.  Use converters from SAML to other things.

Polar OMG had trouble with tieing two specs together.

Michiharu No problem using SAML assertions.  Problem with SAML request.


XACML intermediate layer to buffer from SAML assertions.

Don Want an interoperable “credential” 

Ernesto Declare a specific SAML name space.

Carlisle If XACML were to define our own assertion

Michiharu Add transform element in XACML document.  Use XSL style sheets for transforms.  Transform SAML to XACML.  Original one would be an empty style sheet.

Ernesto Define a standard form mapping assertions, plus use style sheets to map SAML.  

Good idea

Polar motion to do above.  Seconded by Ernesto.  Passed without objection.  

Anne Should be written up and then voted on.

Ernesto form a subcommittee.  Michiharu and anyone that wants to work with him. 

Carlisle Michiharu to create write-up and then have vote on written up.

Polar showed mail on privacy and anonymity from James.  

S/b concerned with what is passed back.

Bill out of scope for the spec

Polar release of information from PDP.  Should look at security concerns in that sense.

Carlisle Can just authenticate an attribute not an identity.

Ernesto XML has capability for signing at the element level.  He will check with W3C on work that they did in this area.

Polar PDP wants to make sure the policy hasn’t changed.  

Ernesto Get example for W3C that we might use.

Anne Point to rule at another PDP’s rule.  Some may want contents, others may want rule with present contents.

Discussion on signing.

Proposal Have signatures detached or allow imbedded signatures.  Motion - Integrity not normative. Passed unanimously.  

Have examples as non-normative.  Anne, with Ernesto’s help, will construct some examples showing how to do detached signatures. 

Michiharu  presented  proposal on  XACML context data structure.  Hypothetical XACML schema 

Carlisle want response transform.

Ernesto Vote to define our own context.  For version 1.0, can have a context 

Carlisle  Michiharu to post  present proposal to list for 5/2/02 meeting.

Mishiharu IBM patent disclosure submitted to Japan patent office 1999,12,16.  

Access request to PDP to PEP, little different than present, has encryption, warning.  PRP retrieval module.  Check external conditions.  Main idea is specific to obligations.  

Ask IBM for a letter similar to ebXML that says they allow XACML fee implementation of their specification.  IBM now says they will conform to OASIS requirements of reasonable and non discriminatory.  

Carlisle will jdrund@fusitiu.com to find out the details re: what ebXML did and whom at IBM they contacted.

Go over issues from the last telecom.  The last one, #4, was discussed.

4. Attribute designation in the context of condition (everybody)
    When attributes are referenced in predicate expression within <condition> element it is not
    clear what object owns this attribute: subject, resource, environment etc.
Ernesto: Does the context solve this problem?  Yes, it does.  We voted in a standard context this morning.

More discussion:  Need application transform to be able to map the attribute, e.g. resource,  to elements.  If we use standard context.  Can use an xpath to point at the value of an attribute or give a count of the desired attribute, e.g. the value of the second attribute.

Ernesto:  Don’t want to hardwire xpath to attribute.  Add an AttributeSelector extention to the AttributeDesignator.  

Rather than subject use the term holder of attribute.

Don’t want to hardcode an xpath since, e.g. the assertion may not exist when the policy is written.

Carlisle Proposal AttributeSelector with xpath into our context.  Additional element, called Holder, Issuer, IssueInstance.  These could be a NameIdentifier or another xpath.  

XACML context

<context>


<principal>



<assertion ...>



       ...



<assertion ...>


</principal>


<resources>



<assertion ...>



       ...



<assertion ...>


<resource>


<action>


</action>


<environment>



<assertion ...>



       ...



<assertion ...>


</environment>


<other>



<assertion ...>



       ...



<assertion ...>


</other>

</context>

Example (not completed)

<xacml:AttributeSelector


attributeName = “bunny”>


<issuer> IssuerName=”     “


</issuer>


<IssuerInstance>


</IssuerInstance>


<Holder>


</Holder>


<values>


</values>

</attributes>

Simon will write an example of the rules with the proposed structure.  Michiharu will write up the context.

4/24/02
Simon presented the work on the context.xsd that was constructed the previous night.


Insert Simon’s context.xsd

Discussion on context.xsd 

Simon will generate the agreed upon context.xsd and distribute it here.

Anne: Discussion of J2SE mapping to context.xsd

Principal[] -> 
ContextPrincipal




<principalSpecifier aha@acm.com>




<principalSpecifier Anne.Anderson@Sun.com>




<principalSpecifier  Anonymous>

<condition>


<and>



codesource=http://java.sun.com,



principal=aha@acm.org

</and>

ContextParameters


<Parameter>



<name> Codesource



<value> http://java.sun.com/x
<ContextOther>


<Attribute name=CodeSigner>



<subject> http://java.sun.com/x


<value> x.y.z



<value> a.b.c

Can have delegation in the future where Bill says that Gerald says.  Have two principals, Bill and Gerald.

Types of principals


Executing principal


Initiating principal


Code Source 


Process ID


Execting Machine


Etc.

J2SE will extend the ContextPrincipal to have different types of principals.  [ed: at this time, we know nothing about what J2SE will or will not do in this area.  It is more accurate to say, “Anne will explore ways that ContextPrincipal might be extended to cover J2SE semantics.”]  Version 1 of XACML has a principal(s).

Each set of types of principal would be defined by specific areas such as J2SE or Access Control structured list of principals, e.g. principals in a delegation case.

Version 1.0 will have the simple context, i.e. one principal.  Future versions will have a more complex principal structure.  Since the rules have an xpath into the principal the rules should follow the structure as it gets more complex.

J2SE will make the first cut at defining a more complex principal.  [ed: again, we do not know what J2SE will do in this area.  It is more accurate to say, “Anne will make a first cut at defining a more complex principal.”]
Resource is the URI that comes into the request.  PEP can pass the Resource to the PEP as a reference or the resource by value.

Simon do we have to distinguish between the resource or the reference to the resource.

Example: /ama:record/ama:patient/ama:name

Context 

/resource/ama.record/ama.name=”Joe”

Distinguish between the resource and a pointer into the resource by just what the xpath  points to.

ResourceSpecifier in SAML is a URI.

How do we handle Obligations in version 1.0?

SAML does not have any field to handle an obligation.

Put obligation into SAML condition.  SAML Condition can not handle a complex structure.   Talk to SAML about extending their schema.

Talk to SAML about handling Obligations.  Tell them that this is the way XACML wants go.  If a PEP has pure 1.0 it will fail, as it should.  If the PEP understand the obligations then it will act properly.

Create XACML  response.

Advice: XACML doesn’t return any advice.

No error is returned in by XACML.  If there is a logical error then the PDP returns indeterminate and the reason for the indeterminate can optionally be returned in the Action element.

How to make a request on many resources?  

First iteration of XACML response schema created.  (Will be circulated to list.)

