Attributes and Attribute Designators.

Context schema v15  defines special elements for subject identity and authentication info. Here an attempt is made to treat subject identity and authentication info as any other attribute making overall schema more uniform. (This is not new, it was suggested before by Tim Moses).

Also, I tried to make sure that xacml-context elements and xacml-core elements work together. In addition dsml attribute mapping is proposed.

There is no significant deviation from the schema v15.

Xacml-context:Request schema.

<xs:element name=”Request” type=”xacml-context:RequestType”/>

<xs:complexType type=”RequestType”>


<xs:sequence>

 

<xs:element ref=”Subject” type=”xacml-context:SubjectType” maxOccurs=”unbounded”/>



<xs:element ref=”Resource” type=”xacml-context:ResourceType”/>



<xs:element ref=”Action” type=”xacml-context:ActionType”/>



<xs:element ref=”Environment” type=”xacml-context:EnvironmentType” minOccurs=”0”/>


</xs:sequence>

</xs:complexType>
<xs:element name=”Subject” type=”xacml-context:SubjectType”/>

<xs:complexType name=”SubjectType”>


<xs:sequence>



<xs:element ref=”xacml-context:Attribute” minOccurs=”0” maxOccurs=”unbounded”/>


</xs:sequence>


<xs:attribute name=”SubjectCategory” type=”xs:anyURI” use=”required”/>

</xs:complexType>
<xs:element name=”Attribute” type=”xacml-context:AttributeType”/>

<xs:complexType name=”AttributeType”>


<xs:sequence>



<xs:element ref=”xacml-context:AttributeValue” 

 


minOccurs=”0” maxOccurs=”unbounded”/>


</xs:sequence>


<xs:attribute name=”AttributeId” type=”xs:anyURI” use=”required”/>


<xs:attribute name=”Issuer” type=”xs:anyURI” use=”optional”/>


<xs:attribute name=”IssueInstant” type=”xs:dateTime” use=”optional”/>

</xs:complexType>

<xs:element name=”AttributeValue” type=”xs:anyType”/>
Schema v15 derives xacml-context:Attribute from xacml-core:Attribute.

Here they are made independent. Also, explicit xacml-context:AttributeValue element is defined.

Reason: most often attributes are defined as name-value pair.

Note: There is no @DataType attribute in xacml-context:Attribute definition (as compared to schema v15). DataType will be specified by the selector. For the purpose of xacml-context:Attribute appearance in the xacml-context:Request it’s type can be assumed to be a string, and not mentioned at all. Also, different selectors may treat the same xacml-context:Attribute as different types. Eg: telephone-number can be treated as numeric or string.

DSML attribute to xacml-context:Attribute mapping.
Dsml has very simple attribute schema.

<xs:complexType name=”DsmlAttr”>


<xs:sequence>


<xs:element name=”value” type=”DsmlValue” minOccurs=”0” maxOccurs=”unbounded”/>


<xs:sequence>


<xs:attribute name=”name” type=”AttributeDescriptionValue” use=”required”/>
</xs:complexType>
Here DsmlValue is a union of string, binary, and uri. AttributeDescriptionValue is restriction on string.

Dsml ‘mail’ attribute example:

<attr name=”mail” xmlns=”oasis:names:tc:DSML:2:0:core”>


<value>simpson@yahoo.com</value>


<value>simpson@cartoons.com</value>

</attr>
Mapping:

<Attribute xmlns=”urn:oasis:names:tc:XACML:1.0:xacml-context”

AttributeId=”urn:oasis:names:tc:DSML:2:0:core:attr:mail”


Issuer=”http://www.foo.com”


IssueInstant=”2002-02-30T13:21:45Z”>


<AttributeValue>simpson@yahoo.com</AttributeValue>


<AttributeValue>simpson@cartoons.com</AttributeValue>

</Attribute>
Issue: Alternatives are possible. For example we can include <dsml:value> as a child of <AttributeValue>.
Attribute Designators and Attribute Selectors.

Attributes in the context are referenced from policy: either from the xacml-core:Target or xacml-core:Condition.

When xpath is used to select attribute in xacml context, I call this element AttributeSelector. When xml element is used to point to the attribute in xacml context I call it SubjectAttributeDesignator, ResourceAttributeDesignator, and ActionAttributeDesignator.

No matter what element is used it always points to xacml-context:Attribute element.

Xacml-core:SubjectAttributeDesignator.

<xs:element name=”SubjectAttributeDesignator” type=”xacml-core:SubjectAttributeDesignatorType”/>

<xs:complexType name=”SubjectAttributeDesignatorType”>


<xs:sequence>



<xs:element ref=”xs:SubjectMatch” minOccurs=”0”/>


</xs:sequence>


<xs:attribute name=”AttributeId” type=”xs:anyURI” use=”required”/>


<xs:attribute name=”DataType” type=”xs:anyURI” use=”required”/>


<xs:attribute name=”SubjectCategory” type=”xs:anyURI” use=”required”/>


<xs:attribute name=”Issuer” type=”xs:anyURI” use=”optional”/>

</xs:complexType>
note: @IssueInstant attribute is not present in this definition. I do not think that policy based on absolute assertion issue instant is practical. On the other hand, policy may put an upper limit on the time interval for the validity of an attribute value. For that, we can define a function function:AttributeIssueInstant that will take xacml-context:Attribute and return it’s @IssueInstant.

Xacml-core:SubjectAttributeDesignator includes optional SubjectMatch element. It’s purpose to account for multiple xacml-context:Subject elements that may be present in xacml-context:Request.

<xs:element name=”SubjectMatch” type=”xacml-core:MatchType”/>
AttributeDesignator within xacml-core:SubjectMatch element must not include xacml-core:SubjectMatch element and it’s @AttributeId must select subject name attribute.

Note: It is possible do define restriction on the xacml-core:MatchType for SubjectMatch element.

Note: If we accept three kinds of Attribute Designators we’ll have to adjust xacml-core:MatchType to allow any of this designators to be present.

Xacml-core:Attribute Selector.

Attribute Selector uses xpath to point to xacml-context:attribute.

<xs:element name=”AttributeSelector” type=”xacml-core:AttributeSelectorType”/>

<xs:complexType name=”AttributeSelectorType”>


<xs:attribute name=”Path” type=”xs:string” use=”required”/>


<xs:attribute name=”DataType” type=”xs:anyURI” use=”required”/>

</xs:complexType>
AttributeSelector is what v15 calls AttributeDesignator. Although it is possible to write xpath selections into the context, multiple subjects present a problem here not because xpath expression may become complicated, but because there is different matching semantics for different subjects and this can not be expressed just with the equal sign.

I suggest we do not use xpath syntax for attribute selection and keep it to point into xml resource only.

Xacml-core:AttributeValue.

I suggest that we rename xacml-core:Attribute to xacml-core:AttributeValue:

<xs:element name=”AttributeValue” type=”xacml-core:AttributeValueType”/>

<xs:complexType name=”AttributeValueType”>


<xs:complexContent>



<xs:extension base=”xs:anyType”>




<xs:attribute name=”DataType” type=”xs:anyURI” use=”required”/>



</xs:extension>


</xs:complexContent>

</xs:complexType>
Examples.

User joe@foo.com connecting from 192.168.1.102 is allowed to read file index.html.

Xacml context:

<Request xmlns=”urn:oasis:names:tc:xacml:1.0:context”>

    <Subject SubjectCategory=”urn:oasis:names:tc:xacml:1.0:ids:access-subject”>

        <Attribute AttributeId=”urn:oasis:names:tc:identifiers:rfc822Name”

Issuer=”www.goodguys.com” IssueInstant=”2002:05:12T14:20:10Z” 

            <AttributeValue>joe@foo.com</AttributeValue>

        </Attribute>

        <Attribute AttributeId=”urn:oasis:names:DSML:2:0:core:attr:ipHostNumber”

Issuer=”www.resolver.com” IssueInstant=”2002:05:12T14:20:10Z”

            <AttributeValue>192.168.1.102</AttributeValue>

        </Attribute>

    </Subject>

    <!-- resource, action and environment not shown -->

</xacml-context:Request>
Rule:

<Rule xmlns=”urn:oasis:names:tc:xacml:1.0:core” RuleId=”urn:ruleid:100” Effect=”Permit”>

    <Target>

        <Subjects MatchId=”function:rfc822Name-equal” DataType=”xs:boolean”>

            <SubjectAttributeDesignator

                        AttributeId=”urn:oasis:names:tc:xacml:identifiers:rfc822Name”

                        DataType=” urn:oasis:names:tc:xacml:identifiers:rfc822Name”

                        SubjectCategory=”urn:oasis:tc:names:xacml:identifiers:access-subject”/>

            <AttributeValue DataType=”xs:string”>joe@foo.com</AttributeValue>

        </Subjects>

        <!-- other target elements not shown -->

    </Target>

    <Condition FunctionId=”function:string-equal” DataType=”xs:boolean”>

        <SubjectAttributeDesignator

               AttributeId=”urn:oasis:names:tc:DSML:2:0:core:attr:ipHostNumber”

               DataType=”xs:string”

               SubjectCategory=” urn:oasis:tc:names:xacml:identifiers:access-subject”/>

        <AttributeValue DataType=”xs:string”>192.161.1.102</AttributeValue>

    </Condition>

</Rule>

Note: Although dsml attribute names define their data types as well, I used xs:string for dsml data types. Policy writer is free to define mathing rules for dsml data types which are most appropriate for the problem at hand. (To put it another way: we do not have to use ldap matching rules to compare ldap attributes in the policy).
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