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5.1. Complex type AttributeDesignatorType

The AttributeDesignatorType complex type is the base type for elements and extensions that
refer to named attributes. A named attribute has specific criteria with which to match attributes
within a specific part of the <xacml-context:Request> element. The AttributeDesignatorType
complex type specifies the attributes used for the match criteria that are common to all named
attributes. Elements and extensions of the AttributeDesignatorType complex type MAY
determine the presence of named attributes or select attribute values associated with attributes
that match named attributes. Elements and extensions of the AttributeDesignatorType SHALL
NOT alter or override the match semantics.

<xs: conpl exType nanme="Attri but eDesi gnat or Type" >
<xs:attribute name="Attri buteld" type="xs:anyURI" use="required"/>
<xs:attribute nanme='Dat aType" type="xs:anyURI" wuse="required"/>
<xs:attribute nane="1|ssuer" type="xs:anyURI" use="optional"/>
<xs:attribute nane="Mist BePresent" type="xs: bool ean" use="optional"/>
</ xs: conpl exType>

A named attribute SHALL match a attribute if the values of their respective At t r i but el d,

Dat aType, and | ssuer attributes match. The At t ri but el d attribute MUST match, by URI
equality, that of the At t r i but el d attribute of the attribute. The DataType attribute MUST match,
by URI equality, that of the Dat aTy pe attribute of the same attribute. If the | ssuer attribute is
supplied, it MUST match, by URI equality, the | ssuer attribute of the same attribute. If the

| ssuer attribute is not supplied, the matching of the named attribute SHALL be governed by

At tri but el d and Dat aType attributes alone, regardless of the presence, absence, or actual
value of the | ssuer attribute of the otherwise matching attribute.

The <At tri but eDesi gnat or Type> contains the following attributes:
At tri but el d [Required]
This attribute SHALL specify the At t ri but el d with which to match the attribute.
Dat aType [Required]
This attribute SHALL specify the DataType with which to match the attribute.
| ssuer [Optional]
This attribute, if supplied, SHALL specify the | ssuer with which to match the attribute.
Must BePr esent [Optional]

This attribute governs the whether the element returns indeterminate in the case of the
absence of the named attribute. If the named attribute is absent and Must BePr esent is
set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se.

5.2. Element <ResourceAttributelsPresent>
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The <Resour ceAt tri but el sPresent> element determines whether a named resource
attribute is present. A resource attribute is an attribute that SHALL only be located within the
<Resour ce> element of the <xacm - cont ext : Request > element. A named resource
attribute has specific criteria (described below) with which to match a resource attribute. A
named resource attribute SHALL be considered present, i.e. not absent, if there is at least one
resource attribute that matches the criteria.

The <Resour ceAt tri but el sPresent> element SHALL result in true if its named resource
attribute is present. A result of true SHALL mean that a <Resour ceAt t ri but eDesi gnat or>
element for this named resource attribute SHALL return a bag consisting of at least one attribute
value. The Must BePr esent attribute governs whether this element returns false or indeterminate
in the case of the absence of the named resource attribute. If the named resource attribute is
not present and the Must BePr esent attribute is set to f al se (its default value) this element
SHALL result in false. If the named resource attribute is not present and the Must BePr esent
attribute is set to t r ue, this element SHALL result in indeterminate. Regardless of the

Must BePr esent attribute, if it cannot be determined whether the named resource attribute is
present or not present in the request context, or the value of the named resource attribute is
unavailable, then the expression SHALL result in indeterminate.

A named resource attribute SHALL be considered present if at least one resource attribute
exists that matches the values of its corresponding At t r i but el d, Dat aType, and | ssuer
attributes as per the match semantics of the AttributeDesignatorType specification [Section 5.1].

The <Resour ceAt tri but el sPresent> MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nanme="ResourceAttri butel sPresent"”
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt tri but el sPresent> element is of the AttributeDesignatorType complex
type.

The <Resour ceAt tri but el sPresent> element has the following attributes:

At tri but el d [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <ResourceAttributelsPresent> element returns false
or indeterminate in the case of the absence of the named resource attribute. If the
named resource attribute is absent and Must BePr esent is set to f al se, this element
SHALL result in false. If the named resource attribute is absent and Must BePr esent is
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set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se.

5.3. Element <ResourceAttributeDesignator>

The <Resour ceAt t ri but eDesi gnat or> element retrieves a bag of values for a named
resource attribute. A resource attribute is an attribute that SHALL only be located within the
<Resour ce> element of the <xacm - cont ext : Request > element. A named resource
attribute has specific criteria (described below) with which to match a resource attribute. A
named resource attribute SHALL be considered present, i.e. not absent, if there is at least one
resource attribute that matches the criteria. A resource attribute value is an attribute value that
is contained within a resource attribute.

The <Resour ceAt t ri but eDesi gnat or> element SHALL return a bag of all the resource
attribute values that are matched by the named resource attribute. The Must BePr esent
attribute governs whether this element returns an empty bag or indeterminate in the case of the
absence of the named resource attribute. If the named resource attribute is not present and the
Must BePr esent attribute is set to f al se (its default value) this element SHALL result in an empty
bag. If the named resource attribute is not present and the Must BePr esent attribute is set to

t r ue, this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if
it cannot be determined whether the named resource attribute is present or not present in the
request context, or the value of the named resource attribute is unavailable, then the expression
SHALL result in indeterminate.

A named resource attribute SHALL match a resource attribute as per the match semantics
specified in the AttributeDesignatorType complex type [Section 5.1].

The <Resour ceAt tri but eDesi gnat or> MAY be passed to the <Appl y> element as an
argument.

<xs: el enment name="Resour ceAttri but eDesi gnator"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt tri but eDesi gnat or> element is of the AttributeDesignatorType complex
type.

The <Resour ceAt tri but eDesi gnat or> element has the following attributes:

At tri but el d [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]
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123 This attribute governs the whether the <Resour ceAt t ri but eDesi gnat or> element

124 returns an empty bag or indeterminate in the case of the absence of the named resource
125 attribute. If the named resource attribute is absent and Must BePr esent is set to

126 f al se, this element SHALL result in an empty bag. If the named resource attribute is
127 absent and Must BePr esent is settot r ue, this element SHALL result in indeterminate.
128 If Must BePr esent is not supplied, its default value SHALL be f al se.
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