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5.1. Element <SubjectMatch>

The <Subj ect Mat ch> element SHALL identify a set of subject-related entities by matching
attribute values in the <xacml - cont ext : Subj ect > element of the context with the embedded
attribute value.

<xs: el enent nanme="Subj ect Mat ch" type="xacnl : Subj ect Mat chType"/ >
<xs: conpl exType nane="Subj ect Mat chType" >
<XS: sequence>
<xs: choi ce>
<xs: el enent ref="xacnl : QualifiedSubjectAttributeDesignator"/>
<xs: el ement ref="xacnml :AttributeSel ector"/>
</ xs: choi ce>
<xs: el enent ref="xacnl:AttributeVal ue"/>
</ xs: sequence>
<xs:attribute name="Matchld" type="xs: anyURl " use="required"/>
</ xs: conpl exType>

The <Subj ect Mat ch> element is of SubjectMatchType complex type.
The <Subj ect Mat ch> element contains the following attributes and elements:
Mat chl d [Required]

This attribute pecifies a matching function. The value of this attribute MUST be of type
xs:anyURI, with legal values documented in Appendix A.

<Qual fi edSubj ect At tri but eDesi gnat or > [Required choice]

This element MAY be used to identify one or more attribute values in the <xacni -
cont ext : Subj ect > child elements of the <xacmnl - cont ext : Request > element.

<Attri but eSel ect or > [Required choice]

This element MAY be used to identify one or more attribute values in the <xacm -
cont ext : Subj ect > child elements of the <xacmnl - cont ext : Request > element.

<At tri but eVal ue> [Required]

This element contains the embedded attribute value.

5.2. Complex type AttributeDesignatorType

The AttributeDesignatorType complex type is the base type for elements and extensions that
refer to named attributes. A named attribute has specific criteria with which to match attributes
within a specific part of the <xacml-context:Request> element. The AttributeDesignatorType
complex type specifies the attributes used for the match criteria that are common to all named
attributes. Elements and extensions of the AttributeDesignatorType complex type MAY
determine the presence of named attributes or select attribute values associated with attributes
that match named attributes. Elements and extensions of the AttributeDesignatorType SHALL
only enhance the match semantics.
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<xs: conpl exType name="Attri but eDesi gnat or Type" >

<xs:attribute nane="Attributeld" type="xs:anyURI " use="required"/>
<xs:attribute nane="Dat aType" type="xs:anyURI " use="required"/>
<xs:attribute nanme="I|ssuer" type="xs:anyURI " use="optional"/>

<xs:attribute name="Mist BePresent" type="xs:bool ean" use="optional "/>
</ xs: conpl exType>

A named attribute SHALL match an attribute if the values of their respective At t ri but el d,

Dat aType, and | ssuer attributes match. The At t ri but el d attribute MUST match, by URI
equality, that of the At t ri but el d attribute of the attribute. The DataType attribute MUST match,
by URI equality, that of the Dat aType attribute of the same attribute. If the | ssuer attribute is
supplied, it MUST match, by URI equality, the | ssuer attribute of the same attribute. If the

| ssuer attribute is not supplied, the matching of the named attribute SHALL be governed by
Attribut el d and Dat aType attributes alone, regardless of the presence, absence, or actual
value of the | ssuer attribute of the otherwise matching attribute.

The <At tri but eDesi ghat or Type> contains the following attributes:
Attributel d [Required]
This attribute SHALL specify the At t ri but el d with which to match the attribute.
Dat aType [Required]
This attribute SHALL specify the DataType with which to match the attribute.
| ssuer [Optional]
This attribute, if supplied, SHALL specify the | ssuer with which to match the attribute.
Must BePr esent [Optional]

This attribute governs the whether the element returns indeterminate in the case of the
absence of the named attribute. If the named attribute is absent and Must BePr esent is
set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se

5.3. Complex type SubjectQualifierType

The SubjectQualifierType complex type that extends the AttributeDesignatorType complex type.
It is the base type for elements and extensions that specify qualified subjects. A subject is a
<Subj ect > element of the <Subjects> element of the <xacnl - cont ext : Request > element. A
subject contains a grouping of subject attributes. A named subject attribute is a named
attribute from any and all subjects. The SubjectQualifierType complex type extends the
AttributeDesignatorType with a Mat chl d attribute and an <At t r i but eVal ue> element. The
SubjectQualifierType extends the match semantics of the AttributeDesignatorType such that it
SHALL select only the subjects, i.e. the qualified subjects, for which the subject attributes for
the named subject attribute are present and their attribute values match the value contained in
the <At t ri but eVal ue> element. Elements and extensions of the SubjectQualifierType complex
type MAY select or determine the presence of subjects that have subject attributes that match
the attribute values of named subject attributes. Elements and extensions of the
SubjectQualifierType SHALL only enhance the match semantics.

<xs: conpl exType nane="Subj ect Qual i fi er Type">

cs-xacml-specification-1.0.doc 2
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<xs' comnl exCnnt ent > . .
<xs: ext ensi on base="xacnl : Attri but eDesi gnat or Type" >

<xs:attribute nane="Matchld"
type="xs:anyURl "
use="required"/ >
<xs:el enent ref="xacm : AttributeVal ue"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The <Subj ect Qual i fi er Type> complex type contains the following attributes and elements in
addition to the attributes of the AttributeDesignatorType complex type:

Mat chl d [Required]
This attribute SHALL specify the function with which to compare attribute values.
At tri but evVal ue [Required]

This element SHALL specify the attribute value with which to match named subject
attributes.

5.4. Element <SubjectQualifier>

The <Subj ect Qual i fi er > element of the SubjectQualifierType and follows it semantics which
are specified in Section 5.3.

5.5. Complex type SubjectAttributeDesignatorType

The SubjectAttributeDesignatorType complex type that extends the AttributeDesignatorType
complex type. It is the base type for elements and extensions that refer to named subject
attributes. A subject attribute is an attribute that SHALL only be located within the <Subj ect >
elements of the <Subjects> element the <xacm - cont ext : Request > element. A named subject
attribute is a named attribute from any and all <Subject> elements. The
SubjectAttributeDesignatorType complex type extends the AttributeDesignatorType with a
Subj ect Qual i fi er elements. The SubjectAttributeDesignatorType extends the match
semantics of the AttributeDesignatorType such that the attribute search space SHALL be
restricted qualified subjects. A qualified subject is a <Subject> element that match all of the
contained Subj ect Qual i fi er elements. Elements and extensions of the
SubjectAttributeDesignatorType complex type MAY determine the presence of named subject
attributes or select attribute values associated with subject attributes that match named
subject attributes. Elements and extensions of the SubjectAttributeDesignatorType SHALL only
enhance the match semantics.

<xs: conpl exType nane="Subj ect Attri but eDesi gnat or Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacnl : Attri but eDesi gnat or Type" >
<xs: el enent ref="SubjectQualifier"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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The <Subj ect At t ri but eDesi gnat or Type> complex type contains the following elements in
addition to the attributes of the AttributeDesignatorType complex type:

Subj ect Qual i fi er [Optional]

These elements SHALL restrict the attribute search space to qualified subjects.

5.6. Complex type QualifiedSubjectAttributeDesignatorType

The QualifiedSubjectAttributeDesignatorType complex type that extends the
SubjecAttributeDesignatorType complex type. The QualifiedSubjectAttributeDesignatorType
complex type extends the SubjectAttributeDesignatorType with a Fr onSubj ect s attribute. The
QualifiedSubjectAttributeDesignatorType extends the match semantics of the
SubjectAttributeDesignatorType such that it matches all subject attribute values from all
gualified subjects. If the FromSubjects attribute is set to si ngl e- subj ect , (its default value) and
there are more than one qualified subjects, this element results in indeterminate. Elements and
extensions of the SubjectAttributeDesignatorType complex type select attribute values
associated with subject attributes that match named subject attributes from qualified subjects.
Elements and extensions of the QualifiedSubjectAttributeDesignatorType SHALL only enhance
the match semantics.

<xs: conpl exType nane="Qual i fi edSubj ect Attri but eDesi gnat or Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacm : Subj ect At t ri but eDesi gnat or Type" >
<xs:attribute name="FronSubj ects"
type="xs: string"
use="optional "
def aul t =" si ngl e- subj ect "/ >
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The <Qual i fi edSubj ect Att ri but eDesi gnat or Type> complex type contains the following
attribute in addition to the attributes of the SubjectAttributeDesignatorType complex type:

Fr onBubj ect s [Optional]

This attribute SHALL specify whether named attributes match subject attributes from
multiple qualified subjects. If Fr onSubj ect s is not supplied, its default value SHALL be
si ngl e- subj ect . Its alternate valid value SHALL be mul ti pl e-subj ects.

5.7. Complex type QualifiedSubjectAttributelsPresentType

The QualifiedSubjectAttributelsPresentType complex type that extends the
SubjecAttributeDesignatorType complex type. The QualifiedSubjectAttributelsPresentType
complex type extends the SubjectAttributeDesignatorType with a Must BeSi ngl eSubj ect
attribute. The QualifiedSubjectAttributelsPresentType extends the match semantics of the
SubjectAttributeDesignatorType such that it matches subject attribute values from all the
gualified subjects. If the MustBeSingleSubject attribute is set to t r ue, (its default value) and there
are more than one qualified subjects, this element results in indeterminate. Elements and
extensions of the SubjectAttributelsPresentType complex type determine the presence of
attribute values associated with subject attributes that match named subject attributes from
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gualified subjects. Elements and extensions of the QualifiedSubjectAttributelsPresentType
SHALL only enhance the match semantics.

<xs: conpl exType nane="Qual i fi edSubj ect Attri but el sPresent Type" >
<xs: conpl exCont ent >
<xs: ext ensi on base="xacm : Subj ect At t ri but eDesi gnat or Type" >
<xs:attribute name="Mist BeSi ngl eSubj ect"
t ype="xs: bool ean"
use="optional "
defaul t="true"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The <Qual i fi edSubj ect Attri but el sPresent Type> complex type contains the following
attribute in addition to the attributes of the SubjectAttributeDesignatorType complex type:

Must BeSi ngl eSubj ect [Optional]

This attribute SHALL specify whether named subject attributes match subject attributes
from a single qualified subject. If Must BeSi ngl eSubj ect is not supplied, its default
value SHALL be true.

5.8. Element <QualifiedSubjectAttributelsPresent>

The <QualifiedSubjectAttributelsPresent> element determines whether a named subject attribute
is present or not. Its match semantics are that of the QualifiedSubjectAttributelsPresentType.

The <Qual i fi edSubj ect Attri but el sPresent > element SHALL result in true if its named
subject attribute is present. If the Must BeSi ngl eSubj ect attribute is set to t r ue (its default
value), a result of true SHALL mean that a <Qual i fi edSubj ect At tri but eDesi gnat or >
element with its Fr onSubj ect attribute set to si ngl e- subj ect (its default value) for this named
subject attribute SHALL return a bag consisting of at least one attribute value. The

Must BePr esent attribute governs whether this element returns false or indeterminate in the case
of the absence of the named subject attribute. If the named subject attribute is not present and
the Must BePr esent attribute is set to f al se (its default value) this element SHALL result in false.
If the named resource attribute is not present and the Must BePr esent attribute is settotrue,
this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it
cannot be determined whether the named subject attribute is present or not present in the
request context, or the value of the named subject attribute is unavailable, then the expression
SHALL result in indeterminate.

A named subject attribute SHALL be considered present if at least one subject attribute exists
that matches the values of its corresponding At t ri but el d, Dat aType, and | ssuer attributes as
well as the SubjectQualifier elements as per the match semantics of the
QualfiedSubjectAttributeldPresentType specification [Section 5.7].

The <Qual fi edSubj ect Attri but el sPresent > MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nanme="Qual i fi edSubj ect Attri butel sPresent”
type="xacml : Subj ect At tri but eDesi gnat or Type"/ >

cs-xacml-specification-1.0.doc 5
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The <Qual i fi edAttri but el sPresent > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the subject attribute
of qualified subjects.

Dat aType [Required]

This attribute SHALL specify the DataType with which to match the subject attribute of
gualified subjects.

| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the subject
attribute of qualified subjects.

Must BePr esent [Optional]

This attribute governs the whether the <QualifiedSubjectAttributelsPresent> element
returns false or indeterminate in the case of the absence of the named subject attribute.
If the named subject attribute is absent and Must BePr esent is set to f al se, this
element SHALL result in false. If the named subject attribute is absent and

Miust BePr esent is settotrue, this element SHALL result in indeterminate. If

Must BePr esent is not supplied, its default value SHALL be f al se.

Must BeSi ngl eSubj ect [Optional]

This attribute governs the whether the <QualifiedSubjectAttributelsPresent> element
returns true or false in the case of the presence of the named subject attribute within
multiple qualified subjects. If Must BeSi ngl eSubj ect is settotrue and there are zero
or more than one qualified subject, this element SHALL result in false. Otherwise, this
element SHALL result in the presence of the named subject attribute int he qual i fi ed
subj ect s. If Must BePr esent is not supplied, its default value SHALL be f al se.

5.9. Element <QualifiedSubjectAttributeDesignator>

The <QualifiedSubjectAttributeDesignator> element selects attribute values that match named
subject attribute. Its match semantics are that of the QualifiedSubjectAttributeDesignatorType.

The <Qual i fi edSubj ect At t ri but eDesi gnat or > element SHALL return a bag of all the
subject attribute values that are matched by the named subject attribute from qualified
subjects. The Fr onSubj ect s attribute governs whether the matched attributes come are merged
from multiple qualified subjects or are required to come from a single qualified subject. If the

Fr onBubj ect s attribute is set to si ngl e- subj ect (its default value) and there are multiple
qgualified subjects, this element results in indeterminate. The Must BePr esent attribute governs
whether this element returns an empty bag or indeterminate in the case of the absence of the
named subject attribute. If the named subject attribute is not present and the Must BePr esent
attribute is set to f al se (its default value) this element SHALL result in an empty bag. If the named
subject attribute is not present and the Must BePr esent attribute is set to t r ue, this element
SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it cannot be
determined whether the named subject attribute is present or not present in the request context,
or the value of the named subject attribute is unavailable, then the expression SHALL result in
indeterminate.
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A named subject attribute SHALL match a subject attribute as per the match semantics
specified in the QualifiedSubjectAttributeDesignatorType complex type [Section 5.6].

The <Qual i fi edSubj ect At t ri but eDesi gnat or > MAY appear in a <Subj ect Mat ch>
element and MAY be passed to the <Appl y> element as an argument.

<xs: el enent nanme="Qual i fi edSubj ect Attri butel sPresent”
type="xacml : Subj ect At tri but eDesi gnat or Type"/ >

The <Qual i fi edSubj ect Att ri but eDesi gnat or > element is of the
QualifiedSubjectAttributeDesignatorType complex type.

The <Qual i fi edSubj ect Att ri but eDesi gnat or > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the subject attribute
within qualified subjects.

Dat aType [Required]

This attribute SHALL specify the DataType with which to match the subject attribute within
qgualified subjects.

| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the subject
attribute within qualified subjects.

Must BePr esent [Optional]

This attribute governs the whether the <Qual i fi edSubj ect At t ri but eDesi gnat or >
element returns an empty bag or indeterminate in the case of the absence of the named
subject attribute. If the named subject attribute is absent and Must BePr esent is set to
f al se, this element SHALL result in an empty bag. If the named subject attribute is
absent and Must BePr esent is setto t r ue, this element SHALL result in indeterminate.
If Must BePr esent is not supplied, its default value SHALL be f al se.

Fr onBubj ect s [Optional]

This attribute governs the whether the <Qual i fi edSubj ect At t ri but eDesi gnat or >
element returns subject attribute values from a single or multiple qualified subjects. If

Fr onBubj ect s is set to si ngl e- subj ect and there are more than one qualified
subject, then this element SHALL result in indeterminate. Otherwise, this element returns
a bag consisting of the subject attribute values matching the named subject attributes
of all the qualified subjects. If Fr onSubj ect s is not supplied, its default value SHALL be
si ngl e- subj ect . Its alternate valid value is mul t i pl e- subj ects.

5.10. Element <ResourceAttributelsPresent>

The <Resour ceAt tri but el sPresent > element determines whether a named resource
attribute is present. A resource attribute is an attribute that SHALL only be located within the
<Resour ce> element of the <xacml - cont ext : Request > element. A named resource
attribute has specific criteria (described below) with which to match a resource attribute. A
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named resource attribute SHALL be considered present, i.e. not absent, if there is at least one
resource attribute that matches the criteria.

The <Resour ceAttri but el sPresent > element SHALL result in true if its named resource
attribute is present. A result of true SHALL mean that a <Resour ceAt t ri but eDesi gnat or >
element for this named resource attribute SHALL return a bag consisting of at least one attribute
value. The Must BePr esent attribute governs whether this element returns false or indeterminate
in the case of the absence of the named resource attribute. If the named resource attribute is
not present and the Must BePr esent attribute is set to f al se (its default value) this element
SHALL result in false. If the named resource attribute is not present and the Must BePr esent
attribute is set to t r ue, this element SHALL result in indeterminate. Regardless of the

Must BePr esent attribute, if it cannot be determined whether the named resource attribute is
present or not present in the request context, or the value of the named resource attribute is
unavailable, then the expression SHALL result in indeterminate.

A named resource attribute SHALL be considered present if at least one resource attribute
exists that matches the values of its corresponding At t ri but el d, Dat aType, and | ssuer
attributes as per the match semantics of the AttributeDesignatorType specification [Section 5.1].

The <Resour ceAt tri but el sPresent > MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nane="ResourceAttri butel sPresent”
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt tri but el sPresent > element is of the AttributeDesignatorType complex
type.

The <Resour ceAt tri but el sPresent > element has the following attributes:

Attributeld [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <ResourceAttributelsPresent> element returns false
or indeterminate in the case of the absence of the named resource attribute. If the
named resource attribute is absent and Must BePr esent is set to f al se, this element
SHALL result in false. If the named resource attribute is absent and Must BePr esent is
set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se.
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5.11. Element <ResourceAttributeDesignator>

The <Resour ceAt t ri but eDesi gnat or > element retrieves a bag of values for a named
resource attribute. A resource attribute is an attribute that SHALL only be located within the
<Resour ce> element of the <xacmnl - cont ext : Request > element. A named resource
attribute has specific criteria (described below) with which to match a resource attribute. A
named resource attribute SHALL be considered present, i.e. not absent, if there is at least one
resource attribute that matches the criteria. A resource attribute value is an attribute value that
is contained within a resource attribute.

The <Resour ceAt t ri but eDesi gnat or > element SHALL return a bag of all the resource
attribute values that are matched by the named resource attribute. The Must BePr esent
attribute governs whether this element returns an empty bag or indeterminate in the case of the
absence of the named resource attribute. If the named resource attribute is not present and the
Must BePr esent attribute is set to f al se (its default value) this element SHALL result in an empty
bag. If the named resource attribute is not present and the Must BePr esent attribute is set to

t rue, this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if
it cannot be determined whether the named resource attribute is present or not present in the
request context, or the value of the named resource attribute is unavailable, then the expression
SHALL result in indeterminate.

A named resource attribute SHALL match a resource attribute as per the match semantics
specified in the AttributeDesignatorType complex type [Section 5.1].

The <Resour ceAt t ri but eDesi gnat or > MAY appear in the <Resour ceMat ch> element and
MAY be passed to the <Appl y> element as an argument.

<xs: el enent name="ResourceAttri but eDesi gnat or"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt t ri but eDesi gnat or > element is of the AttributeDesignatorType complex
type.

The <Resour ceAt t ri but eDesi gnat or > element has the following attributes:

Attributeld [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <Resour ceAt t ri but eDesi gnat or > element
returns an empty bag or indeterminate in the case of the absence of the named resource
attribute. If the named resource attribute is absent and Must BePr esent is set to
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f al se, this element SHALL result in an empty bag. If the named resource attribute is
absent and Must BePr esent is settotrue, this element SHALL result in indeterminate.
If Must BePr esent is not supplied, its default value SHALL be f al se.

5.12. Element <ActionAttributelsPresent>

The <Acti onAttri but el sPresent > element determines whether a named action attribute is
present. An action attribute is an attribute that SHALL only be located within the <Act i on>
element of the <xacml - cont ext : Request > element. A named action attribute has specific
criteria (described below) with which to match an action attribute. A named action attribute
SHALL be considered present, i.e. not absent, if there is at least one action attribute that matches
the criteria.

The <Acti onAttri but el sPresent > element SHALL result in true if its named action attribute
is present. A result of true SHALL mean that a <Act i onAtt ri but eDesi gnat or > element for
this named action attribute SHALL return a bag consisting of at least one attribute value. The
Must BePr esent attribute governs whether this element returns false or indeterminate in the case
of the absence of the named action attribute. If the named action attribute is not present and the
Must BePr esent attribute is set to f al se (its default value) this element SHALL result in false. If
the named action attribute is not present and the Must BePr esent attribute is set to t r ue, this
element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it cannot
be determined whether the named action attribute is present or not present in the request context,
or the value of the named action attribute is unavailable, then the expression SHALL result in
indeterminate.

A named action attribute SHALL be considered present if at least one action attribute exists that
matches the values of its corresponding At t ri but el d, Dat aType, and | ssuer attributes as per
the match semantics of the AttributeDesignatorType specification [Section 5.1].

The <Acti onAttri but el sPresent > MAY be passed to the <Appl y> element as an argument.

<xs: el enent nanme="ActionAttri butel sPresent"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Acti onAttri but el sPresent > element is of the AttributeDesignatorType complex type.
The <Acti onAttri but el sPresent > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the action attribute.
Dat aType [Required]

This attribute SHALL specify the DataType with which to match the action attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the action
attribute.

Must BePr esent [Optional]

cs-xacml-specification-1.0.doc 10
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This attribute governs the whether the <ActionAttributelsPresent> element returns false or
indeterminate in the case of the absence of the named action attribute. If the named
action attribute is absent and Must BePr esent is set to f al se, this element SHALL
result in false. If the named action attribute is absent and Must BePr esent is set to

t r ue, this element SHALL result in indeterminate. If Must BePr esent is not supplied, its
default value SHALL be f al se.

5.13. Element <ActionAttributeDesignator>

The <Acti onAttri but eDesi gnat or > element retrieves a bag of values for a named action
attribute. An action attribute is an attribute that SHALL only be located within the <Act i on>
element of the <xacml - cont ext : Request > element. A named action attribute has specific
criteria (described below) with which to match an action attribute. A named action attribute
SHALL be considered present, i.e. not absent, if there is at least one action attribute that matches
the criteria. A action attribute value is an attribute value that is contained within a action
attribute.

The <Acti onAttri but eDesi gnat or > element SHALL return a bag of all the action attribute
values that are matched by the named action attribute. The Must BePr esent attribute governs
whether this element returns an empty bag or indeterminate in the case of the absence of the
named action attribute. If the named action attribute is not present and the Must BePr esent
attribute is set to f al se (its default value) this element SHALL result in an empty bag. If the named
action attribute is not present and the Must BePr esent attribute is set to t r ue, this element
SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it cannot be
determined whether the named action attribute is present or not present in the request context, or
the value of the named action attribute is unavailable, then the expression SHALL result in
indeterminate.

A named action attribute SHALL match a action attribute as per the match semantics specified
in the AttributeDesignatorType complex type [Section 5.1].

The <Acti onAttri but eDesi gnat or > MAY appear in the <Act i onMat ch> element and MAY
be passed to the <Appl y> element as an argument.

<xs: el enent name="ActionAttri but eDesi gnator"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Acti onAttri but eDesi gnat or > element is of the AttributeDesignatorType complex
type.

The <Acti onAttri but eDesi gnat or > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the action attribute.
Dat aType [Required]

This attribute SHALL specify the DataType with which to match the action attribute.

| ssuer [Optional]

cs-xacml-specification-1.0.doc 11



467
468

469

470
471
472
473
474
475

476

477

478
479
480
481
482
483

484
485
486
487
488
489
490
491
492
493
494
495

496
497
498
499

500
501

502

503
504

505

506
507

508
509

This attribute, if supplied, SHALL specify the | ssuer with which to match the action
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <Act i onAt t ri but eDesi gnat or > element returns
an empty bag or indeterminate in the case of the absence of the named action attribute.
If the named action attribute is absent and Must BePr esent is setto f al se, this element
SHALL result in an empty bag. If the named action attribute is absent and

Miust BePr esent is settotrue, this element SHALL result in indeterminate. If

Must BePr esent is not supplied, its default value SHALL be f al se.

5.14. Element <EnvironmentAttributelsPresent>

The <Envi ronment Attri but el sPresent > element determines whether a named environment
attribute is present. An environment attribute is an attribute that SHALL only be located within
the <Envi r onment > element of the <xacm - cont ext : Request > element. A named
environment attribute has specific criteria (described below) with which to match an environment
attribute. A named environment attribute SHALL be considered present, i.e. not absent, if there
is at least one environment attribute that matches the criteria.

The <Envi ronnment Attri but el sPresent > element SHALL result in true if its named
environment attribute is present. A result of true SHALL mean that a

<Envi ronnment At t ri but eDesi gnat or > element for this named environment attribute SHALL
return a bag consisting of at least one attribute value. The Must BePr esent attribute governs
whether this element returns false or indeterminate in the case of the absence of the named
environment attribute. If the named environment attribute is not present and the

Must BePr esent attribute is set to f al se (its default value) this element SHALL result in false. If
the named environment attribute is not present and the Must BePr esent attribute issettot r ue,
this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it
cannot be determined whether the named environment attribute is present or not present in the
request context, or the value of the named environment attribute is unavailable, then the
expression SHALL result in indeterminate.

A named environment attribute SHALL be considered present if at least one environment
attribute exists that matches the values of its corresponding At t r i but el d, Dat aType, and
| ssuer attributes as per the match semantics of the AttributeDesignatorType specification
[Section 5.1].

The <Envi ronnent Att ri but el sPresent > MAY be passed to the <Appl y> element as an
argument.

<xs: el ement nanme="Envi ronnent Attri but el sPresent"”
type="xacm : Attri but eDesi gnat or Type"/ >

The <Envi ronnent At t ri but el sPresent > element is of the AttributeDesignatorType
complex type.

The <Envi ronnent Att ri but el sPresent > element has the following attributes:

Attributel d [Required]
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This attribute SHALL specify the At t ri but el d with which to match the environment
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the environment attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the environment
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <EnvironmentAttributelsPresent> element returns
false or indeterminate in the case of the absence of the named environment attribute. If
the named environment attribute is absent and Must BePr esent is set to f al se, this
element SHALL result in false. If the named environment attribute is absent and

Must BePr esent is settotrue, this element SHALL result in indeterminate. If

Must BePr esent is not supplied, its default value SHALL be f al se.

5.15. Element <EnvironmentAttributeDesignator>

The <Envi ronnent At t ri but eDesi gnat or > element retrieves a bag of values for a named
environment attribute. A environment attribute is an attribute that SHALL only be located within
the <Envi r onnment > element of the <xacm - cont ext : Request > element. A named
environment attribute has specific criteria (described below) with which to match a environment
attribute. A named environment attribute SHALL be considered present, i.e. not absent, if there
is at least one environment attribute that matches the criteria. A environment attribute value is
an attribute value that is contained within a environment attribute.

The <Envi ronnent At t ri but eDesi gnat or > element SHALL return a bag of all the
environment attribute values that are matched by the named environment attribute. The

Must BePr esent attribute governs whether this element returns an empty bag or indeterminate in
the case of the absence of the named environment attribute. If the named environment
attribute is not present and the Must BePr esent attribute is set to f al se (its default value) this
element SHALL result in an empty bag. If the named environment attribute is not present and the
Must BePr esent attribute is set to t r ue, this element SHALL result in indeterminate. Regardless
of the Must BePr esent attribute, if it cannot be determined whether the named environment
attribute is present or not present in the request context, or the value of the named environment
attribute is unavailable, then the expression SHALL result in indeterminate.

A named environment attribute SHALL match a environment attribute as per the match
semantics specified in the AttributeDesignatorType complex type [Section 5.1].

The <Envi ronnment At t ri but eDesi gnat or > MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nanme="Envi ronment Attri but eDesi gnat or"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Envi ronnent At t ri but eDesi gnat or > element is of the AttributeDesignatorType
complex type.
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The <Envi ronnent At t ri but eDesi gnat or > element has the following attributes:
Attributeld [Required]

This attribute SHALL specify the At t ri but el d with which to match the environment
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the environment attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the environment
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <Envi r onnent At t ri but eDesi gnat or > element
returns an empty bag or indeterminate in the case of the absence of the named
environment attribute. If the named environment attribute is absent and

Must BePr esent is setto f al se, this element SHALL result in an empty bag. If the
named environment attribute is absent and Must BePr esent is setto t r ue, this element
SHALL result in indeterminate. If Must BePr esent is not supplied, its default value
SHALL be f al se.
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