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5.1. Element <SubjectMatch>

The <Subj ect Mat ch> element SHALL identify a set of subject-related entities by matching
attribute values in the <xacml - cont ext : Subj ect > element of the context with the embedded
attribute value.

<xs: el enent nanme="Subj ect Mat ch" type="xacnl : Subj ect Mat chType"/ >
<xs: conpl exType nane="Subj ect Mat chType" >
<XS: sequence>
<xs: choi ce>
<xs: el enent ref="xacnl : Cat egori zedSubj ect Attri but eDesi gnat or"/ >
<xs: el ement ref="xacnml :AttributeSel ector"/>
</ xs: choi ce>
<xs: el enent ref="xacnl:AttributeVal ue"/>
</ xs: sequence>
<xs:attribute name="Matchld" type="xs: anyURl " use="required"/>
</ xs: conpl exType>

The <Subj ect Mat ch> element is of the SubjectMatchType complex type.
The <Subj ect Mat ch> element contains the following attributes and elements:
Mat chl d [Required]

This attribute specifies the matching function. The value of this attribute MUST be of type
xs:anyURI, with legal values documented in Appendix A.

<Cat egori zedSubj ect At t ri but eDesi gnhat or > [Required choice]

This element MAY be used to identify one or more attribute values in the <xacni -
cont ext : Subj ect > child elements of the <xacmnl - cont ext : Request > element.

<Attri but eSel ect or > [Required choice]

This element MAY be used to identify one or more attribute values in the <xacni -
cont ext : Subj ect > child elements of the <xacmnl - cont ext : Request > element.

<At tri but eVal ue> [Required]

This element contains the embedded attribute value.

5.2. Complex type AttributeDesignatorType

The AttributeDesignatorType complex type is the base type for elements and extensions that
refer to named attributes. A named attribute has specific criteria with which to match attributes
within a specific part of the <xacml-context:Request> element. The AttributeDesignatorType
complex type specifies the attributes used for the match criteria that are common to all named
attributes. Elements and extensions of the AttributeDesignatorType complex type MAY
determine the presence of named attributes or select attribute values associated with attributes
that match named attributes. Elements and extensions of the AttributeDesignatorType SHALL
NOT alter the match semantics of named attributes, but MAY narrow the search space.
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<xs: conpl exType name="Attri but eDesi gnat or Type" >

<xs:attribute nane="Attributeld" type="xs:anyURI " use="required"/>
<xs:attribute nane="Dat aType" type="xs:anyURI " use="required"/>
<xs:attribute nanme="I|ssuer" type="xs:anyURI " use="optional"/>

<xs:attribute name="Mist BePresent" type="xs:bool ean" use="optional "/>
</ xs: conpl exType>

A named attribute SHALL match an attribute if the values of their respective At t ri but el d,

Dat aType, and | ssuer attributes match. The At t ri but el d attribute MUST match, by URI
equality, that of the At t ri but el d attribute of the attribute. The DataType attribute MUST match,
by URI equality, that of the Dat aType attribute of the same attribute. If the | ssuer attribute is
supplied, it MUST match, by URI equality, the | ssuer attribute of the same attribute. If the

| ssuer attribute is not supplied, the matching of the attribute to the named attribute SHALL be
governed by At tri but el d and Dat aType attributes alone, regardless of the presence, absence,
or actual value of the | ssuer attribute.

The <At tri but eDesi gnat or Type> contains the following attributes:
Attributel d [Required]
This attribute SHALL specify the At t ri but el d with which to match the attribute.
Dat aType [Required]
This attribute SHALL specify the DataType with which to match the attribute.
| ssuer [Optional]
This attribute, if supplied, SHALL specify the | ssuer with which to match the attribute.
Must BePr esent [Optional]

This attribute governs the whether the element returns indeterminate in the case of the
absence of the named attribute. If the named attribute is absent and Must BePr esent is
set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se

5.3. Complex type
CategorizedSubjectAttributeDesignatorType

The CategorizedSubjectAttributeDesignatorType complex type that extends the
AttributeDesignatorType complex type. It is the base type for elements and extensions that refer
to named categorized subject attributes. A named categorized subject attribute is defined as
follows:

A subject is represented by a <Subj ect > element of the <Subjects> element the <xacni -

cont ext : Request > element. A categorized subject a subject that contains a particular subject
category attribute. A subject attribute is an attribute located in a particular subject. A named
subject attribute is a named attribute for a subject. A subject category attribute is the subject
attribute that matches named subject attribute with the At t ri but el d of
urn:org:oasis:tc:xacm : 1. 0: subj ect -cat egory and the Dat aType of

urn: http://ww. w3. org/ 2001/ XM_Schema- i nst ance#stri ng . A named categorized
subject attribute is a named subject attribute for a particular categorized subject.
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115

116
117
118

119
120
121
122
123
124
125
126
127
128

The CategorizedSubjectAttributeDesignatorType complex type extends the
AttributeDesignatorType with a Subj ect Cat egor y attribute. The
CategorizedSubjectAttributeDesignatorType extends the match semantics of the
AttributeDesignatorType such that it narrows the attribute search space to the specific
categorized subject such that value of the SubjectCategory attribute matches by string equality
the value of the subject’s subject category attribute.

If there are multiple subjects with the same subject category attribute, they are treated as if they
were one categorized subject.

Elements and extensions of the CategorizedSubjectAttributeDesignatorType complex type
determine the presence or select attribute values associated with named categorized subject
attributes. Elements and extensions of the CategorizedSubjectAttributeDesignatorType SHALL
NOT alter the match semantics of named categorized subject attributes, but MAY narrow the
search space.

<xs: conpl exType nane="Cat egori zedSubj ect At tri but eDesi gnat or Type" >
<xs: conpl exCont ent >
<xs: extensi on base="xacmnl: Attri buteDesi gnator Type">
<xs:attribute nanme="Subj ect Cat egory"
type="xs:anyURl "
use="optional "
defaul t=
"urn:org:oasis:tc:xacnl : 1. 0: subj ect - cat egory: access-subj ect"/ >
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The <Cat egori zedSubj ect At t ri but eDesi gnat or Type> complex type contains the following
attribute in addition to the attributes of the AttributeDesignatorType complex type:

Subj ect Cat egor y [Optional]

This attribute SHALL specify the categorized subject from which to match named subject
attributes. If Subj ect Cat egor y is not supplied, its default value SHALL
urn:org:oasis:tc:xacm : 1. 0: subj ect - cat egor y :access-subject.

5.4. Element <CategorizedSubjectAttributelsPresent>

The <CategorizedSubjectAttributelsPresent> element determines whether a named categorized
subject attribute is present or not. Its match semantics are that of the
CategorizedSubjectAttributeDesignatorType.

The <Cat egori zedSubj ect At t ri but el sPresent > element SHALL result in true if its named
categorized subject attribute is present. A result of true SHALL mean that a

<Cat egori zedSubj ect At t ri but eDesi gnat or > element for the same named categorized
subject attribute SHALL return a bag consisting of at least one attribute value. The

Must BePr esent attribute governs whether this element returns false or indeterminate in the case
of the absence of the named categorized subject attribute. If the named categorized subject
attribute is not present and the Must BePr esent attribute is set to f al se (its default value) this
element SHALL result in false. If the named categorized subject attribute is not present and the
Must BePr esent attribute is set to t r ue, this element SHALL result in indeterminate. Regardless
of the Must BePr esent attribute, if it cannot be determined whether the named categorized

cs-xacml-specification-1.0.doc 3



129
130

131
132
133
134

135
136

137

138
139

140
141
142

143
144

145

146
147

148

149
150

151

152
153
154
155
156
157
158

159

160
161
162

163
164
165
166
167
168
169
170

subject attribute is present or not present in the request context, or the value of the named
categorized subject attribute is unavailable, then the expression SHALL result in indeterminate.

A named categorized subject attribute SHALL be considered present if at least one subject
attribute exists that matches the values of its corresponding At t r i but el d, Dat aType, and

| ssuer attributes from the categorized subject as per the match semantics of the
CategorizedSubjectAttributeDesignatorType specification [Section 5.3]

The <Cat egori zedSubj ect At t ri but el sPresent > MAY be passed to the <Appl y> element
as an argument.

<xs: el enent nane="Cat egori zedSubj ect Attri but el sPresent"
type="xacml : Attri buteDesi gnator Type"/>

The <Cat egori zedAt t ri but el sPresent > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the subject attribute
of the categorized subject.

Dat aType [Required]

This attribute SHALL specify the DataType with which to match the subject attribute of the
categorized subject.

| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the subject
attribute of the categorized subject.

Must BePr esent [Optional]

This attribute governs the whether the <Cat egor i zedSubj ect Att ri but el sPresent >
element returns false or indeterminate in the case of the absence of the named
categorized subject attribute. If the named categorized subject attribute is absent and
Must BePr esent is setto f al se, this element SHALL result in false. If the named
categorized subject attribute is absent and Must BePr esent is settotr ue, this element
SHALL result in indeterminate. If Must BePr esent is not supplied, its default value
SHALL be f al se.

5.5. Element <CategorizedSubjectAttributeDesignator>

The <CategorizedSubjectAttributeDesignator> element selects attribute values that match named
categorized subject attribute. Its match semantics are that of the
CategorizedSubjectAttributeDesignatorType.

The <Cat egori zedSubj ect At t ri but eDesi gnat or > element SHALL return a bag of all the
subject attribute values that are matched by the named categorized subject. The

Must BePr esent attribute governs whether this element returns an empty bag or indeterminate in
the case of the absence of the named categorized subject attribute. If the named categorized
subject attribute is not present and the Must BePr esent attribute is set to f al se (its default
value) this element SHALL result in an empty bag. If the named categorized subject attribute is
not present and the Must BePr esent attribute is set to t r ue, this element SHALL result in
indeterminate. Regardless of the Must BePr esent attribute, if it cannot be determined whether
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171  the named categorized subject attribute is present or not present in the request context, or the
172  value of the named categorized subject attribute is unavailable, then the expression SHALL
173 result in indeterminate.

174 A named categorized subject attribute SHALL match a subject attribute as per the match
175  semantics specified in the SubjectAttributeDesignatorType complex type [Section 5.3].

176  The <Cat agori zedSubj ect At t ri but eDesi gnat or > MAY appear in a <Subj ect Mat ch>
177 element and MAY be passed to the <Appl y> element as an argument.

178

179 <xs: el enent nane="Cat agori zedSubj ect Attri but el sPresent"
180 type="xacml : Subj ect At tri but eDesi gnat or Type"/ >
181

182  The <Cat egori zedSubj ect At t ri but eDesi gnat or > element is of the
183  SubjectAttributeDesignatorType complex type.

184  The <Cat egori zedSubj ect At t ri but eDesi gnat or > element has the following attributes:
185  Attri buteld [Required]

186 This attribute SHALL specify the At t ri but el d with which to match the subject attribute
187 within the categorized subject.

188 Dat aType [Required]

189 This attribute SHALL specify the DataType with which to match the subject attribute within
190 the categorized subject.

191 | ssuer [Optional]

192 This attribute, if supplied, SHALL specify the | ssuer with which to match the subject
193 attribute within the categorized subject.

194 Must BePr esent [Optional]

195 This attribute governs the whether the <Cat egori zedSubj ect At t ri but eDesi gnat or >
196 element returns an empty bag or indeterminate in the case of the absence of the named
197 categorized subject attribute. If the named categorized subject attribute is absent and
198 Must BePr esent is setto f al se, this element SHALL result in an empty bag. If the

199 named categorized subject attribute is absent and Must BePr esent is settot r ue, this
200 element SHALL result in indeterminate. If Must BePr esent is not supplied, its default

201 value SHALL be f al se.

202 5.6. Element <ResourceAttributelsPresent>

203

204  The <Resour ceAttri but el sPresent > element determines whether a named resource

205  attribute is present. A resource attribute is an attribute that SHALL only be located within the
206  <Resour ce> element of the <xacml - cont ext : Request > element. A named resource

207 attribute is a named attribute that matches a resource attribute. A named resource attribute
208  SHALL be considered present, i.e. not absent, if there is at least one resource attribute that
209 matches the criteria described below.

210 The <Resour ceAttri but el sPresent > element SHALL result in true if its named resource
211 attribute is present. A result of true SHALL mean that a <Resour ceAt t ri but eDesi gnat or >
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element for this named resource attribute SHALL return a bag consisting of at least one attribute
value. The Must BePr esent attribute governs whether this element returns false or indeterminate
in the case of the absence of the named resource attribute. If the named resource attribute is
not present and the Must BePr esent attribute is set to f al se (its default value) this element
SHALL result in false. If the named resource attribute is not present and the Must BePr esent
attribute is set to t r ue, this element SHALL result in indeterminate. Regardless of the

Must BePr esent attribute, if it cannot be determined whether the named resource attribute is
present or not present in the request context, or the value of the named resource attribute is
unavailable, then the expression SHALL result in indeterminate.

A named resource attribute SHALL be considered present if at least one resource attribute
exists that matches the values of its corresponding At t ri but el d, Dat aType, and | ssuer
attributes as per the match semantics of the AttributeDesignatorType specification [Section 5.1].

The <Resour ceAt tri but el sPresent > MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nane="ResourceAttri butel sPresent”
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt tri but el sPresent > element is of the AttributeDesignatorType complex
type.

The <Resour ceAt tri but el sPresent > element has the following attributes:

Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <ResourceAttributelsPresent> element returns false
or indeterminate in the case of the absence of the named resource attribute. If the
named resource attribute is absent and Must BePr esent is set to f al se, this element
SHALL result in false. If the named resource attribute is absent and Must BePr esent is
set to t r ue, this element SHALL result in indeterminate. If Must BePr esent is not
supplied, its default value SHALL be f al se.

5.7. Element <ResourceAttributeDesignator>

The <Resour ceAt t ri but eDesi gnat or > element retrieves a bag of values for a named
resource attribute. A resource attribute is an attribute that SHALL only be located within the
<Resour ce> element of the <xacml - cont ext : Request > element. A named resource

cs-xacml-specification-1.0.doc 6
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attribute is a named attribute that matches a resource attribute. A named resource attribute
SHALL be considered present, i.e. not absent, if there is at least one resource attribute that
matches the criteria below. A resource attribute value is an attribute value that is contained
within a resource attribute.

The <Resour ceAt t ri but eDesi gnat or > element SHALL return a bag of all the resource
attribute values that are matched by the named resource attribute. The Must BePr esent
attribute governs whether this element returns an empty bag or indeterminate in the case of the
absence of the named resource attribute. If the named resource attribute is not present and the
Must BePr esent attribute is set to f al se (its default value) this element SHALL result in an empty
bag. If the named resource attribute is not present and the Must BePr esent attribute is set to

t r ue, this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if
it cannot be determined whether the named resource attribute is present or not present in the
request context, or the value of the named resource attribute is unavailable, then the expression
SHALL result in indeterminate.

A named resource attribute SHALL match a resource attribute as per the match semantics
specified in the AttributeDesignatorType complex type [Section 5.2]

The <Resour ceAt t ri but eDesi gnat or > MAY appear in the <Resour ceMat ch> element and
MAY be passed to the <Appl y> element as an argument.

<xs: el enent name="ResourceAttri but eDesi gnat or"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Resour ceAt t ri but eDesi gnat or > element is of the AttributeDesignatorType complex
type.

The <Resour ceAt t ri but eDesi gnat or > element has the following attributes:

Attributeld [Required]

This attribute SHALL specify the At t ri but el d with which to match the resource
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the resource attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the resource
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <Resour ceAt t ri but eDesi gnat or > element
returns an empty bag or indeterminate in the case of the absence of the named resource
attribute. If the named resource attribute is absent and Must BePr esent is set to

f al se, this element SHALL result in an empty bag. If the named resource attribute is
absent and Must BePr esent is setto t r ue, this element SHALL result in indeterminate.
If Must BePr esent is not supplied, its default value SHALL be f al se.
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5.8. Element <ActionAttributelsPresent>

The <Acti onAttri but el sPresent > element determines whether a named action attribute is
present. An action attribute is an attribute that SHALL only be located within the <Act i on>
element of the <xacnl - cont ext : Request > element. A named action attribute is a named
attribute that matches an action attribute. A named action attribute SHALL be considered
present, i.e. not absent, if there is at least one action attribute that matches the criteria below

The <Acti onAttri but el sPresent > element SHALL result in true if its named action attribute
is present. A result of true SHALL mean that a <Act i onAtt ri but eDesi gnat or > element for
this named action attribute SHALL return a bag consisting of at least one attribute value. The
Must BePr esent attribute governs whether this element returns false or indeterminate in the case
of the absence of the named action attribute. If the named action attribute is not present and the
Must BePr esent attribute is set to f al se (its default value) this element SHALL result in false. If
the named action attribute is not present and the Must BePr esent attribute is set to t r ue, this
element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it cannot
be determined whether the named action attribute is present or not present in the request context,
or the value of the named action attribute is unavailable, then the expression SHALL result in
indeterminate.

A named action attribute SHALL be considered present if at least one action attribute exists that
matches the values of its corresponding At t ri but el d, Dat aType, and | ssuer attributes as per
the match semantics of the AttributeDesignatorType specification [Section 5.2].

The <Acti onAttri but el sPresent > MAY be passed to the <Appl y> element as an argument.

<xs: el enent nanme="ActionAttri butel sPresent"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Acti onAttri but el sPresent > element is of the AttributeDesignatorType complex type.
The <Acti onAttri but el sPresent > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the action attribute.
Dat aType [Required]

This attribute SHALL specify the DataType with which to match the action attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the action
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <ActionAttributelsPresent> element returns false or
indeterminate in the case of the absence of the named action attribute. If the named
action attribute is absent and Must BePr esent is set to f al se, this element SHALL
result in false. If the named action attribute is absent and Must BePr esent is set to

t r ue, this element SHALL result in indeterminate. If Must BePr esent is not supplied, its
default value SHALL be f al se.
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5.9. Element <ActionAttributeDesignator>

The <Acti onAttri but eDesi gnat or > element retrieves a bag of values for a named action
attribute. An action attribute is an attribute that SHALL only be located within the <Act i on>
element of the <xacml - cont ext : Request > element. A named action attribute has specific
criteria (described below) with which to match an action attribute. A named action attribute
SHALL be considered present, i.e. not absent, if there is at least one action attribute that matches
the criteria. A action attribute value is an attribute value that is contained within a action
attribute.

The <Acti onAttri but eDesi gnat or > element SHALL return a bag of all the action attribute
values that are matched by the named action attribute. The Must BePr esent attribute governs
whether this element returns an empty bag or indeterminate in the case of the absence of the
named action attribute. If the named action attribute is not present and the Must BePr esent
attribute is set to f al se (its default value) this element SHALL result in an empty bag. If the named
action attribute is not present and the Must BePr esent attribute is set to t r ue, this element
SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it cannot be
determined whether the named action attribute is present or not present in the request context, or
the value of the named action attribute is unavailable, then the expression SHALL result in
indeterminate.

A named action attribute SHALL match a action attribute as per the match semantics specified
in the AttributeDesignatorType complex type [Section 5.2].

The <Acti onAttri but eDesi gnat or > MAY appear in the <Act i onMat ch> element and MAY
be passed to the <Appl y> element as an argument.

<xs: el enent name="ActionAttri but eDesi gnator"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Acti onAttri but eDesi gnat or > element is of the AttributeDesignatorType complex
type.

The <Acti onAttri but eDesi gnat or > element has the following attributes:
Attributel d [Required]
This attribute SHALL specify the At t ri but el d with which to match the action attribute.
Dat aType [Required]
This attribute SHALL specify the DataType with which to match the action attribute.
| ssuer [Optional]

This attribute, if supplied, SHALL specify the | ssuer with which to match the action
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <Act i onAt t ri but eDesi gnat or > element returns
an empty bag or indeterminate in the case of the absence of the named action attribute.
If the named action attribute is absent and Must BePr esent is setto f al se, this element
SHALL result in an empty bag. If the named action attribute is absent and

cs-xacml-specification-1.0.doc 9



378
379

380

381

382
383
384
385
386
387

388
389
390
391
392
393
394
395
396
397
398
399

400
401
402
403

404
405

406

407
408

409

410
411

412
413

414
415

416
417
418

Must BePr esent is settotrue, this element SHALL result in indeterminate. If
Must BePr esent is not supplied, its default value SHALL be f al se.

5.10. Element <EnvironmentAttributelsPresent>

The <Envi ronnent At t ri but el sPresent > element determines whether a named environment
attribute is present. An environment attribute is an attribute that SHALL only be located within
the <Envi r onnment > element of the <xacm - cont ext : Request > element. A named
environment attribute is a named attribute that matches an environment attribute. A named
environment attribute SHALL be considered present, i.e. not absent, if there is at least one
environment attribute that matches the criteria below.

The <Envi ronment Attri but el sPresent > element SHALL result in true if its named
environment attribute is present. A result of true SHALL mean that a

<Envi ronnent At t ri but eDesi gnat or > element for this named environment attribute SHALL
return a bag consisting of at least one attribute value. The Must BePr esent attribute governs
whether this element returns false or indeterminate in the case of the absence of the named
environment attribute. If the named environment attribute is not present and the

Must BePr esent attribute is set to f al se (its default value) this element SHALL result in false. If
the named environment attribute is not present and the Must BePr esent attribute is settot r ue,
this element SHALL result in indeterminate. Regardless of the Must BePr esent attribute, if it
cannot be determined whether the named environment attribute is present or not present in the
request context, or the value of the named environment attribute is unavailable, then the
expression SHALL result in indeterminate.

A named environment attribute SHALL be considered present if at least one environment
attribute exists that matches the values of its corresponding At t r i but el d, Dat aType, and
| ssuer attributes as per the match semantics of the AttributeDesignatorType specification
[Section 5.2].

The <Envi ronnent Att ri but el sPresent > MAY be passed to the <Appl y> element as an
argument.

<xs: el ement nanme="Envi ronnent Attri but el sPresent"”
type="xacm : Attri but eDesi gnat or Type"/ >

The <Envi ronnent At t ri but el sPresent > element is of the AttributeDesignatorType
complex type.

The <Envi ronnent Att ri but el sPresent > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the environment
attribute.

Dat aType [Required]
This attribute SHALL specify the DataType with which to match the environment attribute.

| ssuer [Optional]
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This attribute, if supplied, SHALL specify the | ssuer with which to match the environment
attribute.

Must BePr esent [Optional]

This attribute governs the whether the <EnvironmentAttributelsPresent> element returns
false or indeterminate in the case of the absence of the named environment attribute. If
the named environment attribute is absent and Must BePr esent is set to f al se, this
element SHALL result in false. If the named environment attribute is absent and

Must BePr esent is settotrue, this element SHALL result in indeterminate. If

Must BePr esent is not supplied, its default value SHALL be f al se.

5.11. Element <EnvironmentAttributeDesignator>

The <Envi ronnent At t ri but eDesi gnat or > element retrieves a bag of values for a named
environment attribute. A environment attribute is an attribute that SHALL only be located within
the <Envi r onnment > element of the <xacm - cont ext : Request > element. A named
environment attribute has specific criteria (described below) with which to match a environment
attribute. A named environment attribute SHALL be considered present, i.e. not absent, if there
is at least one environment attribute that matches the criteria. A environment attribute value is
an attribute value that is contained within a environment attribute.

The <Envi ronnent At t ri but eDesi gnat or > element SHALL return a bag of all the
environment attribute values that are matched by the named environment attribute. The

Must BePr esent attribute governs whether this element returns an empty bag or indeterminate in
the case of the absence of the named environment attribute. If the named environment
attribute is not present and the Must BePr esent attribute is set to f al se (its default value) this
element SHALL result in an empty bag. If the named environment attribute is not present and the
Must BePr esent attribute is set to t r ue, this element SHALL result in indeterminate. Regardless
of the Must BePr esent attribute, if it cannot be determined whether the named environment
attribute is present or not present in the request context, or the value of the named environment
attribute is unavailable, then the expression SHALL result in indeterminate.

A named environment attribute SHALL match a environment attribute as per the match
semantics specified in the AttributeDesignatorType complex type [Section 5.2].

The <Envi ronnment At t ri but eDesi gnat or > MAY be passed to the <Appl y> element as an
argument.

<xs: el enent nanme="Envi ronment Attri but eDesi gnat or"
type="xacm : Attri but eDesi gnat or Type"/ >

The <Envi ronnent At t ri but eDesi gnat or > element is of the AttributeDesignatorType
complex type.

The <Envi ronnent At t ri but eDesi gnat or > element has the following attributes:
Attributel d [Required]

This attribute SHALL specify the At t ri but el d with which to match the environment
attribute.

Dat aType [Required]
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462 This attribute SHALL specify the DataType with which to match the environment attribute.

463 | ssuer [Optional]

464 This attribute, if supplied, SHALL specify the | ssuer with which to match the environment
465 attribute.

466 Must BePr esent [Optional]

467 This attribute governs the whether the <Envi r onnent At t ri but eDesi gnat or > element
468 returns an empty bag or indeterminate in the case of the absence of the named

469 environment attribute. If the named environment attribute is absent and

470 Must BePr esent is setto f al se, this element SHALL result in an empty bag. If the

471 named environment attribute is absent and Must BePr esent is set to t r ue, this element
472 SHALL result in indeterminate. If Must BePr esent is not supplied, its default value

473 SHALL be f al se.

474

475

476

477

478
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