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3ROLF\�1HJRWLDWLRQ�LQ�6XSSRUW�RI�
,QWHURSHUDELOLW\

3UREOHP�DQG�&KDUWHU�'HILQLWLRQ�
0HHWLQJ

���)HEUXDU\�����



�

3XUSRVH

7KLV�PHHWLQJ�ZLOO�IRFXV�RQ�WKH�FKDUDFWHUL]DWLRQ�RI�
WKH�SROLF\�UHODWHG�IXQFWLRQDOLW\�UHTXLUHG�WR�VXSSRUW�
WKH�LQWHURSHUDEOH�XVH�RI�PHFKDQLVPV��LQFOXGLQJ��EXW�
QRW�OLPLWHG�WR��WKH�62$3�PHVVDJH�VHFXULW\�
PHFKDQLVPV�EHLQJ�GHILQHG�E\�WKH�:HE�6HUYLFHV�
6HFXULW\�7&��7KH�SXUSRVH�RI�WKH�PHHWLQJ�ZLOO�EH�WR�
FDSWXUH�WKHVH�UHTXLUHPHQWV�LQ�SURSRVHG�FKDUWHUV�IRU�
RQH�RU�PRUH�RSHQ�IRUXPV�WKDW�ZLOO�VHUYH�WKH�LQGXVWU\�
E\�SURYLGLQJ�VROXWLRQV�WR�WKHVH�LPSRUWDQW�SUREOHPV�



�

([SHFWDWLRQV

,Q�WKLV�PHHWLQJ��ZH�ZLOO�QRW�DWWHPSW�WR�FUDIW�RU�
HQKDQFH�D�WHFKQLFDO�VSHFLILFDWLRQ�EXLOW�RQ�
FRQWULEXWLRQV�IURP�WKH�DWWHQGHHV��1R�DWWHQGHH�
VKRXOG�KDYH�DQ\�H[SHFWDWLRQV�UHJDUGLQJ�WKH�
FRQILGHQWLDOLW\�RI�WKLV�PHHWLQJ��LWV�FRQWHQWV��RU�LWV�
UHVXOWV��(DFK�VSHDNHU�PXVW�EH�UHVSRQVLEOH�IRU�ZKDW�
WKH\�FKRRVH�WR�VD\��NHHSLQJ�LQ�PLQG�WKDW�QR�
H[SHFWDWLRQ�RI�FRQILGHQWLDOLW\�VKRXOG�EH�SUHVXPHG�WR�
DSSO\�WR�WKH�VWDWHPHQWV�WKH\�PDNH�



�

$JHQGD
������������:HOFRPH�DQG�,QWURGXFWLRQV
������������$JHQGD�5HYLHZ�DQG�5HILQHPHQW
������������8VH�&DVHV�DQG�([DPSOH�6FHQDULRV
������������/XQFK�%UHDN
�����������3UREOHP�'HFRPSRVLWLRQ
����������%UHDN�/XQFK
����������:RUN�'HVFULSWLRQV
����������%UHDN
����������&KDUWHULQJ�'LVFXVVLRQ
����������:UDS�XS



�

,QIRUPDO�6FRSH�RI�LW
7KH�UHTXLUHPHQWV�DQG�FDSDELOLWLHV�WKDW�DIIHFW�WKH�
QDWXUH�RI�WKH�LQWHUDFWLRQV�HQWLWLHV�ZLOO�SDUWLFLSDWH�
LQ�ZLWK�RWKHU�V\VWHPV
¶ 5HTXLUHPHQWV�²�EHKDYLRUV�WKDW�DQ�HQWLW\�GHPDQGV�RI�
LWV�SHHUV

¶ &DSDELOLWLHV�²�EHKDYLRUV�WKDW�DQ�HQWLW\�RIIHUV�WR�
VXSSRUW�WKH�UHTXLUHPHQWV�RI�D�SHHUV

'LVFXVVLRQ�RI�KRZ�LW�LV�DGPLQ
HG�IURP�HQWHUSULVH�
SHUVSFWLYH��SUHGHWHUPLQHG�DJUHHPHQW



�

8VH�&DVHV�DQG�([DPSOH�6FHQDULRV



�

6RPH�&RQVLGHUDWLRQV
:KDW�W\SHV�RI�SROLF\�QHJRWLDWLRQ�SUREOHPV�GR�ZH�
VHHN�VROXWLRQV�IRU"
:KDW�LV�WKH�QDWXUH�RI�WKH�LQWHUDFWLRQV�ZKRVH�
SURSHUWLHV�DUH�EHLQJ�QHJRWLDWHG"
:KDW�LV�WKH�UHODWLRQVKLS�RI�WKH�QHJRWLDWLRQ�WR�WKH�
LQWHUDFWLRQ�ZKRVH�SURSHUWLHV�DUH�EHLQJ�
QHJRWLDWHG"
:KHUH�LQ�WKH�LQWHUDFWLRQV�LV�WKHUH�D�QHHG�WR�DSSO\�
WKH�SROLFLHV�RI�WKH�YDULRXV�DFWRUV�LQ�DQ�
LQWHUDFWLRQ"
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Service Policy In Object 
Reference

0HFKDQLVP0HFKDQLVP 0HFKDQLVP ���(;$&7/<�21(�

5HTXLUHG�ELW�PDVN
�$7�/($67�21(�

7UDQVSRUW�ELW�PDVNV

6HUYLFH�&RQWH[W�ELW�PDVNV

%LW�SRVLWLRQV�FRUUHVSRQG�WR�EHKDYLRUV��H�J�FOLHQW�PXVW�DXWKHQWLFDWH�
$// $1<�25�121(
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$OLFH�:DQWV�WR�+DYH�$�VHFXUH�
0HVVDJH�([FKDQJH�ZLWK�%RE

$OLFH
V�3ROLF\
��GRQ
W��VHQG�SDVVZRUGV
�LQ�WKH�FOHDU
�UHTXLUH�VHUYLFH
DXWKHQWLFDWLRQ

%RE
V�3ROLF\
UHTXLUH�FOLHQW�DXWKHQWLFDWLRQ
UHTXLUH�PHVVDJH�WR�EH�
VLJQHG�E\�FOLHQW%RE$OLFH

�%RE�DQG�$OLFH�HDFK�KDYH�FHUWDLQ�SROLF\�UHTXLUHPHQWV�DQG�FDSDELOLWLHV
�6HFXUH�PHVVDJH�H[FKDQJH�FDQ�RQO\�KDSSHQ�LI�WKHUH�LV�DQ�LQWHUVHFWLRQ
EHWZHHQ�$OLFH�DQG�%RE
V�SROLFLHV



��

%RE�([SRUWV�3ROLF\

$OLFH
V�3ROLF\ %RE
V�3ROLF\

���%RE�DVVRFLDWH
V�%RE
V�SROLF\
���ZLWK�%RE
V�VHUYLFH�GHVFULSWLRQ

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

%RE$OLFH



��

$OLFH�5HWULHYHV�%RE
V�3ROLF\

$OLFH
V�3ROLF\ %RE
V�3ROLF\%RE
V�3ROLF\

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

%RE$OLFH

$OLFH
V
3ROLF\�

&RPELQHU



��

$OLFH�6HOHFWV�6ROXWLRQ

$OLFH
V�3ROLF\ %RE
V�3ROLF\

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

,V�WKHUH�D�QRQ�HPSW\�
LQWHUVHFWLRQ�RI�%RE
V

UHTXLUHPHQWV�DQG�$OLFH
V
FDSDELOLWLHV�DQG�RI�$OLFH
V
UHTXLUHPHQWV�DQG�%RE
V

FDSDELOLWLHV

��$OLFH
V
3ROLF\

&RPELQHU

%RE$OLFH



��

$OLFH�3UHSDUHV�DQG�6HQGV�5HTXHVW

$OLFH
V�3ROLF\ %RE
V�3ROLF\

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

$OLFH�DWWDFKHV�$OLFH
V�SROLF\��H�J��)RUZDUG�DQG�RU�5HWXQU�3ROLF\��
WR�PHVVDJH�GHVLJQHG�WR�VDWLVI\�%RE
V�3ROLF\
�������������

��$OLFH
V
3ROLF\
&RPELQHU

%RE$OLFH
06*��
$OLFH
V
3ROLF\



��

%RE�(QIRUFHV�DQG�6DWLVILHV�3ROLF\

$OLFH
V�3ROLF\ %RE
V�3ROLF\

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

06*��
$OLFH
V
3ROLF\

%RE
V
3ROLF\
&RPELQHU

%RE$OLFH
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%RE�5HVSRQGV�WR�$OLFH�RU�,QYRNHV�RQ�
$OLFH
V�%HKDOI�

%RE
V�3ROLF\

%RE
V�6HUYLFH�'HVFULSWLRQ

�(QGSRLQWV��SRUWV��HWF�

�%RE
V�3ROLF\

5HSO\�
%REV
V
3ROLF\

%RE
V
3ROLF\
&RPELQHU

%RE$OLFH
5HSO\�
%RE
V
3ROLF\

)RUZDUG�5HTXHVW��
%RE
V�3ROLF\�RQ�EHKDOI
RI�$OLFH



��

3UREOHP�'HFRPSRVLWLRQ
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&RQVLGHUDWLRQV
7KH�GLVWULEXWLRQ�RU�RWKHU�FRPPXQLFDWLRQ�RI�SROLF\�EHWZHHQ�
LQWHUDFWLQJ�HQWLWLHV
¶ +RZ�GRHV�$OLFH�ILQG�%RE
V�UHTXLUHPHQWV�DQG�FDSDELOLWLHV"
¶ +RZ�GRHV�%RE�PDNH�KLV�3ROLF\�DYDLODEOH�WR�$OLFH
¶ +RZ�GRHV�$OLFH�FRQYH\�WR�%RE�KHU�UHTXLUHPHQWV�DQG�
FDSDELOLWLHV"

¶ +RZ�GRHV�%RE�ILQG�$OLFH
V�3ROLF\"
7KH�JURXSLQJ�RI�UHODWHG�SROLF\�VWDWHPHQWV�RU�WKH�FRPSRVLWLRQ�
RI�SROLF\�IURP�VPDOOHU�SHUKDSV�UHXVDEOH�VWDWHPHQW�JURXSV�
7KH�UHFRQFLOLDWLRQ�RI�SROLF\�QHJRWLDWLRQ�ZLWK�D�OD\HUHG�
SURFHVVLQJ�PRGHO
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&RQVLGHUDWLRQV���
7KH�QHHG�IRU�D�VHPDQWLF�PRGHO�LQ�ZKLFK�WR�FRQILJXUH��
PDQDJH��DQG�LQWHUSUHW��LQFOXGLQJ�LQ�FRPELQDWLRQ��JURXSV�RI�
SROLF\�VWDWHPHQWV�
¶ +RZ�GRHV�$OLFH�GHWHUPLQH�LI�VKH�LV�ZLOOLQJ�WR�WDON�WR�%RE�
DQG�ZKDW�%RE�UHTXLUHV�RI�KHU"

¶ +RZ�GRHV�%RE�,QWHUSUHW�DQG�8VH�$OLFH
V�3ROLF\
7KH�QHHG�WR�DOORZ�IRU��SHUKDSV�GHFHQWUDOL]HG��HYROXWLRQ�RI�
WKH�SROLF\�IUDPHZRUN�RU�VWDWHPHQW�PRGHO�
&RQVWUDLQWV�LPSRVHG�E\�WKH�,QYRFDWLRQ�0RGHO
¶ 2QH�GLUHFWRU\�ORRNXS�DQG�RQH�QHWZRUN�URXQG�WULS"



��

:RUN�'HVFULSWLRQV
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:RUN���
We need a language to express policy and to identify the 
resources that it applies to.

¶ 1HHG�RSHUDWRUV�DQG�D�ZD\�WR�JURXS�DOWHUQDWLYHV�VXFK�WKDW�
VHPDQWLFV�RI��$Q\���$W�0RVW�2QH���([DFWO\�2QH��2QH�2U�
0RUH��RU�$//�PD\�EH�FRQILJXUHG�

¶ *URXSLQJ�SROLF\�WKDW�SHUWDLQV�WR�D�VSHFLILF�3(3�3'3
Methods for service providers to make their policy available 
to service consumers and for service consumers to make their 
policies available to service providers

¶ Discovery (directories, static stubs, etc.)
¶ Attachment to service descriptions and requests (multiple 

forms of service descriptions and request protocols)



��

:RUN���
We need methods for a service consumer and provider to 
negotiate how their interactions (e.g. The messages they 
exchange) are to be protected

¶ Method(s) for negotiating a mutually-acceptable set of 
operations from representations of requirements and 
capabilities

¶ Method(s) for service providers to apply the policies of 
their clients in the operations they perform on behalf of 
their clients

We need methods to deal with invalid interpretation (and or 
invalidation) of policy

We need to be able to ensure that policy may be secured such 
that neither the owner or the user of the policy is at risk



��

&KDUWHULQJ�'LVFXVVLRQ



��

&RQVLGHUDWLRQV
:KDW�IRUXPV��HJ��7&V���LI�DQ\��GR�ZH�SHUFHLYH�DV�WKH�
DSSURSULDWH�KRVW�IRU�D�SDUWLFXODU�SLHFH�RI�ZRUN"
'HILQLWLRQ�RI�QH[W�VWHSV�
¶ +RZ�GR�ZH�WUDQVIHU�SUREOHP�GHVFULSWLRQ�V��WR�WKH�
DSSURSULDWH�IRUXPV��LQFOXGLQJ�SRWHQWLDOO\�E\�GHFLGLQJ�
WR�FKDUWHU�D�QHZ�IRUXP"

¶ 'LVFXVVLRQ�RI�IRUXP�VSHFLILF�UHTXLUHPHQWV��FROOHFWLRQ�
RI�DGYRFDWHV��VSRQVRUV��HWF��WR�PHHW�WKH�UHTXLUHPHQWV�
RI�WKH�VWDQGDUG�RUJDQL]DWLRQ�


