7.13 Hierarchical resources

It is often the case that a resource is organized as a hierarchy (e.g. file system, XML document).  Such resources are called hierarchical resources.  XACML supports hierarchical resources in two ways.

1. An XACML request context MAY request access to one or more nodes in a sub-tree of a hierarchical resource.

2. An XACML policy may specify predicates that apply to a sub-tree of a hierarchical resource.

7.13.1 Requests for access to nodes in a hierarchical resource

Requests for access to one or more nodes in a hierarchical resource SHALL conform to the requirements of this section of the XACML specification.  Even when access to only one node in a hierarchical resource is requested, the request context must reflect the node's position in the resource hierarchy as described in this section in case policies reference the requested node as an ancestor or descendant of another node.

A single XACML request context MAY request access to multiple nodes in a hierarchical resource sub-tree.  Such a request context is equivalent to a collection of request contexts each requesting access to one of the nodes in the hierarchy sub-tree.

In order to request access to one or more nodes in a hierarchical resource sub-tree, the request context SHALL include the following resource Attributes.

Whenever access to one or more nodes in a hierarchical resource is requested, the request context SHALL include the following resource Attributes:

· urn:oasis:names:tc:xacml:2.0:resource:resource-content

This Attribute SHALL contain a description of the hierarchical resource containing the node or nodes to which access is being requested.  The hierarchical resource SHALL be described as an XML document.  This Attribute is called the “resource-content” Attribute below.

· urn:oasis:names:tc:xacml:2.0:resource:resource-id

The value of this Attribute SHALL be an [XPath 2.0] expression whose result is a single node in the hierarchical resource that is described in the “resource-content” Attribute above.  The DataType XML attribute of this Attribute SHALL be “http://www.w3.org/TR/xpath20”.  This Attribute is called the “resource-id” Attribute below.

· urn:oasis:names:tc:xacml:1.0:resource:scope

If the value of this Attribute is “Immediate”, the request context is requesting access only to the node specified in the “resource-id” Attribute above.  If the value of this Attribute is “Children”, the request context is requesting access to the node specified in the “resource-id” Attribute above and to all its immediate children.  If the value of this Attribute is “Descendants”, the request context is requesting access to the node specified in the “resource-id” Attribute above and to all its descendants.  No other values for the “scope” Attribute are permitted.  This Attribute is called the “scope” Attribute below.

 If a “scope” Attribute is included in a request context, but no “resource-content” Attribute is included, then a single <Result> element SHALL be returned associated with the node described in the “resource-id” Attribute and containing a <StatusCode> Value of “urn:oasis:names:tc:xacml:2.0:status:processing-error”.

If the hierarchical resource to which access is being requested is not an XML document, then unless specified otherwise in an XAML profile for the resource type, the resource instance SHALL be described as an XML document as follows.  The identity of the root of the hierarchy instance SHALL be the document's XML element name.  The identity of each child of the hierarchy root SHALL be the XML element name of a child of the root XML element.  This process SHALL be applied recursively until all nodes in the hierarchy instance have been represented as elements in the XML document.  Note that it is necessary to represent only the sub-tree of nodes to which access is requested and the nodes between the root and that subtree.

When access to more than one node in a hierarchical resource  has been requested, the XACML authorization decision MAY contain multiple <Result> elements, each associated with one of the nodes in the sub-tree to which access was requested.  Where there are <Result> elements supplied for only a sub-set of the requested nodes, any given <Result> element applies to its indicated node and to all that node's descendants, except where for descendants having a specific <Result> of their own, or having a closer ancestor that has a specific <Result> of its own.  A <Result> of “Permit” means access to all nodes to which that <Result> applies is permitted.  A <Result> of “Deny” means access to at least one node to which that <Result> applies is denied.

7.13.2 Policy predicates applying to multiple nodes in a hierarchical resource

XACML provides 4 functions for specifying predicates that apply to one or more nodes in a hierarchical resource.  These functions are as follows.

· urn:oasis:names:tc:xacml:2.0:function:xpath-node-match

This function SHALL take two arguments of type “http://www.w3.org/TR/xpath20” and SHALL return an “http://www.w3.org/2001/XMLSchema#boolean”.  The function SHALL return “True” if first argument results in the same node as the second argument. If the request context does not contain a “resource-context” Attribute, or if either argument fails to result in a node that is in the “resource-content” Attribute,  or if the first argument results in a node that is different from the second argument, then the function SHALL return “False”.

· urn:oasis:names:tc:xacml:2.0:function:requested-nodes

This function SHALL return a bag of type “http://www.w3.org/TR/xpath20”.  The bag SHALL contain one value resulting in each node to which access is being requested according to the “resource-id”, “scope”, and “resource-content” Attributes.  If the request context does not contain a “scope” Attribute, then the resulting bag SHALL be empty.

· urn:oasis:names:tc:xacml:2.0:function:xpath-node-and-descendants

This function SHALL take one argument of type “http://www.w3.org/TR/xpath20” and SHALL return a bag of type “http://www.w3.org/TR/xpath20”.  The resulting bag SHALL contain the argument value and a value for each descendant of the node resulting from that argument value.  The value for each descendant SHALL be a value resulting in that descendant node.  If the argument does not result in a node that is in the “resource-content” Attribute, then the resulting bag SHALL be empty.

· urn:oasis:names:tc:xacml:2.0:function:xpath-descendants

This function SHALL take one argument of type “http://www.w3.org/TR/xpath20” and SHALL return a bag of type “http://www.w3.org/TR/xpath20”.  The resulting bag SHALL contain a value for each descendant of the node resulting from that argument value.  The value for each descendant SHALL be a value resulting in that descendant node.  If the argument does not result in a node that is in the “resource-content” Attribute, then the resulting bag SHALL be empty.

These functions MAY be used with the higher-order bag functions to match some or all of the requested nodes in a hierarchical resource.

