Sets User Permissions
Groups Policies

Deploys Policies

Editor (Non-Programmer)

Creates/Edits Using Near
Natural Language

Checks validity and logic

Tracks Users
Tracks Policy Groups

Manages Deployed
Policies

Does Version Management
Validates Policies

Stores Policies

XACML/XSLT aware
Security Services

Stores user actions
Decompiles XACML/XSLT

Verifies New Policies
Monitors User History

Checks deployed
policies for accuracy.

With XpressRules™ you control security policies!

Best-of-Breed Solution:
» Meets NCES requirements for Attribute-Based Access Control (ABAC)*

« Zero programming: automatically generates XACML access policies of any complexity from
near-natural language (NNL) input

« Pre-emptive audit (easier certification): reverse-compiles XACML to expose original NNL to
auditor/certificator

« Easy procurement: An Air Force SBIR-developed product, XpressRules for Access is available for
sole-source (non-compete) acquisition.

* A graphical user interface (GUI) policy tool shall be created that provides the ability to introduce and manage attribute-based policies for service access control
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