Protocol Interactions for BTG
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1. Where state attributes are held in the PEP

(1)
The user tries to access a resource

(2)
The authentication service authenticates the user

(3)
The authentication service returns the authenticated identity of the user (In the case where the authentication service fails, a reject message is sent from the application to the user and the request terminates here)

(4)
The application calls the context handler passing the session details, the requested operation and requested object , i.e. the requested permission. The context handler may pick up the user’s roles via a PIP.

(5) The context handler calls the PDP.

In the case where there is a policy rule granting access to the object, the PDP returns Grant.  Go to step 12.

In the case where the user will get access to the resource once the glass has been broken and when there is a policy rule granting her permission to break the glass, the PDP returns the BTG-response.

In all other cases the PDP returns Deny and the request terminates here.

(6)
The application can now ask the user if she wants to break the glass for access. If the user chooses to (giving a reason, if applicable) then the application sets the BTG state to true, and performs any necessary obligations/notifications etc. 

If the user chooses not to break the glass then the request terminates here.

 (12)
The application makes the requested operation to the resource

(13). The resource returns the results to the application service, which gives them to the user.
2. Where state attributes are held in the PDP
(1)
The user tries to access a resource

(2)
The authentication service authenticates the user

(3)
The authentication service returns the authenticated identity of the user (In the case where the authentication service fails, a reject message is sent from the application to the user and the request terminates here)

(4)
The application calls the context handler passing the session details, the requested operation and requested object , i.e. the requested permission. The context handler may pick up the user’s roles via a PIP.
(5) The context handler calls the PDP.

In the case where there is a policy rule granting access to the object, the PDP returns Grant.  Go to step 12.

In the case where the user will get access to the resource once the glass has been broken and when there is a policy rule granting her permission to break the glass, the PDP returns the BTG-response.

In all other cases the PDP returns Deny and the request terminates here.

(6)
The application can now ask the user if she wants to break the glass for access. If the user chooses to (giving a reason, if applicable) then proceed. (The request terminates here when she chooses not to break the glass.)

(7)
The PEP calls the BreakTheGlass operation of the PDP,  passing the session details and the requested permission (BreakTheGlass). 
(8) The PDP checks the policy, sees the operation is granted, sets the relevant  BTG-state variable to TRUE and returns any obligations associated with the access rule (e.g. notify a manager) to the application along with the Grant response.

(9)
The application performs the returned obligations and either the user is again shown the option to access the resource which she accepts or the application simply assumes that this is the case, and

(10) the PEP calls the PDP passing the session details, the original requested operation and object.

(11) The PDP now returns Grant as the relevant BTG-state variable has been set. 

(12)
The application makes the requested operation to the resource

(13). The resource returns the results to the application service, which gives them to the user.
