
[image: image1.png]



Web Services Security: 

Kerberos Token Profile 

Interop Scenarios

Working Draft 02, 14 Jan 2005
Editor:

Martin Gudgin, Microsoft <mgudgin@microsoft.com>

Contributors:

Vijay Gajjala, Microsoft <vijayg@microsoft.com>

HongMei Ge, Microsoft <hongmeig@microsoft.com>

Chris Kaler, Microsoft <ckaler@microsoft.com>
Bruch Rich, IBM <brich@us.ibm.com>
Doug Walter, Microsoft <dougwa@microsoft.com>

Abstract:

This document documents the two scenarios to be used in the first WSS Kerberos Token Profile Interoperability Event.

Status:
Committee members should send comments on this specification to the wss@lists.oasis-open.org list. Others should subscribe to and send comments to the wss-comment@lists.oasis-open.org list. To subscribe, send an email message to wss-comment-request@lists.oasis-open.org with the word "subscribe" as the body of the message.

Table of Contents

31
Introduction


31.1 Terminology


31.2 Namespaces


42
Test Application


53
Scenario #1


53.1 Agreements


53.2 Parameters


53.3 General Message Flow


53.4 First Message - Request


53.4.1 Message Elements and Attributes


73.4.2 Message Creation


73.4.3 Message Processing


83.4.4 Example (Non-normative)


93.5 Second Message - Response


93.5.1 Message Elements and Attributes


103.5.2 Message Creation


103.5.3 Message Processing


103.5.4 Example (Non-normative)


113.6 Other processing


113.6.1 Requester


113.6.2 Responder


113.7 Successful Completion


123.8 Expected Security Properties


134
Scenario #2


145
References


145.1 Normative


15Appendix A. Ping Application WSDL File


16Appendix B. Revision History


17Appendix C. Notices




1 Introduction

This document describes the two message exchanges to be tested during the first Kerberos token profile interoperability event of the WSS TC. Both use the Request/Response Message Exchange Pattern (MEP) with no intermediaries. Both invoke the same simple application. 

These scenarios are intended to test the interoperability of different implementations performing common operations and to test the soundness of the various specifications and clarity and mutual understanding of their meaning and proper application.

THESE SCENARIOS ARE NOT INTENDED TO REPRESENT REASONABLE OR USEFUL PRACTICAL APPLICATIONS OF THE SPECIFICATIONS. THEY HAVE BEEN DESIGNED PURELY FOR THE PURPOSES INDICATED ABOVE AND DO NOT NECESSARILY REPRESENT EFFICIENT OR SECURE MEANS OF PERFORMING THE INDICATED FUNCTIONS. IN PARTICULAR THESE SCENARIOS ARE KNOWN TO VIOLATE SECURITY BEST PRACTICES IN SOME RESPECTS AND IN GENERAL HAVE NOT BEEN EXTENSIVELY VETTED FOR ATTACKS.
1.1 Terminology

The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD, SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this document are to be interpreted as described in [RFC2119].

1.2 Namespaces

The following namespaces are used in this document. The choice of any namespace prefix is arbitrary and not semantically significant.
	Prefix
	Namespace

	soap
	http://schemas.xmlsoap.org/soap/envelope/ 

	wsse
	http://www.docs.oasis-open.org/wss/2004/01oasis-200401-wss-wssecurity-secext-1.0.xsd

	wsu
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd 

	ds
	http://www.w3.org/2000/09/xmldsig# 

	xenc
	http://www.w3.org/2001/04/xmlenc# 

	p
	http://xmlsoap.org/Ping


2 Test Application

Both scenarios use the same, simple application: the Requestor sends a Ping element with a value of a string, and the Responder returns a PingResponse element with a value of the same string. In both scenarios, the initial request includes a Kerberos AP_REQ token; the session key contained therein is used to sign specific elements of the request. The response contains a reference to the token that was included in the request, and uses the same session key to sign and encrypt the contents of the response body.
In the first scenario, the Requestor obtains the AP_REQ token from a key distribution center (KDC) run by by the same vendor as the Requestor; in the second, the AP_REQ token is obtained from a KDC run by by the same vendor as the Responder.
Pictorially, scenario 1 looks like:


[image: image2]
And scenario 2 looks like:


[image: image3]
3 Scenario #1

3.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

Both Requestor and Responder MUST belong to a single Kerberos realm. The KDC for this realm MUST be run by by the same vendor as the Requestor. The Kerberos principals used by the Requestor and Responder MUST be machine accounts.
3.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

3.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present in the request. The value MUST be "Ping". The recipient SHOULD ignore the value. 
The request contains a Kerberos AP_REQ message embedded in a BinarySecurityToken. The Responder checks the message and issues a Fault if any errors are found. Otherwise, it returns the response.

3.4 First Message - Request

3.4.1 Message Elements and Attributes

Header elements not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present.

The values provided for IDs and URI references, "token", "timestamp", and "body", within the message may be changed so long as the references remain valid.

	Name
	Mandatory?

	/soap:Header
	Mandatory

	  /wsse:Security
	Mandatory

	    @mustUnderstand=“1”
	Mandatory

	    /wsu:Timestamp
	Mandatory

	      @wsu:Id="timestamp"
	Mandatory

	      /wsu:Created
	Mandatory

	      /wsu:Expires
	Optional

	    /wsse:BinarySecurityToken
	Mandatory

	      @ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ"
	Mandatory

	      @EncodingType ="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
	Mandatory

	      @wsu:Id="token"
	Mandatory

	    /ds:Signature
	Mandatory

	      /ds:SignedInfo
	Mandatory

	        /ds:CanonicalizationMethod
	Mandatory

	          @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	        /ds:SignatureMethod 
	Mandatory

	          @Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"
	Mandatory

	        /ds:Reference URI="#timestamp"
	Mandatory

	          /ds:Transforms
	Mandatory

	            /ds:Transform
	Mandatory

	              @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	            /ds:DigestMethod
	Mandatory

	              @Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"
	Mandatory

	            /ds:DigestValue
	Mandatory

	        /ds:Reference URI="#body"
	Mandatory

	          /ds:Transforms
	Mandatory

	            /ds:Transform
	Mandatory

	              @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	            /ds:DigestMethod
	Mandatory

	              @Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"
	Mandatory

	            /ds:DigestValue
	Mandatory

	      /ds:SignatureValue
	Mandatory

	      /ds:KeyInfo
	Mandatory

	        /wsse:SecurityTokenReference
	Mandatory

	          /wsse:Reference
	Mandatory

	            @URI="#token"
	Mandatory

	            @ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ"
	Mandatory

	/soap:Body
	Mandatory

	  @wsu:Id="body"
	Mandatory

	  /p:Ping
	Mandatory


3.4.2 Message Creation

3.4.2.1 BinarySecurityToken
The binary security token MUST contain the base 64 binary encoding of the KRB_AP_REQ message, as defined in [RFC1510]. The Kerberos message MUST NOT require mutual authentication in the ap-options field. 
3.4.2.2 Timestamp

The Created element MUST contain a timestamp that specifies when the request was created, according to the Requestor's clock.
3.4.2.3 Signature

The signature MUST contain a signature over the Timestamp and Body elements, computed using the key embedded in the binary security token and the indicated canonicalization, digest, and signature algorithms.
3.4.2.4 Body

The body is not encrypted. The Ping element should contain an arbitrary non-empty string selected by the Requestor.
3.4.3 Message Processing

This section describes the processing performed by the Responder. If an error is detected, the processing of this message stops and a Fault is issued.

3.4.3.1 BinarySecurityToken

The Responder MUST decode the binary security token to recover the KRB_AP_REQ message. The KRB_AP_REQ message MUST be processed according to [RFC1510]; in particular, the authenticator contained within the KRB_AP_REQ message must be verified and the session key recovered.
3.4.3.2 Signature

The Responder MUST validate the signature. If the signature is not correct, then processing of this message stops and a Fault is issued.
3.4.3.3 Body

The body is passed to the application unmodified.

3.4.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?> 

<soap:Envelope

    xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
    xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

 <soap:Header>

  <wsse:Security soap:mustUnderstand=“1” 
      xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
    <wsu:Timestamp wsu:Id="timestamp">

      <wsu:Created> ... </wsu:Created>

    </wsu:Timestamp>

    <wsse:BinarySecurityToken

        ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ"
        wsu:Id="token">

      ...

    </wsse:BinarySecurityToken>

    <ds:Signature

        xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:SignedInfo>

      
<ds:CanonicalizationMethod





Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />




<ds:SignatureMethod 





Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" />




<ds:Reference URI="#timestamp">




<ds:Transforms>






<ds:Transform 



Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />





</ds:Transforms>





<ds:DigestMethod 






Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />





<ds:DigestValue> ... </DigestValue>




</ds:Reference>



<ds:Reference URI="#body">





<ds:Transforms>






<ds:Transform 



Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />





</ds:Transforms>





<ds:DigestMethod 






Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />





<ds:DigestValue> ... </DigestValue>




</ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue> ... </ds:SignatureValue>

      <ds:KeyInfo>

        <wsse:SecurityTokenReference>

          <wsse:Reference URI="#token"


ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ" />

        </wsse:SecurityTokenReference>

      </ds:KeyInfo>

    </ds:Signature>
  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body">

  <p:Ping xmlns:p="http://xmlsoap.org/Ping">

   ...
  </p:Ping>

 </soap:Body>

</soap:Envelope> 

3.5 Second Message - Response

3.5.1 Message Elements and Attributes

Header elements not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. 

The value provided for the ID and URI reference, "response", within the message may be changed so long as the reference remains valid.

	Name
	Mandatory?

	/soap:Header
	Mandatory

	  /wsse:Security
	Mandatory

	    @mustUnderstand=“1”
	Mandatory

	    /wsu:Timestamp
	Mandatory

	      @wsu:Id="timestamp"
	Mandatory

	      /wsu:Created
	Mandatory

	      /wsu:Expires
	Optional

	    /xenc:ReferenceList
	Mandatory

	      /xenc:DataReference
	Mandatory

	        @URI="#response"
	Mandatory

	    /ds:Signature
	Mandatory

	      /ds:SignedInfo
	Mandatory

	        /ds:CanonicalizationMethod
	Mandatory

	          @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	        /ds:SignatureMethod 
	Mandatory

	          @Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"
	Mandatory

	        /ds:Reference URI="#timestamp"
	Mandatory

	          /ds:Transforms
	Mandatory

	            /ds:Transform
	Mandatory

	              @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	            /ds:DigestMethod
	Mandatory

	              @Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"
	Mandatory

	            /ds:DigestValue
	Mandatory

	        /ds:Reference URI="#body"
	Mandatory

	          /ds:Transforms
	Mandatory

	            /ds:Transform
	Mandatory

	              @Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"
	Mandatory

	            /ds:DigestMethod
	Mandatory

	              @Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"
	Mandatory

	            /ds:DigestValue
	Mandatory

	      /ds:SignatureValue
	Mandatory

	      /ds:KeyInfo
	Mandatory

	        /wsse:SecurityTokenReference
	Mandatory

	          /wsse:KeyIdentifier
	Mandatory

	            @ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ"
	Mandatory

	/soap:Body
	Mandatory

	  @wsu:Id="body"
	Mandatory

	  /xenc:EncryptedData
	Mandatory

	    @Id="response"
	Mandatory

	    @Type="http://www.w3.org/2001/04/xmlenc#Content"
	Mandatory

	     /xenc:EncryptionMethod
	Mandatory

	       @Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"
	Mandatory

	       /ds:KeyInfo
	Mandatory

	         /wsse:SecurityTokenReference
	Mandatory

	           /wsse:KeyIdentifier
	Mandatory

	             @ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ"
	Mandatory

	       /xenc:CipherData
	Mandatory

	         /xenc:CipherValue
	Mandatory


3.5.2 Message Creation

3.5.2.1 SecurityTokenReference

The security token reference MUST contain the base 64 binary encoding of the SHA1 hash of the pre-encoded octets that were used to form the contents of the <wsse:BinarySecurityToken> element in the original request, as specified in [WSS-Kerb] . 

3.5.2.2 KeyIdentifier
The key identifier MUST contain the base 64 binary encoding of the SHA1 hash of the pre-encoded octets that were used to form the contents of the <wsse:BinarySecurityToken> element in the original request, as specified in [WSS-Kerb] . 

3.5.2.3 Signature

The signature MUST contain the HMAC-SHA1 signature of the (unencrypted) body and timestamp. If the signature is not correct, then processing of this message stops.
3.5.2.4 Body

The body is encrypted using the key contained in the AP_REQ message. The unencrypted body MUST consist of exactly one p:PingResponse element that contains the same string that was contained in the p:Ping body element original request.

3.5.3 Message Processing

The decrypted body is passed to the application.

The application should verify that the string contained in the PingResponse element is the same as the string sent in the Ping element in the original request. 
3.5.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?> 

<soap:Envelope

  xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
      xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

      xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <soap:Header>

  <wsse:Security soap:mustUnderstand=“1” 

>

    <wsu:Timestamp wsu:Id="timestamp">

      <wsu:Created> ... </wsu:Created>

      <wsu:Expires> ... </wsu:Expires>

    </wsu:Timestamp>

    <xenc:ReferenceList>

      <xenc:DataReference URI="#response" />

    </xenc:ReferenceList>
    <ds:Signature

        xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:SignedInfo>

      
<ds:CanonicalizationMethod





Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />




<ds:SignatureMethod 





Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" />




<ds:Reference URI="#timestamp">





<ds:Transforms>






<ds:Transform 



Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />





</ds:Transforms>





<ds:DigestMethod 






Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />





<ds:DigestValue> ... </DigestValue>




</ds:Reference>




<ds:Reference URI="#body">





<ds:Transforms>






<ds:Transform 



Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />





</ds:Transforms>





<ds:DigestMethod 






Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />





<ds:DigestValue> ... </DigestValue>




</ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue> ... </ds:SignatureValue>

      <ds:KeyInfo>

        <wsse:SecurityTokenReference>          

          <wsse:KeyIdentifier ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ">

            ... 

          </wsse:KeyIdentifier>

        </wsse:SecurityTokenReference>

      </ds:KeyInfo>

    </ds:Signature>

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body">

  <!-- encrypted contents

  <PingResponse xmlns="http://xmlsoap.org/Ping">

   ... 

  </PingResponse>

  -->

  <xenc:EncryptedData Id="response" 

      Type="http://www.w3.org/2001/04/xmlenc#Content">

    <xenc:EncryptionMethod 

        Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />

    <ds:KeyInfo>

      <wsse:SecurityTokenReference>          

        <wsse:KeyIdentifier ValueType="http://www.docs.oasis-open.org/wss/2004/07/oasis-000000-wss-kerberos-token-profile-1.0#Kerberosv5_AP_REQ">

          ... 
        </wsse:KeyIdentifier>

      </wsse:SecurityTokenReference>

    </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue> ... </xenc:CipherValue>

    </xenc:CipherData>

  </xenc:EncryptedData>

 </soap:Body>

</soap:Envelope> 

3.6 Other processing

This section describes processing that occurs outside of generating or processing a message.

3.6.1 Requester

No additional processing is required.

3.6.2 Responder

No additional processing is required.

3.7 Successful Completion

Successful completion of this scenario is defined as successful completion of the following steps:

1. Requestor sends the request message to Responder

2. Responder verifies the signature on the request message

3. Responder sends the response message to Requestor

4. Requestor decrypts the response message

5. Requestor verifies the signature on the response message against the decrypted response message body

6. Requestor verifies that the decrypted p:PingResponse element contains the same string as the p:Ping element in the original request message
3.8 Expected Security Properties

The Requestor and Responder know that both are able to derive the session key from the Kerberos AP_REQ message.
The request message body and timestamp are protected against modification but not interception.
The response message is protected against interception and modification.

4 Scenario #2

The second scenario is identical to the first, except that the KDC MUST be run by by the same vendor as the Recipient.
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Appendix A. Ping Application WSDL File

<definitions xmlns:tns=http://xmlsoap.org/Ping


xmlns="http://schemas.xmlsoap.org/wsdl/" 


xmlns:xsd="http://www.w3.org/2001/XMLSchema" 


xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 


targetNamespace="http://xmlsoap.org/Ping" name="Ping">

<types>



<schema targetNamespace="http://xmlsoap.org/Ping" 




xmlns="http://www.w3.org/2001/XMLSchema">




<element name="Ping" type="xsd:string"/>




<element name="PingResponse" type="xsd:string"/>



</schema>


</types>

<message name="PingRequest">



<part name="ping" element="tns:Ping"/>


</message>

<message name="PingResponse">



<part name="pingResponse" element="tns:PingResponse"/>


</message>

<portType name="PingPort">



<operation name="Ping">




<input message="tns:PingRequest"/>




<output message="tns:PingResponse"/>



</operation>


</portType>

<binding name="PingBinding" type="tns:PingPort">



<soap:binding style="document" 




transport="http://schemas.xmlsoap.org/soap/http"/>



<operation name="Ping">




<soap:operation/>




<input>





<soap:body use="literal"/>




</input>




<output>





<soap:body use="literal"/>




</output>



</operation>


</binding>

<service name="PingService">



<port name="PingPort" binding="tns:PingBinding">




<soap:address location="http://localhost:8080/ping/Ping"/>



</port>


</service>
</definitions>
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